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Agenda

Presentation

Training Material Installation
Overview of the STM32 Portfolio
Overview of the STM32L475
* Overview of the STM32L4 IoT Discovery Kit Node
STM32Cube Introduction
IAR License Installation
* ST-Link Driver Installation

* Lab 1: Getting Started with STM32CubeMX - Blinky LED
* Bluetooth® Low Energy Overview

* Lab 2 : Bluetooth Low Energy pairing

* Wi-Fi Module Overview

* Amazon AWS loT Overview

* Lab 3: Creating your device (“Thing”) on AWS

* Lab 4 : Connectto AWS IoT & Send Sensor Data

* Lab 5: Connect to a Different MQTT Topic

Alexa Voice Demo
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Tools installation
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Training Materials Installation

« Each participant should have received a USB Flash drive. It contains
the Seminar Installer. This will install Tera Term, the latest Java,

STM32CubeMX, STM32CubelL4 HAL, and extract the seminar file to
C:\STM321oTDKCloudSeminar.

» Please insert the USB Drive to your machine. Copy all the files to your

desktop and execute the installer (Run as Admin)
(STM32_10T_DK Cloud Training_Installer-1.07.exe).

» At the end of the seminar material installation, we will continue with ST-
Link Utility and IAR installation.
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Seminar Directory Content

Alexa Skill Code

Organize « Include in library « Share with « Mew folder

&, osDisk (C) *  Name
a | STM32I0TDKCloudSeminar K Board_Files \
. Documents Ll Alexa a E] Connecting to AWS.pdf
|

1

2

3

4 Hands on Ol 2l
2 L5 ]

6

Thing Certificates

_ Certificates

. Documents

). Hands Un
[» §u BLE_and_Cloud

L LSMBDSL_DataSheet.pdf

X MP34DT01-M_DataSheet.pdf

E] RMO0395_STM32L4x5_ReferenceManual.pdf
L SPETLE-RF_DataSheet.pdf

X SPSGRF_DataSheet.pdf

L STM32_Product_Family.pdf

L STM32L475_DataSheet.pdf
|| BootloaderPassthrough.bin \

) 'EL'] UNML075 ST-LIME_V2 In-Circuit Debugger Prograrmmer.
|| I5M43362_M3G_L44_SPI_C3.5.2.1.bin \EVL‘SBLUX_DataSheet.pdf

L7 SetupSTM32CubeMi-4.16.1 . exe -
STM32_Flash_Loader-2.8.0.exe

g STM32_5T-Link_Utility-4.0.0.exe

| 1) STM32Cube_FW_L4-15.0zip

| 1) STM32Cube_FW_L4-151-Patch.zip

‘ ” ﬁ‘ TeraTerm-4.92.exe Technolog'y
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L LPS22HB_DataSheet.pdf
. 1AR

J. IAR
| Software
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AR Installation s

* Run the IAR professional tool suite installer:
C:\STM3210TDKCloudSeminar\I1AR.

 From the installer menu select Install IAR Embedded Workbench.

IAR Embedded Workbench® =™

for ARM

Installation and licensing information
Install IAR Embedded Workbench®
Release notes

Install drivers

Explore the installation media

xit
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AR USB Driver Installation

» De-select all the USB drivers when IAR prompts you to install the USB
drivers. This will speed-up IAR installation.

» ST-Link driver will be mstalled later.

IAR Embedded Workbench for ARM 7.70.2 1AR Embedded Workbench for ARM 7.70.2 E3

USE Driver |nsta|-|al|on : .IAR USB Driver instal.lalion ] OIAR

Select the USE drivers to install for your debug probes el Select the USE drivers to install for your debug probes foo ot LB
SYSTEMS SYSTEMS

Select the USE drivers you want to install an your system Select the USE drivers you want to install on your spstem

Description = DDebug rm— T D escription

Driver installers for debug Drrivers for USE and paralell
probes

port copy pratection dongles

m

-[v| Donale drivers origle drivers
5.0 GB of space required on the C diive 4.97 GB of space requned on the C diive
188.50 GB of space available on the C drive 187.44 GE of space available on the C diive
|hstallS hield InztallShield
< Back ]i_ Mest > I [ Cancel < Back ][ Mext > i [ Cancel
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Today - STM32 Portfolio

10 product series / More than 40 product lines

1 ,l 1 1
1 ,’ III ’l’
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High-performance ; /856 DMIPS
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/93 CoreMark / 273 CoreMark K
1

Ultra-low-power ' 75 CoreMark ,
P /32 MHz ! 32 MHz /80 MHz ;
' 26 DMIPS /' 33DMIPS /100 DMIPS !

ARMCORTEX / Cortex-M0 7 ~o 0 M3 - ,

Processor Technology ’, Cortex-MO+ /, E
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What is MCU Ecosystem?

All collaterals required to develop with an MCU

Hardware Development Software Development
Tools Tools

Evaluation boards Configuration Tools
Debug and Programming Probes Development & Debugging Tools
Monitoring Tools

Embedded Software Information and sharing

Drivers Web site
RTOS Product selectors
Stacks and Application Bricks Communities & Social Media
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Hardware Development Tools

Discovery j§ Evaluation 3rd -
) arties
Nucleo kits boards P
( Typical Flexible Prototyping, Eull feature
prototyping, Creative :
\ use case Community emos evaluation From_full
p Extension ___< evalua“on to
| possibilities +++ ++ + open
( Arduino™ : hardware

Connectivity ST Morpho ST ST W /
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STM32 ecosystem SW development tools

C/C++ Focus

A complete flow, from configuration up to monitoring

STM32CubeMX

FREE
IDE’s
e s g 1
©IAR |Aarmiel @CB =
SYSIEMS Mieracomrel er Toois At Camien -
NG J \ y
o N7 N /7 N N\
ARMmbed | | FASKING »)F_ EEEEEE x
. g \_ VAN VAN J
- N s N ~
N
KEBLABS | | CooCox || ANHHN | | gmpaes
NG VA Y AN L J

Partners IDEs

STMStudio

Configure & Generate Code
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Compile and Debugo

Monitor
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Hardware

STM32 Nucleo
development boards

_ Software
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STM32 ODE platform

Expansion

STM32 Nucleo expansion boards
from ST and third parties

software library

STM32Cube expansion SW
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Overview of STM32L475
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Key features

Cortex M4 with DSP, FPU @ 80MHz and ART
1.71V — 3.6V supply 80 MHz Full functional

Lkys
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1MB Flash dual bank/ 128KB RAM

USB OTG FS —-LPM Battery Charging Detection
3 x Ultra-low-power 12-bit ADC 5 MSPS

Touch-Sensing 24 channels
Ultra-low power
« VBAT
» Better Wake Up time vs. STM32L1
» Down to 160pA/MHz dynamic
12C FM+
SPI: variable data length
USART
LP UART & 16-bit Timer
FSMC, Quad SPI
CAN, SWPMI, SDMMC, 2x SAl
Digital filter for Sigma delta modulator
17 x timers

Analog: Op-Amps, comparators, DAC, VREF, temperature

sensor
RNG

Connectivity
USB 0TG
1x SD/SDIO/MMC,

3x SP,
3x I2C,

1x CAN, 1x Quad SPI,
5x USART + 1 x ULP UART,
1 x SWP

Digital

TRNG,
2 x SAl,
DFSDM (8 channels)

I/0s

Upto 1141/0s
Touch-sensing controller

ARM® Cortex®-M4 CPU

STM32L475 Block Diagram

STM32L475

Timers

17 timers including:
2 x 16-bit advanced
motor control timers

80 MHz
FPU
MPU
ETM

2 x ULP timers
7 x 16-bit-timers
2 x 32-bit timers

DMA
Analog

3x 16-bit ADC, 2 x DAC,
2 x comparators,
2 x Op amps
1 x Temperature sensor

ART Accelerator™

Up to
1-Mbyte Flash
with ECC
Dual Bank

Parallel Interface
FSMC 8-/16-bit

128-Kbyte
RAM

(TFT-LCD, SRAM,
NOR, NAND)
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Overview of the

STM32L4 loT Discovery Kit Node
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STM32L475 Discovery loT Node

Get connected seamlessly!




STM32L4 smart node

©

YT
NFc)))G?.'.\\

Low-power long-range communication

Environmental awareness: humidity, pressure, temp ‘ ~—v g

Detection hub: motion, proximity, audio \@ _# B
,’ Technology
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STM32L475 Discovery loT Node

Multi-link communication, multiway sensing

Arduino Connector

USB-OTG User LEDs

ST-Link + VCP

ST-Link Status LED

QSPI Flash

User Button

Reset Button
STM32L475VG

i

AW

MR1207C
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Comprehensive software libraries

SW Libraries for STM32L4 mcu & sensors

Connectivity SW protocol stacks
Cloud service connectors (AWS)

Demo examples (X-CUBE-AWS)
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Wireless Connectivity — Wi-Fi

» Inventek 1ISM43362 Wi-Fi Module

« 802.11 b/g/n compliant module based on a Broadcom MAC/Baseband/Radio device
» Fully contained TCP/IP stack minimizing host CPU requirements
 FCC and CE certified

» Secure Wi-Fi authentication supporting WEP-128, WPA-PSK (TKIP), WPA2-PSK

Lkys
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Wireless Connectivity - Bluetooth

« ST SPBTLE-RF Bluetooth Low Energy Module

» Based on our ST BlueNRG-MS Wireless Network Processor
» Bluetooth Low Energy 4.1 compliant
 FCC and BQ certified module with integrated balun & antenna

"I Technology |
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Wireless Connectivity - SubGHz

* ST SPSGRF-915 Sub-GHz Module (915 MHz - US)

e FCC and IC certified module with integrated balun & antenna
o Supports 2-FSK, GFSK, MSK, GMSK, OOK and ASK modulation schemes
» Long range (100s of meters) with an air data rate from 1 to 500 kbps

"I Technology & '
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Wireless Connectivity - NFC

« ST M24SR64-Y Dynamic NFC/RFID Tag
e NFC Forum Type 4 Tag
» ISO/IEC 14443 Type A
e 106 Kbps Data Rate

Z
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Wired Connectivity Features

* ST-Link V2

« Programming and Debug Interface

« USB OTG FS

e Full Speed USB On-The-Go Communication Interface

* PMOD
» Peripheral Module Interface Supporting GSM, GPS, etc...

* Arduino Connectors

» Arduino Compatible Connectors to Interface with Additional ST X-NUCLEO or 3rd Party
Expansion Board (eg: LoRa)

"I Technology & '
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ST Sensors

 Full Range of Motion & Environmental MEMS Sensors

 LSM6DSL Accelerometer + Gyroscope Sensor —* @
 LIS3MDL Magnetometer Sensor ﬁ
 HTS221 Humidity + Temperature Sensor ‘ a*
 LPS22HB Pressure Sensor é_,/

* Integrated High Accuracy Proximity/Range Sensor
* VL53LOX Time-of-Flight Range Sensor %

» Digital Microphones
« MP34DT01 MEMS Digital Microphones

* Voice & Audio Recognition Functions
* Acoustic Beam Forming with OSX_AcousticBF _Library

"I Technology
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User Resource Features

* Reset and User Buttons
* Board Reset and Programmable Application Buttons

 User LEDs

* Programmable Application LEDs

* QSPI Flash

» 64Mbit for Data Storage and Program Execution

» Selectable Power Supply
e ST-Link, USB-OTG, Arduino or External Power

‘,’ Technology '
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Summary

Advantages of Single Board

 Easily Debug Hardware Issues on a Single Board.

 Collateral Includes Tightly Coupled Firmware
» BSP Included for All Board Components
» Cloud Connectivity Reference Solutions Included

* Represents a Cost Effective Development Solution (~$60)

* No Need to Manage & Order Multiple Board SKUSs.
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Avallability

Part number Samples Mass Market SubGHz Regions with
P Availability | frequency band | authorized use
B-L475E-IOT01Al June 2017 915 MHz
B-L475E-IOT01A2 NOW June 2017 868 MHz Rest of the World
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STM32Cube™ |ntroduction
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STM32Cube™

Introduction

« STM32Cube™ includes:

A configuration tool, STM32CubeMX generating initialization code from user choices

» Firmware offering, delivered per series (like STM32CubeF4) with:

* An STM32 Abstraction Layer embedded software: STM32Cube HAL
« A consistent set of Middleware: RTOS, USB, TCP/IP, Graphics, ...

STM32CubeMX
e e
W N\
STM32CubelL0 \ e"é\
" o A

= / o © 9eneration bas®” \ @ ’

&3

) STM32CubeF4

(%)
%) STM32Cubel -
%

% &
G%l o‘tb.
R, STM32CubeF0 STMSZCubeFZ ?\\

"a

e
STM32CubeF3

w,t,, .
‘ " all s STMﬁl%:tl)jvsal\re stacks when applica® ol -
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[= Basic Parameters

Word Length 8 Bits (induding Parity)

Parity. None
STM32CubeMX e

Data Direction Receive and Transmit
Over Sampling 16 Samples
Baud Rate

BaudRate must be between 110 Bits/s and 10.5 MBits/s.

P
Pinout Wizard

Peripherals & Middleware
Wizard

Power Consumption
Wizard

Sequence Chart

Clock Tree wizard -
—_
<L
System Clock Mue =
HSL RC . £33 T
S 20
16 MHz g
| HSE o 15
=
S 10 5
PLLCLK| a 2'5LiEP
@ =
S 5
L © 0
Input frequency ~ X2 vr/2 v o 000 025 050 075 100 125 150 1,75 Z.00
o { 4P Time (ms)
4-26MHz
e — Sequence — Average Cul'rent|
MainPLL ;g
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STM32CubeMX

S —— |

——"jgi?%‘;v}:{?"’:;"’{j T ','.l',ﬂ,““.!,".,\,, =

= Fospeyery siyaly ey sy ey ety ke S

Tk o e et
rore g Ty ey g e

Generates Initialization C Code
based on user choices !
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STM32CubeMX
MCU Selector

* Filter by:
- Series :[N.I v] Lines :[STM321=4BI439 v] Package :[Al.l
Peripheral Selection MCUs List: 24 Items

L S e r I e S Peripherals Nb  Max MCU Lines Package

ADC 12-bit 0 STM32F429BGTx  |STM32F429/439 LQFP208

. STM32F429BITx  |STM32F429/439 LQFP208
[} L|ne CAN STM32F4291GHX  |STM32F429/439 UFBGA 175
STM32F4291IHx  |STM32F429/433 UFEGA 176
STM32F4291GTx  |STM32F429/439 LQFP176
STM32F429ITx  |STM32F429/433 LQFP176
STM32F429NGHx  |STM32F429/439 TFEGA216
STM32F429NIHx  |STM32F429/433 TFEGA216
STM32F4292GTx  |STM32F429/433 LQFP144
STM32F4297ITx  |STM32F429/439 LQFP144
STM32F429ZGYx  |STM32F429/433 WLCSP143
STM32F4297ZIYx  |STM32F429/439 WLCSP143
STM32F439BGTx  |STM32F429/433 LQFP208
STM32F439BITx  |STM32F429/433 LQFP208
STM32F439IGHX  |STM32F429/439 UFEGA 176
STM32F4390IHx  |STM32F429/433 UFEGA 176
STM32F4391GTx  |STM32F429/439 LQFP176
STM32F439ITx  |STM32F429/433 LQFP176
STM32F439NGHx  |STM32F429/433 TFEGA216
STM32F439NIHx  |STM32F429/439 TFEGA216
STM32F4392GTx 32F429/439 LQFP144
STM32F4397ITxc  |STM32F429/439 LOFP144
STM32F4392GYx  |STM32F429/433 WLCSP143
STM32F439ZIYx  |STM32F429/433 WLCSP143

ra

» Package Dic 125

Ethernet

» Peripherals

OEE =|« O=EE =@

RTC

SAT

SDIO

SPI

Timer 16-bit
Timer 32-bit

UART
USART

[ =+ [~ ||« [FEE

USE OTG_FS
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 Pinout from:
» Peripheral tree
« Manually

« Automatic signal remapping

« Management of dependencies
between peripherals

Lkys
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STM32CubeMX

Pin-out configuration

% STM32CubeMX Untitled*: STM32F427VITx
File Project Pinout Window Help

[SIEEs

BoRu &d0:2p: &

[[] Keep Current Signals Placement @ & Cf = @ = =, | =

nnnnnn | Clock Configuration | Configuration | Power Consumption Calculator

[* & DMAZD
=% ETH

m

.- Mode [MIT

[ & FMC
o I2C1
=63 12C2
o 1203
e & 1252
o 1253
- & IWDG
[+ @ RCC
@ RNG
[+ @ RTC
B & SAIL

--SAI_A Mode |Master with Master Clock Out = |

[] SAI_B in Synchronous Slave Mode

-4 SDIO
B} @ SPIL
Bl ® SPI2
B} @ SPI3
B} @ SPT4
G- SYs
B @ TIM1

[k 0 TT12
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STM32CubeMX

Clock tree

* Immediate display of all clock
values T

BeEUB : d aqa2000: 3p

Pinout| Clock C: jon | Pawer G ion Calulater |
RTC Clock Mux
HSE [ HSERTEE.
R . 5|70 Power (MHz)

roRTe (- Tt 0 s ous,core)

T e and DMA (ML}
° Vianagement or all CloC = =
To IWDG (KHz) APEL Proscai 4 |FOLK Cortex dock [MH:
. System Clock Mux b et 4 |APB1 peripheral docks {1

MST >, —

COl IStraI I ItS SO AHE Dl KRR AR Pk e [ oot i s i)

.|I|Apu peripheral clocks (1

4 |APB2 timer clocks (MHz)
USART1 Clock Mux

(= T
®

® ETD STRMCH (M) USART2 Clock Musx,
st

[To USART1 (MHz)
[ jrnusnwuz)

- . '1E : — svsgl 2
e I I t ( ) ‘ E rr( )r: 5 - ——»| 16 [ToRNG (MHz) Hst F——————% 4 [ToUSART2 (MHz)
PLLSAIIR . 12C1 Clock Mux—— o USARTZ Clock Mux-
i g ) LB PaKi

svsalk

= 4 [Tor2C1(MHI) —* 4 [ToUSART3 (MHz)

[Fo ADC (HHz) 4 ToUART4 (MKzZ)

- = —_—
12C2 Clock Max 5 e UARTS Clock Mux * |

POIKI Al POk
) & 3!
SYSQIK
s
Click o[ 4 [ror2c2 (MHz) ”’;ﬁ‘:” Clack M L s & o UARTS (MHz)

Hs1
—

1425[To SAT1L (MHz) 4 [ToLPUART1 (MHz)

12C3 Clock Mox Tock Mux

PaIKI

MCO Source Mux

ro12c3 (MH2)

[To LPTIM1 (MHz)
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» Global view of used
peripherals and
middleware

 Highlight of
configuration errors

* Manage:
 GPIO
* Interrupts
« DMA

Lkys
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 STM32CubeMX Untitled*: STM32FA27ZTVx

File Project Window Help

STM32CubeMX

Peripheral configuration

[E=Efc Ex]

oy &dFinpi—+

Finout | Clock Configuration | Configuration | power Consumption Calculator | DB Editor

[Configuration
=1-MiddleWares Tl
B+ ® FREERTOS
! e[| Enabled
& o Lwip
- [ Enabled Middlewares
£ 1Ps
H JRTOS|
Er Y ADC3 FREERTOS LWIP
=3 [ = =, ]
i a: Set
i - INS5: Set
i N6: Set
FJ- @ CcAanNl Multimedia Connectivity Analog Control
. - Master Mode: Set
£+ ® CAN2 =
i DCMI CANL — ADC3 WifLI CRC M2 (2
i - Slave Mode: Set l m l I SERg ] I e l l V\‘f l I l
B+ ® CRC
= o =]
! canz 2 DMA
i [¥] Activated
i - DCMESlave 8 bits Embec L
5 % DMA2D _FMC r—ht NVIC ks
i e [[] Activated L4
1) ETH UART4 B, RCC %J
Mode:MII_FTP_Synchro
Sd) FMC USARTL
! NOR Flash/PSRAM/SRAM
Chip select:NE1
= 0 IWDG
i [F] Activated
£ © RNG
4 . r
MCUs Selection |
Series Lines Mcu Package Required Peripherals
STM32F4 [STM32F427/437 [STM32F4271GHx UFBGAL76 FMC ~
STM32F4 STM32F427/437 STM32F 4271IHx UFBGA176 FMC =
STM32F4 STM32F427/437 STM32F4271GTx LQFP176 FMC 3
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Power consumption calculator me

 Power step definitions  |r e rev

Pinout | Configuration| Power Consumption Calculator|

Microcontroller Selaction El
| . i “ i s mi
Family: STM32L1
 Battery selection | o
MCuU: STM32L100R(8-B)Tx

Step Mode Range Memory  Clock C... SrcFreq  CPU/Bus... Peripher... Add. Cu... Step Cu... Duration  DMIPS

Datasheet: 024295 _Revl
Part Number: STM32L100R8

 Creation of o

Ambient Temperature ...

consumption graph s 0

3 [LOWPOW...[MoRange  [FLASH [131.0 kHz [MULL [0 ma [4s.0pa 1 ms [0.16375 |

[ ~ Add _J l Delete ] l Duplic... ] ’ up I ’ Down I
Battery Selection 12
Batt Sequence Chart
ary: o
. Capacity: 18000.0 mAh Z j i
) D I S I a Of Self Discharge: 0.08 %/month ‘é’ v
p y Nominal Voltage: 3.6V ﬁ 3 ;
Max Cont Current: 230.0 mA ; 2 R =
H Max Pulse Current: 500.0 mA 21 - liLowe R N
* Average consumption g 2

0.00 025 050 075 100 125 150 1.75 200 225 250 275 3.00 325 350 375 400 425 450 475 5.00 525
-
Time (ms)
L4 l \Ve rage D M I PS Help (¥ — Sequence — Average Culrent|

. . Results
 Battery lifetime Toa Soqunco o 50 vorogeConsumpton 2368
Battery Life Estimation 11 months, 2 days & 14 hours Average DMIPS 10.15 DMIPS
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STM32Cube Firmware Components

~
Evaluation boards Discovery boards Nucleo boards
Board Demonstrations )

Middleware level Applications

; Utilities
Networking : :
LwIP TCP/IP uUsB Graphics File system RTOS

& Polar SSL Host & Device STemWin FATES FreeRTOS

HAL level Examples
HAL |/
Hardware Abstraction Layer API Boards Support Packages

\_ Drivers
-
STM32F401 STM32F405/7 STM32F429 STM32F439
F4 Famil
§ y

Lkys
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AR License Installation
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|JAR License Installation

* Open IAR
* Goto Help->License Manager
 Goto License->0ffline Activation..

Use C:\STM3210TDKCloudSeminar\l1AR\ActivationResponse.txt for the activation response.

r B
License Wizard V- u

) IAR License Manager 2.14.2 . i
Offline activation

File VWiew | License | Tools Windows Help

Product Li4 Activate License... This wizard will help you to aclivate a license when the License Manager
() IAR Embed Use Netwark License... cannot access the internet.
Version 7. Get Evaluation License... € Generate an activation information file to send to |AR Systems.
Time-limi ]
| License number: I
License Details 4
The license number is usually in the format XCCCK OO OOCK.
Servers...

Check for License Renewal... * Use an activation response file from I1AR Systems:

License Transfer.., I CASTM3210TDKCloudSeminaril AR\ActivationResponse.txd. ...

Offline Activation...

I Offline License Transfer... i

"l e |Lies [ == Technology
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ST-Link Installation
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ST-Link Utility Installation

« The ST-Link Utility allows typical flash program / erase / upload /
download functions via the ST-LINK/V2 debugger, onboard the
STM32L475 Discovery IoT node Board. It also installs the Windows
device drivers necessary for the ST-LINK/V2 debugger.

* Run the installer that can be found at:
C:\STM3210TDKCloudSeminar\Software\STM32 ST-LINK

utility v4.0.0.exe

‘,’ Technology
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Board Distribution

» Each board will have a label with a unique number. During the Lab
sessions, this number will be referred to as your Participant Number.
(Always use decimal, 2 digits)

"l Technology
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ST-Link Driver installation

* Connect USB ST-LINK to your PC.
* The board is powered thorough ST-LINK.
» The ST-Link Status LED will be steady when ST-Link is recognized.

| stlink+ver |

ST-Link Status LED

"I Technology
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Labl: Getting Started with
STM32CubeMX
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Create New Project

1. From your desktop open STM32CubeMX software.

2. Click New Project

o STM3ZCubeMXUntited (=] B )

File Project Window Help

New Project

Load Project

Help

‘,’ E— Technology
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a KA W D PF

Click “OK”

Lkys
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Under Series select STM32L4

Under Lines select STM32L4x5
Under Package select LQFP100
Select STM32L475VGTX

Select the Microcontroller

MCU Selector | Board Selector

MCU Filters
Series :

Lines : Package :

STM32F1
STM32FZ
STM32F3
STM32F4
STM32F7
STM32L0
STM32L1

| LoFP100

| STM32L4%5
-

MCls List: 3 Items

-

MCuU Lines Package
STM3I2L475VCTx |STM32L4x5 |LQFP1UU

STM32L47WETx  [STM32L4x5 LQFP100
STM32L475VGETK. STM32L4x5 LQFP100

Technology
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* In this example we are going to use LED2

present on the IoT DK board.

1. Use the find toolbar and type PB14.

2. Select PB14 and set it to GPIO_Output

mode.

PB14 R20
]

330R

Lkys

life.augmented

GPIO selection

[ @ 5TM32CubeMX Untitled™: STM32L475VGTx

File Project Pinout Window Help

E=NFER

Pinout

B = B UHE @} Q [ Keep Current Signals Placement <

'd|

- |"\ Q & Show user Label

EPET Consumption Calculator

_Peripherals

.. D1
w ADC2
w ADC3
w CAN1
w CoOMP1
w CoMP2
% CRC
% DAC1
% DFSDM1
-« % FMC
-~ % I201
- W 1202
- % 1203
L]

 — ’
V e

STM32L475VGTx

LQFP100

eset_State
FSDM1_DATINZ|
pas|i2c2_sDa
PAB|SAT2_MCLK_A
PCIISPI2_MISO
SWPMI1_RX
M15_CH1

PALIR,
PALID

C_G1.103
SART3_DE
SART3_RTS
PIO_Input

MCUs Selection | Qutput

Series Lines
STM32L4 STM32L4%5

Mcu
STM32L475VCTx

Package
|LQFP100

Required Peripherals

| MNone i
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GPIO Configuration mem

" & STM32CubeMX Blinkioc: STM32L475VGTx =@ = ]

. . File Project Window Help

1.  Select the Configuration tab BoBUB AT b

[ Pinout | Clock Configuratich | Cenfiguration [ pdw tion Calculator
|Configuration
E-MiddleWares ] Middlewares

2. Select GPIO under System. e s

: o User-defined
[} % FREERTOS
: . [7] Enabled

3. Select PB14. E"De";'"j;g m onne : S

. [T Activated
- % IWDG

4.  Set the GPIO output level to High. . ﬁd"fd
s [ Activated
I:—_'} % SYS

5. Set the Maximum output speed to Very High. - Timebase Sourcesy | | a

m

£ 6 TIM6

L T —
.

=

6. Setthe User Label to LED.

7. Click Ok.

1] Growp By Perpherdls.
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1. Open the project Settings (Alt + P).
2. Setthe project name to Labl.

3. Set the project location
C:\STM3210TDKCloudSeminar\Hands_on\

4.  Set the IDE Toolchain to EWARM.

5. Click OK.,

Lkys

life.augmented

Iiject indow Help

Project Settings
c Fillﬁﬂneratecme Ctrl+ Shift+ G
Q Generate Report Ctrl+R o

ﬁ 5" Settings ...

-

Alt+P

Project Settings
Project Mame

Lab1

Project Location

|C H\STM3 210 TDKCloudSeminar \Hands_on'y

Toolchain Folder Location

|C HSTM3 210 TDKCloudSeminarHands_on'Lab 1}

Toolchain [ IDE
EWARM

m [ ] Generate Under Root
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Generate and Open the Project

- Generate Code (Ctrl + Shift + G) [sitcox e

ﬁ! Generate Code  Ctrl+5hift+G ||
Q Generate Report  Ctrl+R 3

] Generate sour
I}c Settings ... Alt+P

@ The Code is successfully generated under C:/ToT_Seminar/Labl

[ Open Folder ] | Open Projedél [ Close ]

* Click Open Project.

"I Technology
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Project
Window

File Edt View Project Tools Window Help

Inside IAR EWARM

Debug Button

Build Button

C1Agplication
[IEWARM

(3 User

B men,
[E] stmidzbee_fesl
[ s 320 _it
£1s1_userc

Citodules

=l (F Project - STM32L05D...

@ i startup_stm32105...

[ lddMeasurari..

8, Baid.C
* #author MCD Applisetion Team
¢ fversaca Vi.0.1

2-2014
8 progres body

* #ateoneion
* ehIrenmararrscopy: COFYRIGHT(2) 201€ STNicroslectronisse/santerse/his

* Redistribusion end use ia source and bimary forms, with or
¢ arm permibied provided b
ibutions of source code mUST reraia the above cooyright Actic

ndicions and £he ra"mneg gaazlaimer,

ke folloving conditions are me

anz and che raummsg disslaimer in the dosmments

hout modification,

@ B power.c . ials provided vith the distribution.
o TLOUsEHD . her the mame of STMirroslectranmics mor the nemes of its contribuszes |8
oc ¢ eadorss or promste products deraved from this ssftvars H H
B reacme e . Prion veieten peiasssion: Files Window
2 LI O s
3 L Middlimweses; * THIS SOFTWARE IS5 FROVIDED OY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS™
hle]ll‘]!l‘ * AND ANY EXPRESS OR INPLIED WARRANTIES, TRCIUOING, BUT NOT LIMITED 7O, TRE
B IY AND FITNESS FUR A PARTICULAN PURFUSE ARK
4 LAINED. TN KO EVEN JALL THE COFYRIGHT BOLDER OR CONTRIBOTORS BE LIA8lE
+ FOR AV DIRECT, TNDIRECT, TVCIDEWTAL, SPECTAL, EXEMELARY, CR CUSEOUENTIAL
© DAMAGES (INCLUDING, BUT NOT LIMITED T0, PAOCUREMENT OF SUBSTITUTE GOUDS 03
¢ EFRVICES: LOSE OF DEE, DATA, OR PROFITS: OR BUSINESS INTERRDPTTON) ROFEVER
* CAUSED AND ON ANY TMEORY OF
* OR TGRT (TN
* OF THIS sb'm‘-“s, EVEN
~ Y
/
£+ Private cypeds? i
/* Private define '
/* Private mazra -
/% Private BL y
[ e - : 2 .
Mezsnges File Ling o
Linking
Projectout B
Corverting
L

Total nunber ol erores:
Total nunbier ol warmngs (0

Errors 0, Wermings 0
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Configure IAR to Show Line Numbers

1. Go to Tools—>Options

2. Select Editor

3. Check the Show line numbe

4. Click OK

Lkys

life.augmented

& 1AR Embedded Wo
File Edit View Proj

DNeH@ 2|k

Tools | Window H ;°7
Options...

F

IDE Options

- Common Fonts
- Key Bindings

t}- Editor a
- IEssages

[#- Project
- 5ource Code Control

- Debugger
- Stack

Tab size: 8

Indent size: 2

Tab Key Function:
) Insert tab
@ Indert with spaces

Show right margin
(7 Prirting edge
@ Columns: 80
File Encoding
Default character encoding:

Syntax highlighting
Auto indent

Conﬁgu.re.

Show bookmarks

Show fold margin

Enable vitual space

Remove trailing blanks

Auto code completion and parameter hints
Show source browser tooltips

Show line break characters

[System

7]

Auto-detect chamcter encoding

ECL characters: PC

[ ok
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Edit main.c

& Project - IAR Embed
1. Expand the f||e tree and Open File Edit View Project ST-Link Tools Window Help
. . DG & BERn o Y emER ®P ¢
main.c file T —— T
[Lab1 -] 79 /* USER CODE BEGIN 2 +/
80
friles g1 /* USER CODE END 2 +/
H(JLab1 - Lab1 * 82
—& (3 Application 83 /% Infinite loop */
& CIEWARM g4 /# USER CODE BEGIN WHILE +/
LaUser 85 while (1)
main.c 26 L
stm32ldec_hal_.. HAL Delay({100);
[ stm32140c_it.c HAL GPIO TogglePin(GPICB, GPIC PIN 14);:
i R DTS
L@ (7 Outout a0 /* USER CODE END WHILE *=/

2. Add the following code inside the
while(1) loop:

HAL Delay(100);

HAL_GP10_TogglePin(LED GP10_Port, LED Pin);

"I Technology
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Load and Run

Click the GREEN ARROW to Build the Project, Download and start the
debugger. (Ctrl + D)

I-‘::} I el A R .| L =
File Edit View Project 5T-Link Tools Window Help —
B -IEET T /Y wEEe @ dh UL
LTS * | mainc* | Download and Debug

|[Lab1 -] 79 | /* USER CODE BEGIN 2 */

File Edit ‘Jiew Project Debug Disassembly ST-LINK Tools Window H
. . Dedd &gl iRl e ¢S eWul
Click the triple-arrow GO button! (F5) | = . % 123 2w ol
ol s | =
Workspace % (e
Enjoy the LED! |Lah1 Canfiguration [ s
* _ 53 /* USER CODE END 1 +/
Files iroB s
E(JLabl -Lab... v 55 /% MCU Configuration---------—---———--.
& C1 Application 56
DDrivers 57 /* Reset of all peripherals, Initiszli:
L@ M Mt 5 HAT. Tritil:
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Bluetooth® Low Energy Overview
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What is Bluetooth Low Energy?

 Bluetooth Low Energy technology

« Short range wireless ISM 2.4 GHz j Y

» Optimized for ultra low power ’ﬁ
e <15 mA peak current
e <50 UA average current 9

» Fast connection procedure $ BIuetOOth

e Client server architecture

» Low data throughput application 0 9 @%)

» Security including privacy/authentication/authorization

« Based on encryption AES128
» Master Role : Central Device (Scanning, Initiating Connection)

» Slave Role : Peripheral Device (Advertising)

"I Technology
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Bluetooth Low Energy Branding _

2011 Two flavors 2017 Back to one flavor
4 @ N @ R

€3 Bluetooth € Bluetooth

SMAkE _ _ * An implementation of the Bluetooth core system has only
*Ultra low power consumption being a pure low energy one Primary Controller which may be one of the following

implementation configurations:
* BR/EDR Controller (3.0 and earlier)

* Months to years of lifetime on a standard coin cell battery - LE (low energy) Controller (4.0 and newer)

*  Combined BR/EDR Controller portion and LE

9 BluetOOth@ controller portion into a single Controller (4.0 and

SMART READY newer)

» Classic Bluetooth + Bluetooth low energy on a single chip

\- These are the hub devices of the Bluetooth ecosystem j k

Source: Bluetooth SIG

"I Technology
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Bluetooth Low Energy stack partitioning s

The application collects & computes the data to be transmitted over

APPLICATION & BLE Bluetooth Low Energy.
PROFILES

To transmit data , application use Bluetooth Low Energy stack
services and characteristics capabilities thanks to standard or
proprietary application profile.

All communication in low energy takes place over the Generic
Attribute Profile (GAP).

BLE PHY
Host Controller Interface

PHY layer
-4

"l Technology
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BlueNRG-MS Solution - Available from ST

Integration  Single mode Bluetooth® Low Energy wireless network
processor B External MCU

+ 2.4GHz RF transceiver Customerode | Aeplestion J
- « Cortex-MO microcontroller (running the BT MS stack) Hibrary 4 l[ SRR ]
FIeX|b|I|ty . r Application Coniroller J
» AES 128-bit co-processor Source Code | || Interface )

* Master and Slave Mode Bluetooth Low Energy (4.1) SPI Bus ‘

e Network Processor.

[T S
BLE Network Processor

Low power On chip non-volatile Flash memory allows OTA stack e
upgrade. i Interface

* IccRX7.3mA Binary _

~ * + STM32 Consumption & Size i
: * 1ccTX 8.2mA @ 0 dBm
Small size :
* |lcSleep 1.7pA J L 2.4 GHz Radio

* |lgcShutdown 2.5nA
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Lab?2: Bluetooth Low Energy pairing
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Goal

» This lab is to make sure that your BlueNRG device has a uniqgue name and MAC address.

* This lab demonstrates a way to drive a BlueNRG device and communicate with a
smartphone and display HeartRate data.

* The loT DK will be used as server while the applet is a client.

* You need to download the STM32 BLE Profiles application available on App store and
google play STM32 BLE Profiles

By STMICROELECTRONICS INC
Open iTunes o buy and

k d download apps.
Description
The 5T 1ol 1 shew in human reada -
Blueto ating peripheral profiles. It 51
X-NUC S enpa boards ru
STMICROELECTRONICS INC Web Sites  STM32 BLE Profiles Support + _ _
GETITON
View in iTunes

STM32 BLE Profiles

STMICROELECTRONICS Libraries & Demo

€ Everyone
This app is compatible with all of your devices
What's New in Version 2.0 ! > Gocg|e P|ay
"I Technology
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Open BlueNRG_HandsOn Project

* Now we are going to configure the BlueNRG_HandsOn program to give each
BlueNRG module a unigue MAC address and Unique device name. The
device name will be used later to identify your board within the ST BLE

Profiles app.

1. Close the previous IAR project.

2. Double click on [# Hreww  file located under
C:\STM3210TDKCloudSeminar\Hands_ On\BLE and_ Cloud\Projects\B-L475E-
I0TO1\Appl ications\BLE\HeartRate\EWARM

‘,’ Technology '
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BlueNRG Module configuration

1. Open config.hfile and replace the “X*, “X” inthe CFG_ADV_BD_ ADDRESS with your participant
number found on your box (Use decimal, 2 digits).

Workspace * "mﬁg.h* |hr.c
(5TM32L4 I0T_HR il BEDENT
. PO 180 | + BD ADDRESSES
Files & 181 iy
BEHR-ST._. v A% 182 | #define CFG_ADV BD ADDRESS 0X5457102585088
= [ Applic.. - 173

2. Open hr.c file and replace the XX in the local _name (line 244) table with your participant number

(Use decimal, 2 digits). s

x

configh = [hrc* |
STHM3ZL4 10T_HR hd 235 L+,
Files s B zg: static uint2_t EvtPool [POOL_SIZE]:
EEHR-ST_ v S P
@ [ Applic... 239 IT # END of Section BLE SHARED NORET MEM
[JDoc 240 */ B - B
[ Drivers 241

1 Output 242
243

A% 244  static const char local name[] = JAD_TYPE COMPLETE LOCAL NAME,'H','R','_','L','4",'7','5'," ' 1" o' v7' ' (SRR a

uint@ t Teat_Status =0xz00;

Lkys
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Load and Run mm

1. Click the GREEN ARROW to Build the Project, Download and start the
debugger. (Ctrl + D)

8 ‘::} T - - A T ] i =
File Edit View Project 5T-Link Tools Window Help —
B -IEET T /Y wEEe @ dh UL
LTS main.c * | Download and Debug

x
[Labt -] 79 | /* USER CODE BEGIN 2 */

File Edit ‘Jiew Project Debug Disassembly ST-LINK Tools Window H
. : Dadd@ & il e ¢S eWul
2. Click the triple-arrow GO button! (F5) | . % 22 o2 afn
N | [ 3 |a x LB 2|
ol s | =
Workspace % (e
[Latﬂ Configuration 'I 52
Fils s om :z /* USER CODE END 1 */
E(JLabl -Lab... v 55 /% MCU Configuration---------—---———--.
& C1 Application 56
DDrivers 57 /* Reset of all peripherals, Initiszli:
L@ M Mt 5 HAT. Tritil:
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Pair with STM32 BLE Profiles App

1. Make sure Bluetooth is active on your phone
2. Using your phone open the STM32 BLE Profiles app.
3. For iOS users click on Scan.

4. ldentify your device using the Device name HR_L475 1oT_ XX with XX is
the number you have entered during the board configuration. Click on your
device name,

i0S

QAA 3
@ BLE Scan SCAN INFO
oy

eScan STM32 BLE Profiles
HR_L475_loT_XX °
54:87:10:25:85:00
HR_L475_loT_XX °

ooooo VZW Wi-Fi & 12:23 PM CETE ]
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life augmented Tour 2017




Select the Heart Rate Profile m=

1. Click on Connect on the next screen (i0S)
2. Click on Heart Rate under Services (i0S) or Profiles (Android)
3. Click Heart Rate Measurement (i0S)

ecooo VZW Wi-Fi & 3:34 PM oxm) e0000 VZW Wi-Fi & 4:08 PM oW p—————— 3:36 PM .30
< STM32 BLE Profiles Device Connect c < STM32 BLE Profiles Device  Disconnect < Device <180d>
I0S
<CBPeripheral: 0x1740ec780, identifier = 3D48AD2A-284.., <CBPeripheral: 0x170018300, identifier = 0B2405CA-F736.. Bzocalg Sensor Location
<£a >
Status Not Connected Status Connected Heart Rate Measurement e
. <2a37>
Services Services
Heart Rate
<180d>

Yy
(@Huus_m_xx oiscoNNEeT
&7

Pariphoral: HR_LA75_IaT_XX

y RSSI: -72 db
Add - 54:67:10:25:85:00
Android il
Profiles:

¥ Heart Rate e
"l Technology
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Display HR Data

* You should see the simulated heart rate.

i0S

=44
ecoco VZW Wi-Fi & 3:36 PM oy P s iorxx

< <180d> Characteristic peber WRL478 10T 2X
Addmas; S4:87:10:25:85:00
Status: connected
< Heart Rate's characteristics:
BPM: 71 (bpm)

71 bpm ( 0, 5498) (1, 1000)
Location: Hand

Notification (> o

Heart Rate Measurement: 71 bpm ( O,
5498) (1, 1000)

= Hoart fate

Technology
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Debug the firmware

hr.c | config.h | main.c

APPL_MESG_DBG ("SVCCTL_App_Notification: EVI_DISCONN_COMPLETE for connec
disconnection_complete_event->handle);
. . /* Find index of the handle deconnectsd #/
* Now we are going to set beak point to stop the W coveciion
N h I - . (BleApplicationContext.BleApplicationContext_legacy.connectionHan
program execution when a client is
- - 1
connected/disconnected to the device. »
if (index < CFG_MAX_ CONNECTION)
. . ! RPPL_MESG_DBG ("SVCCTL_App_Notification: index of the handle deconnect
1. Keep the program running and open the hr.c file. s N T S
508 0xFFFF;
500 [ 1
. . - 510 else
2- Set a break pOInt at Ilne 496 and Ilne 532. :E AFEL_MESG DBG("SVCCTL App Notification: no index found for the handle
513 /* restart advertising */
514 Rhdv_Request (HR_FAST_ADV);
:i: ;r'eal: /*# EVI_DISCONN COMPLETE */
. . . 517
To set break point, left click on the left side of the it | caso ooz e
- . 520 meta_evt = (evt_le meta_event*)event pckt->data;
| h tt tit ) o -
521
Ine W ere you Wan O Se I - 522 switch(meta_evt->subevent)
:23 T ! case EVI_LE_CONN_CCMPLETE:
2:2 ‘ evt_le_connection_complete * connection complete_event;
B soe
523 * The connection is dons, thers is no need anymore to scheduls &£
*
::S cnr‘;necr.inn_cnmler.e_even: = (evt_le_connection_complete *)meta_ev
@ 532 .
::i APPL MESG DBG{"SVCCTL App Notification: EVT_LE_CONN COMPLETE for

"I Technology
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Debug the firmware (Disconnect)

1. Now from your phone disconnect from the device:
A. Click on <180d> (i0S) e ST -
B. Click < Device (i0S)

71bpm (0, 5498} (1, 1000) Heart Rate Measurement

<ZadTr
C. Click Disconnect (i0OS and Android)
Y S R
woooo VIW Wi-Fi 4:08 PM LT =) (@ T a
< STM32 BLE Profiles Device Disconnect _w
— - Nlull::nl. -I':é_‘l:'l'i JoT XX
uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu ‘“;"J:ﬁ ::zx:'”w
Status Connec ted

< Heart Rate's characteristics:

2. Once you disconnect the program will hit the break point at line 496
and stop execution.

Workspace hr.c | config.h | main.c
STM32L4_10T_HR nnection_complete_event = (evt_disconn_complete *
Files 2w || 42
493 APPL MESG_DBG ("SVCCTL_App Notification: EVI_DISCONN_CO
BFHR-STM3... v 494 disconnection_complete_event->handle)
|8 1 Application 495 /+ Find index of the haa <o B
F@00ec © 106 index = 0
|- 1 Drivers 1497 while | (index ¢ CFG_MAX_CONNECTION) s
L@ [ output 498 (BleApplicaticnContext.BleAp
493 {
500 index++
501 }
r G

life.augmented
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Debug the firmware (Connect)

1. Resume the execution by pressing the Go button (F5) on IAR.
2. Connect to the device from your phone.

3. Now the program will hit the break point at line 532.

Workspace * I hec |conﬁg.h | main.c
5555555 _I0T_HR 4 520 meta evt = (evt_le_meta_event*)event_pckt-»data;
Files i By ;
522 switch(meta evt->subevent)
B[FHR-5TM3... v 523 & |
|-= 01 Application 524 case EVT_LE_CONN_COMPLETE:
FECDoe {
DDriv evt_le connection_complete * connection complete event
3 0utp
8 [_] /(-(-
9 * The connection is done, there is no need anymore to sched
0 r */
connecticon _complete_event = (evt_le_connecticon complete *)meta
© HW_TS_Stop (BlekpplicationContext.Connection mgr_timer_Td);
APFL_MESG_DBG("SVCCIL App Notification: EVI_LE CONN _COMPLEIE
JE—— S e
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Wi-FI Module Overview
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ISM43362-M3G-L44-E/U

* The ISM43362-M3G-L44-E/U is an embedded 2.4 GHz Wi-Fi module from Inventek. The
Wi-Fi module hardware consists of a Broadcom BCM43362, an integrated antenna or
optional external antenna, and a STM32F205 host processor that has a standard USB, SPI
or UART interface capability.

* The Wi-Fi has an integrated TCP/IP stack that only requires a simple AT command set to
establish connectivity for your wireless product.

External

Antenna Microstrip Host
Antenna 32KHz Interface
;. V ‘ /- » SPI(4)
' ' ARM /- UART(2)
i i Wi-Fi
1 ' Cortex
"M s02.11b/g/n = - USB(2)
(IsSmM43362) ’/ (STM32)
VDD ---- | -+ GPIO(5)
GND  ---- LeMb2 /- ADC(5)
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AWS loT Overview
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What i1s AWS loT

« The Amazon AWS IloT service enables secure, bidirectional communication between IoT devices and
the cloud over MQTT, HTTP and WebSockets.

» |oT devices are authenticated using AWS IoT service-provided X.509 certificates. Once a certificate is
provisioned and activated it can be installed on a device. The device will then use that certificate to
send all requests to AWS MQTT.

WJ (@D ==

RULES ENGINE With these: endgoints you can defiver

Transform device messages meages toekery AWS sarvice

based on rules and route to
AWS Serv ices

o
\\-// essuces @g@ essaces (

s:m‘l‘ DEVICE SDK AUTHENTICATION DEVICE GATEWAY
Rhoaries io comad; & AUTHOR IZATION Commuicote with
RN S D Secure with mutual devices via MQTT, " . -
authentication and encryption WebSsockets, - _ MESSAGES @ = u
and HTTP11 : " = =
N ——
APPLICATIONS
DEVICE SHADOWS Apaiicions can conet fo
-2¢) AL Persistent device state during shadows at any time using an A M
el £ 1 N intermitdent connections

‘ Ass@nrzﬁgz:g:ﬁrw to AWS loT API @
each devices -
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