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Factoid of the Day
The world's second-most valuable traded commodity, only behind petroleum.
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Factoid of the Day
The world's second-most valuable traded commodity, only behind petroleum.
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‘ 'I Julius Schorzman [CC BY-SA 2.0 (https://creativecommo  ns.org/licenses/by-sa/2.0)], from Wikimedia Commons %




Coincidence?
The first webcam was created at the University of Cambridge

— | Xcoffee a | ]
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‘ ’I By Quentin Stafford-Fraser - Trojan Room Coffee Pot  biography, CC BY-SA 3.0 https://commons.wikimedia.org/w/index.php?curid=131 3558 @




What Is I1t?

The last picture that the webcam ever took, showing a hand about to switch the server off.

By Daniel Gordon, Martyn Johnson and Quentin Staffo  rd-Fraser http://www.cl.cam.ac.uk/tmp/xvcoffee.jp  eg, CC BY-SA 3.0, https://commons.wikimedia.org/w/i  ndex.php?curid=1313565




Obijectives
6

Tools & Firmware

Lot’s of Hands-On coding!

N
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Agenda

8:00 Welcome and Tools install (if needed) 1:00 More WB Detall
9:00 A few words.. Hands-on: Cable replacement
Hands-On: Out-of-the-Box Hardware considerations
Hands-On: CubeMX 2:15 Break
BLE Basics Hands-on: OTA Firmware Updates
Hands-On: HRM 2:45 Wrap-Up, Q&A, Survey
10:30 Break

Architecture

Hands-On: CubeMonitorRF

12:00 Lunch (1h)
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Windows 7/10
Java JRE v8 (v1.80.0_191 or newer)

CubeMX, CubeWB, CubeMonitorRF, CubeProgrammer
ST BLE Sensor App

LightBlue Explorer App

IAR EWARM, v8.32.3 + License

TeraTerm, or equiv.
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Prerequisites




ST BLE Sensor app, v4.3
=

\

Play Store App Store

wil Verizon 5:16 PM 9 57%mm )

{ Search

& Google Play Q
ST BLE Sensor
ST BLE Sensor former ST BlueMS

B STMicroelectronics NV
ot

Z o @D ©

Tools

What's new e

4+

What's New Version History

Version 4.2.2 22h ago
Last updated Oct 12, 2018

- Added support to FP-IND-
- App renamed to ST BLE Sensor PREDMNT?1 function pack

- Improveed FFT export data for more
- Added support to the STM32WB firmware update

- Added STM32WB P2P Server der 5
Preview

Nosm & o819 1 Nesw =
¢ Devices T < Devices

y 3

W <
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./ PunchThrough

LightBlue | Explorer

The Industry-leading BLE test app for i05 and Android. Used by
over & half million pecple, LightBiue Explorer lets you scan,
connect to and browse any nearby EBluetooth Smart device.
Includes full support for logging data and simulating peripherals.

# Download on the . GETITON

P Google Play

¢ App Store

eeei ToMohile ¥ W53 AN
| LightBlue
Paripherals Mearby
A Bean+

= 1 sarvice

41 Polar HR Sensar

- 1senics

Vegasl ounge 2439AC

= 1 genvice
Virtual Parlpharals

LightBlue Explorer

ADVERTISEMENT DATA

Connaction status
s

Advertized name

N 3EIE

Advertized service UUIDs

ER LA N B ak

Z2EETANF ZHAD 7564 1DGF- TIES0ETO532T

DEVICE INFORMATION

Devies Address




IAR EWARM 8.32.3 - License Installation

View Projedt STdink Tools Window | Help |
AN A oe ] | content.
Search...

* Activate the time-limited evaluation
license with Activation Response file
included in the provided zip file

Produdt Updates
Release Notes

IDE Project Management and Building Guide
C/Cs = Development Guide

Assembler Uer Guide

MISRA.C1958 Reference Guide (Non.C.STAT)
MISRA.C:2004 Reference Guide (Non-C-STAT)
C-5PY Debugging Guide

C-STAT Static Analysis Guide

LAR Debug probes User Guide

TTAGjet-Trace User Guide

Migration

* From IAR Embedded Workbench, go to
Help->License Manager

1AR on the Web

* From the License manager, go to = g
License->Offline Activation Messages

File Wiew | License ITuuls Windows Help

Product Li Activate License..,

) IAR Embed Use Network License...

Version 8. Get Evaluation License...

License n

Time-limi License Details *hfor Arm 8.32
Servers..,
Check for License Renewal... details)

License Transfer...

[ Offline Activation...

I Offline License Transter...
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IAR EWARM 8.32.3 - License Installation

» Click “Use an activation response file from
IAR Systems” option Offline activation SSTEME

This wizard will help you to activate a license when the License Manager
cannot access the internet.

+ Search for the “ActivationResponse_7900- © amorate an aciton et e fo cond o AR St
04 1-549-8685tXt” fl |e ) _I_icense numkber: ' |

The license number is usually in the format JOCOEGCOE

©@ Use an activation response file from AR Systemns:

CJ

/7

< Back Mext =

€% Computer » Windows (i) + STM32WB_Workshop » IAR License

S AN

Organize =
=
) A - .
o Eavaiitec * Name Date modified Type Size
B Desktop | . ActivationResponse_7900-041-540-8685.6¢  3/26/20194:36 PM Text Document 2KB
& Downloads
G5l Darank Blaras

Lys
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Click “Next”

Offline activation SYSTEMS

This wizard will help you to activate a license when the License Manager
cannot access the internet.

© Generate an activation information file to send to |AR Systems.
License number:

The license number is usually in the format >XCCDOCDOOEEON

® Use an activation response file from [AR Systerms:

LAR_LicensetActivationResponse_7900-0411549-8685 et

>

Lys
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IAR EWARM 8.32.3 - License Installation

Click “Done”

Finished

©IAR

SYSTEMS
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Communication Technologies

Datarate
) 850/1900 MHz
900/1800 MHz
Mbps g A 4 Cellular A/
o o o™
\_ Y \ 4G§\E-NB-|OT )
Kbps
2.4 GHz
(" Short Range 2 4 LPWAN A
- MBus, . .
) Bluetooth 5 m «——1 13.56MHz 2’1 7 SIGFOX
- LoRa Gum
— :
bps _ FHREAD Z) I ,
» Range
10 m 100 m 1 km 10 km ++

&



Low-data-rate 2.4GHz connectivity

Insulin Pump Hearing Aid  Watches Alarm Heating/Cooling  Door lock

“u

Glasses  Locator Tag  Fitness White goods ~ Smoke detectors ~ Lighting
Bluetooth Smart BLE Mesh / 802.15.4
Point-to-point communication with Home automation with Mesh network

smartphones and other wireless devices

life.augmented %




Classic? Smart Ready? Smart?

€3 Bluetooth’ « > €3 Bluetooth’ « > € Bluetooth’

SMART READY SMART

e cumonted “SMART READY” and “SMART” are abandoned markings %



/ Cortex-M3

Cortex-MO
" Cortex-M0O+ |

Legend: Cortex-M0+ Radio Co-processor

@ Legend: Single or Dual-Core A7 with Cortex M4

Lys
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Cortex-M4

Cortex-M7

Cortex-A7

STM32 Portfolio

More than
40,000 customers

GRS




Ultra-low-power and RF




STM32WB Key Takeaways

€) Bluetooth's

PHREAD

LigBee

Multi-protocol Dual-core
Ultra-Low Power

g
sTM32” I
CubeMonitor-RF

‘W Secure Comprehensive Ecosystem
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3] Blue;ooth

Multiprotocol




3] Blue;ooth

* Fully certified
« 2Mbps
 BLE Mesh

Multiprotocol




Multiprotocol

3] Blue;ooth

e Zigbee 3.0
 OpenThread
e Concurrent BLE + OpenThread




3] Blue;ooth

 OpenMAC

Multiprotocol




Stack + MAC + PHY

s ~N 7N ) ,__‘I
' |
1 > I
G || it
I 2o
Q O |
Bluetooth fHREAD LigBee' 1 © o |
5 | &
[
' |
_ J\___ ) l___'
802.15.4 MA

2.4 GHz Radio
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Zigbee 3.0 Stack

Fully certified

Certification & Logo
Conformance

Legacy cluster support

Application Layer
Interoperability

Revision R21 to R23

Network Protocol Stack
Connectivity

Coming in late 2019

IEEE 802.15.4
Radio

Lys
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A word about Thread

PHREAD what it delivers

Can support many popular
application layer protocols and platforms

A secure wireless mesh network for your
home and its connected products

. Lo . ( Application ) ?
Built on well-proven, existing technologies 2
Uses 6LoWPAN and carries IPv6 natively Lol )' jﬁ

L . 3
Runs on existing 802.15.4 silicon PHREAD IP Routing )_ 3
New security architecture to make it simple )_ S
6LoWPAN =
and secure to add / remove products \—/
250+ products per network ( IEEE 802154 MAC )
Designed for very low power operation ( (B S )
Reliable for critical infrastructure A software upgrade can add Thread

life.augmented

m to currently shipping 802.15.4 products e ; a




Bluetooth Mesh vs Thread

Bluetooth Mesh @

» Based on Bluetooth 4.0 and later ?/ }9 @
/ /

» Broadcast type, flood the network with messages, no routing

| \
« Shorter range, 3kbps application data rate, 1Mbps on air data @<®7®\@

rate

* High power consumption

Thread
* |IPv6-based using 802.15.4 MAC
» Routing table approach with network self healing

 Medium range, 40Kbps application data rate, 250Kbps on air data
rate

e Low power consumption -

life.augmented
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STM32CubeMX

STM32CubeProgrammer

STM32CubeMonitorRF

STM32CubeWB

Cube Tools




Cube Tools
STM32CubeMX

»
STM32 ﬁ i i
CulieMX File Window Help

oy < G

Clock Configuration Project Manager

Additional Sofiwares ~ Pinout

{3 Pinout view

N
]
System Core >
Analog >
Timers >
Connectivity >
Multimedia >
Security >
Computing > STM3ZWB55RGVX o
VFQFPNGS
Middleware > peose
I ]
g B i F
£ H N b
H i : I
| : b E
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STM32CubeMX
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[} STM32CubeMX WB_TestLioc': STM22WBS5RGVx P-NUCLEO-WESS. Nucleo

Cube Tools

]

STM3
CubeMX

¥ - P-NUCLEC

Clock Configurati

File Window Help

lucleo WB_Testl.ioc - Clock Configuration

n

Resalve Clock [ssues

GENERATE CODE

Tools

System Clok Hux

e Hel SYSCLK (MHa)

FLLSAIQ
NN

HOLE (i)

64

n, Posver ()

CPUZ HPRE

+>[12 ~

HOLKE HPRE

L v

G4 |HCLKto AHB bus, core.
| memory and DA MHz!

64 |To CPUY System timer (MHz}

=|| 64 |70 crut FoLk gz

roe

»| 52 |#PBt peripheral clocks (s}
[ 65wt Timer clocks k)

TR
T Jesmsin

1o cruz system timer (z)

32 |10 cruzFeLK )

=1] 64 |To HOLKA, Flash, SRAMZMz)

LPTIRZ Closk Hux

POLKT
‘

RO S RN Sl
—0
T ’:rﬂ‘,‘umivi\-:
|




STM32CubeMX
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[[Z] STM32CubeMX WB._TestLioc*: STM32ZWB55RGVx P-NUCLEO-WB55.Nucleo

Cube Tools

Window Help

5.Nuclea WB_Test1.ioc - Pinout & Configuration

@ Clock Configuration
Additional Softwares
STM32_WPAN Mode and Configuration :

Cannectivity v

12¢1 = .
12c3 { Configuwaton |
LPUART! Reset Configuration

Project Manager

QUADSPI n ® User Constants
i svs wkurs (18
i [Configure the below ] Aco_oscan [
USARTY i | . ® Roc_osc_our 40
CFG_HW_USART1_ENABLED Disabled
CFG_HW_USARTI_DMA T... Disabled
Mittimedia 2 ~ Generic parameters
CFG_HW_RESET BY FW  Enabled
Security % CFG_DEBUGGER_SUPPO... Enabled
- CFG_DEBUG_BLE_TRACE  Disabled
AES1 CFG_DEBUG_APP_TRACE  Disabled
~ Application parameters
PKA DBG_TRACE UART CFG  You need to activate either CFG_HW_U...
RNG CFG_CONSOLE_MENU You need to activate either CFG_HW_U
CFG_ADV_ED_ADDRESS 0
E— N CFG_FAST_CONN_ADV_IN... 80
CFG_FAST_CONN_ADV_IN... 100
. CFG_LP_CONN_ADV_INTE .. 1000
Reddyas CFG_LP_CONN_ADV_INTE... 2500
4 CFG_ID_CAPABILITY Disglay only
FATFS CFG_MTM_PROTECTION  MITM protection required
L2CAP_REQUEST NEW_C... 0
CFG_LPM_SUPPORTED  Disabled
o8 e CFG_RTCCLK_DIVIDER_CO... 0
= * Debug options —_—
BLE_DBG_P2P_STM_EN  Disabled L

K]

o

STM32WBS5RGVxX
VFQFPN68

B3 [Push Button]
82 [Push Button]

£} Pinout view

BI [Push Buftan]

ok

RF_RF1

GENERATE CODE

mas
Use_DF
use_ou

REC_ose_oUT [

va

LD3 [Red Led]
LD2 [Gresn Led]

REO_SC_IN

a__ |




Cube Tools
STM32CubeMX

m STM32CubeMX WB_Testlioc*: STM32WBS55RGYx P-NUCLEQ-WB55 Nucleo — =& =
»
sat @ File Window Hel [ £ 3 L
CubeMx i oy 24
WB_Test1.ioc - Tools GENERATE CODE
Pinout & Configuration @ Clock Configuration Project Manager
~ Power
Change : q Transitions Checker
® 8 H E R w o mo[m
In Series | 2 5 In Parallel | 1 5 g Tabl
Capacity 1250.0 man [™"Step T Wode | “Vdd | RangeiScae CPUDus Freq ] Clock Conig | Perpheral
1 RUN 33 Range1-High/_. FLASH/ART/ . 64 MHz HSI PLL Reg. 5mA 100 ms
Self Discharge 0.3 %/month 2 STOPO 33 NoRange FLASH/ART/ 0 Hz ALL CLOCKS 106 pA 50 ms
Nominal Vohage 30V 3 LOWPOWER. 33 NoRange SRAM1 Flas . 1 MHz MSI Regulato. 113 mA 20 ms
4 STANDBY 33 NoRange FLASH/ART 0 Hz LSE RTC Re 960 nA 200 ms
Max Cont Current 400.0 mA 5 RUN 33 Range1-High'... FLASHIART/... 32 MHz HSE Regulat... 315 mA 150 ms
BLE Configuration v
Configuration Parameters At Vo 3.3V Display
BLE Mode Connected Siave - Plot: All Steps -0
Tx Payload (Byte) (= Consumption Profile by Step
Connection Intewval (ms) 1,000 3| <o
Power Level paem ] 1
45 RN
Average Consumption SMPS / No SPMS
STOP2 15.15 pA / 18.86 pA & Sam
STOP1 2517 pA J 28.87 pA <35
STOPO 129.97 pA 1 133.67 pA =
=]
Peak Consumption 9.45 mA/ 14.28 mA -
Information Notes E”
2 2.0
*Vdd with SMPS 33V, 24V, 1.8V 5 FLrRUN
* Vdd without SMPS 33V, 24V, 18V & s
* Power Range Range1 with/without SMPS 10
* PHY link Rate 1 MBit/s - ST asTANDBY
* Calculation Precision  Avound 20%
0.0
] 25 S0 75 100 125 150 175 200 225 250 275 300 325 350 375 400 425 450 475 500 S25
Time (ms)
Information Notes > |==1dd by Step == average Current
Help N Sequence Time / Ta Max 520 ms / 104.22 °C Average Consumption 1.92 mA
Battery Life Estimation 26 days, 23 hours Average DMIPS 26.97 DMIPS

life.augmented




Cube Tools

Memory & File e

Device memory

Address 0x08000000 - Size 0x400 Data width 32-bit - m

Address o 4 8 & ASCI
0x08000000 20001378 08003531 08003811 08003813 b T WA - Ry -
0x08000010 08003721 08003725 08003729 00000000 [FAS 7 7 SO
0x08000020 00000000 00000000 00000000 08003815 | susesmeaeniaae Biivs
0x08000030 08003817 00000000 08003819 08003818 B BB
0x08000040 08003720 08003731 08003735 08003831 “Hoalfa.57 .18,
0x08000050 08003739 0800373D 08003741 08003745 Of =l AT Bl
0x08000060 08003749 0800374D 0800381F 08003751 I7..M7...8..0Q7..
0x08000070 08003753 08003759 08003750 08003761 BN T ealfie
0x08000080 08003765 08003769 0800376D 08003771 e7..i7..m7..q7..
0x08000090 08003775 08003779 08003770 08003781 g T BER
0x080000A0 08003785 08003789 0800378D 08003791 7 S (TR Sy N
0x08000080 08003795 08003799 0800379D 080037A1 Er R T SO S
0x080000C0 080037A5 080037A9 080037AD 080037B1 ¥7..07...7..47..
0x080000D0 08003825 08003785 08003789 080037BD b Ty BT 7 R
0x080000E0 080037C1 080037C5 080037¢9 080037¢D A7 .. A7..E7..17..
0x080000F0 08003839 08003835 080037D1 080037D5 98..58..N7..07..
0x08000100 08003709 080037DD 080037EL 080037E5 07 .- ¥7 oafacaf .

STM32CubeProgrammer

Log Verbosity level (@)1 z

T6¥38T5T * B3 TIUZE BYTES ~
16:34:51 :  Address : 0x8000000

16:34:51 : Data read successfully

16:34:51 : Time elapsed during the read operation is: 00:00:00.009

) /4
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Cube Tools

[ STM32CubeProgrammer

sTmad”
CubeProgrammer

Secure Flash start address

Unchecked : System and Flash secure

o Checked  : System and Flash non-secure

DoS Unchecked : CPU2 debug access enabled

l | e ro ra I I I I I I e r Checked - CPUZ debug access disablecl
- Unchecked : SBRV will address SRAM?

Checked :SBRV will address Flash
If FSD=1 : SRAMZb is non-secure
IfFs!

Unchecked : SRAM2b is secure
Checked  : SRAMZb is non-secure

SNBRSA 014 SNBRSA[4:0] contains the start address of the first 1K page of the secure non-backup SRAMZ2b area.

RAM2a is non-secure

Unchecked : SRAMZ2a is secure
Checked :SRAMZ2a is non-secure

SBRSA Oxa SBRSA[4:0] contains the start address of the first 1K page of the secure non-backup SRAM2a area.

SERV 03200 Contains the word aligned CPU2 boot reset start address offset within the selected
memory area by C20FT.

Log Verbosity level (@)1 2

: Voltage : 3.28V 'l
: SWD freg : 2000 KHz

Connect mode: Normal

: Reset mode : Harduare reset

[Ba -

: Device ID : 0x495
: UPLOADING OPTION BYTES DATA ...
Bank : Ox00
: Address : 0x58004020
: Size : 104 Bytes
UPLOADING ...
i Size : 1024 Bytes
: Address : 0x8000000
: Read progress:

: Time elapsed during the read operation is: 00:00:00.024 M

e.augmented



STM32CubeMonitorRF

) /4
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Cube Tools

Beacon RF Tests Advertising ACllog [ Update [/] Autoscroll
No Time Type

0 16:25:43._ HCI_READ_LOCAL VERSION_INFORMATL..

Command (7} [/] setectan [V]Her  [] Hortest [] HAL AP [V]eatT [V]izcar |} Bas

3 16:2514 483

Command Complete
HCI_DISCONNECT
HCI_READ_REMOTE_VERSION_INFORMATION
HCI_SET_EVENT_MASK

HCI_RESET
HCI_READ_TRANSMIT_POWER_LEVEL
HCI_READ_LOCAL_VERSION_INFORMATION
HCI_READ_LOCAL SUPPORTED_COMMANDS
HCI_READ_LOCAL SUPPORTED_FEATURES
HCI_READ_ED_ADDR

HCI_READ_RSS!

HCI_LE_SET_EVENT_MASK
HCI_LE_READ_BUFFER_SIZE
HCI_LE_READ_LOCAL_SUPPORTED_FEATURE
HCI_LE_SET_RANDOM_ADDRESS

HCI_LE SET_ADVERTISING_PARAMETERS
HCI_LE READ_ADVERTISING CHANNEL TX POWER
HCI_LE SET_ADVERTISING_DATA

HCI_LE SET_SCAN_RESPONSE_DATA
HCI_LE_SET_ADVERTISE_ENABLE

LCTLE GET_SCAN PARAMETERS

Command Parameters Details
|

el () s sy




CubeWB HAL Firmware

Ly
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J ADC

J BSP

, COMP
, Cortex
, CRC

. CRYP
, DMA
J FLASH
, GPIO
J HAL

. HSEM
g BC

, IWDG
, LPTIM
. PEA

, PWR
§ RCC

. RNG

J 5PI

., UART
J WWDG

. Ble_Thread_Static

., Thread_Cli_Crmd

. Thread_Coap_DataTransfer
. Thread_Coap_Generic

. Thread_Coap_MultiBoard

. Thread_Commissioning

. Thread_FTD_Coap_Multicast
. Thread_SED_Coap_Multicast

| BLE_Beacon

| BLE_BloodPressure

. BLE_CableReplacernent
. BLE DataThroughput

| BLE_HealthThermometer
, BLE_HeartRate

, BLE_HeartRate_ota

| BLE_HeartRateFreeRTO5
. BLE_Hid

. BLE_MeshLightingDemo
. BLE_Ota

| BLE_p2pClient

. BLE_p2pRouteur

| BLE_pZ2pServer

J BLE_pZ2pServer_ota

J BLE_Proximity

, BLE_TransparentMode

Cube Tools

. FreeRTO5_Mail

J FreeRTOS_MPU

. FreeRTOS5_Mutexes

. FreeRTOS5_Queues

J FreeRTOS_Semaphore

. FreeRTOS_SermnaphoreFromIsR
J FreeRTOS5_Signal

. FreeRTOS5_SignalFromISR

. FreeRTO5_ThreadCreation

. FreeRTO5 Timers

. CDC_Standalone
. DFU_Standalone
. HID_Standalone
. M5C_5tandalone

, Mac_802_15_4_FFD
, Mac_802_15 4 RFD




—

CubeWB firmware

Core folder contains application-related source code

. Binary

| COME  —

. EWARM
. MDK-ARM

STM32_WPAN
SW45TM32
extSettings

m BLE_HeartRate.ioc

==

Lys
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readme.tut

L ——,
BLE » BLE_HeartRate » Core » Src

BLE » BLE_HeartRate » Core » Inc

Mew folder

Mame

| app_entry.c

hw_timerserver.c

hw_uart.c

stm32whze_hal_msp.c
strn32whaod_it.c

| =]
| =]
| =]
=
| =]
| =]

| system_stm32whienc

Mew folder
Mame

|| app_commen.h

| app_conf.h

| app_entry.h

| hw_conf.h

| main.h

|| stm32whie_hal_conf.h
| stm32wheeit.h

|| utilities_conf.h




CubeWB firmware

Different stacks required for different application types

STM32Cube PN WB V100 » Projects » NUCLEO-WEBS5.Mucleo “» Applications »

vwith = Mew folder

Mame ’ Date modified Type

BLE projects > & BLE 2/19/20199:56 AM  File folder
- : > 56 1 i

BLE + Thread Static Concurrent mode project A DTN, HEen
| Fatfs 2/19/20199:56 AM  File folder
_ || FreeRTOS 2/19/2019°9:56 AM  File folder
Open MAC project > | Mac 802.15.4 2/19/20199:56 AM  Filefolder
Thread projects > | Thread 2/19/20199:56 AM  File folder
|\ USB_Device 2/19/20199:56 AM  File folder

‘— Zigbee 3.0 coming soon!
> /4
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Encrypted radio stack binaries here

Repository # STM32Cube FW WE V1.0.0 » Projects ¢ STM32WE_Copro_Wireless Binaries

=& |

i 4

Share with = Mew folder

HTML file details update procedure

Release Notes for
STM32WB Copro Wireless Binaries

Copyright © 2019 STMicroelectronics

Lys

CubeWB firmware

Update History

V1.0.0/ 06-February-2019

Main Changes

— and version : Provides Install address for the targeted binary to be used in “STEP 4” of flash procedure.
life.augmented " Install address Version Date
S istm32wb5x_BLE_Sta 0x080CBO0O v100 02/06/2019
- Marme Datdrnolseg ip— Sl License a5 BLE HCTLayer fobin cuoeoco0n w100 oasne/z0ns
— istm32wb5x_Thread_FTD_fw.bin 0x0809F000 v10.0 02/06/2019
'stm32wb5x_Thread_MTD_fw.bin 0x0B0B5000 v1.0.0 02/06/2019
. tm32wbsx_BLE_Th 0x08079000 100 02/06/2019
€ Release Noteshtml €= 2/19/20199:56 AM  Chrome HTML Po... TKB e S 5:080£3000 i it
istm32wb5x_rfmonitor_phy802_15_4_fw.bin 0x080EA000 v10.0 02/06/2019
|| stm32wh5x_BLE_HCILayer_fw.bin 2/19/20199:56 AM  FTE Binary Export ... 00 KE z
- urpose
|| stm32wh5x BLE Stack fw.bin 2/19/2019 9:56 AM FTE Binary Export ... 154 KB This release covers the delivery of STM32WB Coprocessor binaries
. g ¥ : Here s the list of the supported binaries:
= || stm32whb5x_BLE_Thread_fw.bin 2/19/20199:56 AM  FTE Binary Export ... 481 KB + Stm32ubS BLE Stack fw.

|| strn32wb5x_Mac_802_15 4 fw.bin 2/19/2019%:56 AM  FTE Binary Export .. 50 KB o T

|| stm32wb5x_rfmonitor_phy802_15_4_fw.bin

|| stm32whb5x_Thread_FTD_fw.bin
|| stm32wh5x_Thread_MTD_fw.bin

2/19/2019 9:56 AM
2/19/2019 9:56 AM
2/19/2019 9:56 AM

FTE Binary Export ...
FTE Binary Export ...
FTE Binary Export ...

30 KB
330 KB
243 KB

® stm32wbSx_BLE_HCILay

© HCI Layer onl
© BTSIG Cert

© stm32wbSx_Thread_FTD_fwbin

bin

5.0 certified : Link Layer, HCT
Declaration ID D042213

1
/ End Device Thread role (full
er)

Nucleo & Dongle boards come preloaded with the BLE stack

Lys
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Bonus Cube Tool!

STM32CubeMonitor-Power

$70

X-NUCLEO-LPMO1A @)

< f o

Ly
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CubelDE & Atollic TrueSTUDIO
| 41

Print M Sevetc MyST EEH Share via Emsi

STM32CubelDE

Integrated Development Envirenment for STM32

Free feature-rich IDE

,U. i
— For STM32 developers only
™ = —
g™ "
— - . " i i Jane AT e U\“‘"‘
STM32CubelDE is an all-in-one multi-OS development fool, which is part of the STM32Cube software aet e et v*‘ﬂ“,,.«: @ -
ecosystem - ?ﬁ;;“ﬁ - ] DIO® M 3 2
TrueSTU forST
STM32CubelDE 1.0 = STM32CubelDE Is an advanced C/C++ development - : —

platform with IP configuration, code generation, code
compiiation, and debug features for STM32
microconiroiers. It is based of ECLIPSE™/CDT

All-in-one STM32 development foél

N framework and GCC toclchain for the development, and
lrueeSTUDION.
+ stmi ﬁ GDB for the debugging It allows the integration of the
- r Cubeil hundreds of ing plugins that complete the features
STM32 I of the ECLIPSE™ |DE
Cube MX

STM32CubelDE integrates all STM32CubeMX
functionalities to offer all-in-one tool experience and
save installation and development time: After the selection of an empty STM32 MCU or preconfigured microcontroller
from the selection of a board, the projec eated and inftialization code generated. At any time during the
development, the user can retum o the initialization and configuration of the IPs or middieware and regeneraie the
infialization code with no impact on the user code
STM32CubeiDE includes build and stack analyzers that provide the user with useful information about project status and
memary reguirements
STM32CubelDE also includes standard and advanced debugging features including views of CPU core registers,
memories, and peripheral registers, as well as live variable watch, Sernial Wire Viewer interface, or fault analyzer

) /4
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Configure

[0 STM32Cubehx go st STMIZG08IRETs STM2GO81E-EVAL

wior D AOeYxof

go_testioc - Pinout & Configuration | SENERATEICODE

Project Manager

& Pinout view System vew

Systom Core >
Analog >
Timers >
Comectity >
Mulimadia >
Securty >
Computing >
Middeware >

Measure

T STHIZCeNorior Power - 103

-

]

lterative

Code & Debug

Fle B View Poka STnk Toos vindow e
DARG.B.XES.DC GO SRS B R
o

e o e | P2 e v ol o€ | 5 rt 35 s e s e [ AR

f
e | ey g i
= e et i
o s 7
£t T s
iy R
S
Ba t 3
vse »
——
-2 & e manegerc
2.2 e o
{5 8 i supenssar = .
o Booere
FaDapoc
[ 8 sensete
6 8 v e :
30 ot s
£a B e oo Satesnred.Sreptons) = 7507 ALk periceseieceed ) may b seesiary
[ag s e e e T
[ 8 e
Fo B minens - i e
[y— E
. ] ol
e o, i i G o G

Test

RF Tests Advertising

Actlog [7]upese [ Acoscn (2R

LA oA VeSO PR |
§ e ot

command O seectal [7]401 [7] Heitet Tow [Fam Muoe | L
3 162514483 Commana Compite I
HOLDISCONNECT
REMOTE VERSION INFORMATION
HOLSET_EVENT_MASK ]
et ResET
| HoLREAD_TRANSMIT_POWER LEVEL
HeLREAD_LOC

o [ EE—

Design Process
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2.4GHz PCB antenna

STM32WB55RGV6
(VQFPN68)

Arduino & Morpho
Headers

Lys
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VLV I Fr W

e We. We, We. Ve, Ve, W, W, W, VL, T

T,

Buttons & LED’s

ST-Link/V2-1

Nucleo




Nucleo

D eeeeeN

e au
| ; Che

S £ Y
ey
'-:s} s .‘,._
&£
el & W
L )
- e
‘-'4 nu‘\a'k_‘
- . g..‘
o S
> .
..'&9,

227223
G

TR &
1 i & W A
o User USB FS Device

We will use this one!
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Hands-On

Out-of-the-Box




Hands-On: Out-of-the-Box

GATT Server GATT Client

= 9 % )
'| { Devices il
“ Device Server 1
] .)) 0 [dBm]

z ,‘\ Button pressed: 01:56:34

) @ (

Notification

a

Write command

life.augmented




Hands-On: Out-of-the-Box

* Power Nucleo board

* Launch ST BLE Sensor app

* What happensf) @ P2PSRV1
80:E1:26:00:9D:CB

@ P2PSRV1
80:E1:26:00:A8:B7

@ P2PSRV1
80:E1:26:00:AF:2F

Lys
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* Launch LightBlue Explorer app

* We can filter by RSSI to find our device (on iOS)

=T
LightBlue® Explorer

‘, , (W
) PunchThrough = , J

Enjoying LightBlue® Explorer?
Learn about our insights into BLE.

wil Verizon & 2:35 PM < 18%M_1

Sort LightBlue | Explorer  Filter

Peripherals Nearby

Al P2PSRV1

-40 No services

4 P2PSRV1
i OFTZETASEES

4 P2PSRV1
8 006776

. Unnamed
n 70280811350
Unnamed
seATS6D57AES
Unnamed
B SFFAI8FOC08S

Unnamed
& 0ED380

nnnnnnn

Unnamed
dBn  DCADD48585.95

Jll P2PSRV1

-56 No services

Al P2PSRV1

-471 No services

Virtual Peripherals

@ Create Virtual Peripheral

Note that either the “Device

Name” or the “Local Name”
may show up on the iOS
LightBlue App.

infd® @ Log

Hands-On: Out-of-the-Box

' Verizon =

{ Back

ERIPHERALS

Filsy by RSS!

Minimum RSSI: -45 dB (4 bars)

O

Infﬁ @

Log
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Write new value — 101 hex
Did the LED come on?

100 hex to turn it off

il Verizon = 411 PM

< Back Peripheral

STMB2WB

UUID: BE9SCABA-AEEF-6BBF-A5BA-C673A34G7F5A

Connected

ADVERTISEMENT DATA Show

UUID: 0000OFE40-
CC7A-482A-984A-7F2ED5B3ES8BF

Ox000O0FE4 1-8E22-4541-9D4C-21EDAEB2ED19
Properties: Read Wiite Without Response

OxO000FE42-8E22-4541-9D4C-21EDAESZED19
Properties: Notify

ind® @ Log

Click on the “Ox0O000FE41-" characteristic

il Verizon =

4:11 PM

7 B0% (14

& STM32WB OxO00OFE41-8E22-45... Hex

STM32WB

OxO000FE41-8E22-4541. ..

UUID: 0000FE41-8E22-4541-9D4C-21EDAES2ED19

Connected

READ VALUES

Read again

(i) Cloud Connect

%0000

16:11:10.128

WRITTEN VALUES

Write new value
DESCRIPTORS

PROPERTIES

n®

®

Log

Hands-On: Out-of-the-Box

ok e
Hex
— 11

D E F
A B C
7 8 9
4 5 6
1 2 3
El o E3




Click on the “Ox0O000FE41-" characteristic

Write new value — 101 hex

Did the LED come on?

100 hex to turn it off

; d

Lys
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B

€ P2PSRV1

ADVERTISEMENT DATA

Connection status

Connacted

Advertised name
P2PSRV]

DEVICE INFORMATION

Device Address
ROE1 26006776

GATT SERVICES & CHARACTERISTICS

Select a characteristic to explore

(

0000fed1-Be22-4541-0d4c- 21 edaeB2ed19

0000fed42-8e22-4541-9d4c-2 T edaeB2ed19

P2PSRV1

PROPERTIES

Device Address.
BOET 26008776

Service UUID
0000fad0-cc7a-482-9840-712635b305BY

Characteristic UUID
DO001641-8677-4541 943671 eaneazed 19

Readable
Ableta be read from

Writable

Avlata baw

Supports notifications/indications
Anittat o

READ/INDICATED VALUES

No value read recently
Tap o one of the bttone akous = I avaliable = 10 begn

WRITTEN VALUES

101| WRITE

o101
Wed Apr 17160020 0BT 2018

DESCRIPTORS

o
zxcszM.‘.”’
b

crl @ @ English (US) 4

Hands-On: Out-of-the-Box




Your Magic number!
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Hands-On

CubeMX

life.augmented

[ STMa2Cubend

st @
CubeMX

System Care
Anaiog
Timers
Camnectity
Wulimedia
Secury
Computing

Middieware

Window Help
> Untitled - Pinout & Configuration

Clock Configuration Project Manager
nal Softwar v Pinout

ST WBSSRGY:
vEarp
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Launch CubeMX

m STM32CubeMX Untitled: STM32WE5S5RGVx P-NUCLEQ-WB55-Nucleo

sma @ File

CubeMX

Existing Projects

Recent Opened Projects
WB_Test1 ioc
Last modified date - 02/04/2019 10:23:30

F401 CDC Testioc
Last modified date : 11032019 15:16:45

USB_CDC Testioc
Last modified date - 11032019 15:28:09

CubeMX51_tesi? ioc
Last modified date - 28/02/2019 16:36:19

CubeMX5Test1 ioc
Last modified date : 21/02/2019 16:05:32

Other Projects

Window Help

IUntitled - Pinout & Canfiguration

New Project

I need to :

Start My project from MCU

Start My project from STBoard

Start My project from Cross S___

Lo 88

Manage software installations

Check for 5TM32CubeMX and embedd. .

Install or remove embedded software p. ..

INSTALL / RENOVE.

for Ind.ué’.fri.ol Cl.ﬁd loT cnppl'tcclﬁbns

L
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Launch CubeMX & Start project from Board Selector

m STM32CubeMX Untitled: STM32WE5S5RGVx P-NUCLEQ-WB55-Nucleo

=

]
@

sma @ File

CubeMX

Existing Projects

Recent Opened Projects
WB_Test1 ioc

Last modified date - 02/04/2019 10.23:30

F401 CDC Testioc
Last modified date : 11032019 15:16:45

USB_CDC Testioc
Last modified date - 11032019 15:28:09

CubeMX51_tesi? ioc
Last modified date - 28/02/2019 16:36:19

CubeMX5Test1 ioc
Last modified date : 21/02/2019 16:05:32

Other Projects

Window Help

IUntitled - Pinout & Canfiguration

New Project

I need to :

Start My project from MCU

Startiviy project mom Sio

ACCESS TO BOARD SELECTOR

Start-lay project from Cross S__

~ GENERATE CODE

Manage software installations

Check for 5TM32CubeMX and embedd. .

GHECK FOR UPDATES:

Install or remove embedded software p. ..

for Ind.ué’.rri.ol Cl.ﬁd loT cnp.pliccltic-;mns

L




Filter by STM32WB and double-click on the Nucleo board!

Board Selector

Board Filters

Features Large Picture Docs & Resources Datashest Buy Start Project
™ B o )

Part Mumber Search ¥

Neural Networks on STM32 MCUs

Q| ~ ; -
simple, fast, optimized
Vendor >
Type > l
MCU Series -

RO
sTm32” NP '
Cube Al

Check/Uncheck All

(] STM32F0
[ sTM32F1
[ STM32F2 I
[ STM32F3

[ STM32F4 L_-

(] STM32F7 /4 '
[ sTM3260 I

[ STM32H7
[] sTM32L0 Boards 2 items

O sTM3zLe ey
[ 8Tm32L4
[ sTM32L4+ &

[ STM32MP1
B STM32WB

B-NUCLEO-WB55.... NucleoBd 0.0

i

P-NUCLEO-WB55 . Nucleo USB Don_ . 00 STM3ZWBESCGUS

Other 3

Price = 0.0
®

Oscillator Freq. = 0 (MHz)
L
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P-NUCLEO-WB55 Board Project

o Initialize all peripherals with their default Mode ?

[ STM32CubeMX Untitled: STM32WB55RGVx P-NUCLEO-WBS5.Nucleo E=aiey x|

E g
STM32 ﬁ i i n k
YeS CubaX File Window Help u ’ "’

Clock Configuration Project Manager
Additional Softwares v Pinout

Q| ~ || i Pinout view == System view

System Core > . T3

sl iz .

¢:3 1% R

EE 52
Analog > A3 133 i o584
Timers > _—

oo et
Cannectivity > Pz o e
Multimedia >
Security >
um
Computi > STM32WBSSRGVx ikt
e VFQFPNGB

Middleware > P—

I e e

]
H
i
a

a S —

®
| 7

&7

life.augmented i E




P-NUCLEO-WB55 Board Project

* Name your project
* Recommended Project location: C\STM32WB_Workshop\

+ Use EWARM V8 toolchain

[ sTM32CubeMX Untitled® STM32WB55RGVx . o B ]
by
| sz @ i n k
L File Window Help D ’ ‘Y’

Untitled - Project Manager GENERATE CODE

| Clock Configuration Project Manager

Project Settings
Do

T |

| Pros ason

\STM32WB_Workshog [ Browse |

Application Structure

|Elasic ~ | [ Do not generate the main(}

Toolchain Folder Location
|C:\STM 32WB_Workshop\WEB_Test1l

Code Generator

Linker Settings

Minimum Heap Size 03200
Minimum Stack Size 05400

Advanced Settings

MCUs Selection
,’ T — ;| S | ] S 7 SO O 275 L S
STM32WB STM32WBx5 STMI2ZWBAACCUx .

UFGQFPN4B None

=
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GENERATE CODE

iy
STM32 ﬁ i i
ouBEMX File Window

- - P-NUCLED: 5 Mucleo Untitled - Project Manager

Pinout & Configuration Clock Configuration

P-NUCLEO-WB55 Board Project

Project Manager

¢Project Settings
Project Mame

[WB_Test1]

Froject

Project Location

|C:\Users\alec bath\Documents\ST\Projects\STM3I2VWEB\CubeMX-WEB

| Browse

Application Structure

Toolchain Folder Location

|E|aan: ~ | [ Do not generate the main()

|C:\Users\alec bath\Documents\ST\Projects\STM3I2WB\CubeMX-WBWEB_Test 1\

Toolchain / IDE
[Ewarm ve

¢Linker Settings

Minimum Heap Size 0200
Minimum Stack Size 0400

¢Mcu and Firmware Package
Mecu Reference

[sTM32WB55RGVx

Firmware Package Name and Version

|STM32Cube FW_WB V1.0.0

Use Default Firmware Location

| Browse




P-NUCLEO-WB55 Board Project

Open Project

Lys
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¢ Linki

Settings

PO LAl

|C:‘tU sersialec bath\Documents\ST\Projects\STM3I2WB\CubeMX-WB

Application Structure

|Basic [ Do not generate the main(}

.mCDdeGenera'ﬁon

0 The Code is successfully generated under C-/Users/alec bath/Documents/ST/Projects/STMIZWB/CubeMX-WB/MWEB_Test1

Closs

Minimum Heap Size 0x200

Minimum Stack Size 0400

Mcu and Firmware Package

Mcu Reference
STM32WB55RGV X




P-NUCLEO-WB55 Board Project

Expand the User file tree and Open main.c

/4

life.augmented

@ Project - IAR Embedded Workbench IDE - Arm 8,323 - E=ATET™ ™
File Edit View Project ST-link Tools Window Help
M i) I i G - 4
e = 4B 2 C L Q> K eE L B [ e
Workipate = 2% [ manc x| =
WB_Test] - fu
&4 =
2 L 65  /* USER CODE END 0 */
B @WB_Testl -WB_Testl + 66
-2 & Application &7 0 /#*
& VAR @ &8 * gbrief The application entry point. I
E User &9 * gretval int
) . -
- 71 int main|void) —
3t 32wt L] 20§ L
& Diivers . 73 /* DSER CODE BEGIN 1 */ =
74
| 75 /* USER CODE END 1 +/
76
77 /* MCU Configurati /
78
79 /* Reset of zll peripherals, Initializes the Flash interface and the Systick. */
&0 HAL Init():
a1
82 /* USER CODE BEGIN Init */
a3
84 /* USER CODE END Init */
| 85
26 /* Configurs the system clock */
87 SystemClock_Config();
88
a9 /* USER CODE BEGIN SysInit +/
30
a1 /* USER CODE END SysInit */
92
93 /% Initialize all configured peripherals +/
94 MX_GPIO_Init();
85 MX_USAERT1_UERT Init{);
i 96 MX USB_PCD Init{):
97 /* USER CODE BEGIN 2 *#/
£
EE] /% USER CODE END 3 *+/
[ e _Test < it b
Debug Log v o X
Log
Tue Mar 05, 2019 11:41:12: IAR Embedded Workbench 8.32.3 (C\Program Files (xBENAR Systems\Embedded Workbench 8. 2\armibin\armproc.dil)
(| « 1 it 3
| Build | Debug Log i
| Ready Ln1, Coll System | CAP NUM OVR




P-NUCLEO-WB55 Board Project

:
Add some code to while(1) loop:

101 A* Infinite loop */

102 S* UDSER CODE BEGIN WHILE #/

103 while (1)

104 [ {

105

106 HAL GPIC TogglePin(GPIOB, GPIO PIN 5);
107 HAL Delay(100);

108 HAL GPIC TogglePin(GPICB, GPIO PIN 0):
104 HAL Delay(100);

110 HAL GPIC TogglePin(GPICB, GPIO PIN 1):
111 HAL Delay(100);

112

113 J* USER CODE END FHILE */

114

Lys

life.augmented




P-NUCLEO-WB55 Board Project

Build the project Check for errors

Build

tMessages

i ; M
o= » M r
:I . - "= n P gt T e Building configuration: WB_Test! - WB_Testl
Updating build tree...

main.c

@ Make (F7) Linking
WB_Testl out

Make the active project (build filesas p——— Conveting

ﬂEEdEd]‘ Total number of errors: 0
Total number of warnings: 0

Lys
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P-NUCLEO-WB55 Board Project

Download & Debug (attach your board) ©

BO =0 . &,

© Download and Debug (Ctrl+D)

Download the application and start
| the debugger

Lys
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P-NUCLEO-WB55 Board Project

GO!

@colioir i@FD s Yo sl
» Go (F5) e p
| Run the program in the-dehugger E
Disas
=i,

Lys
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P-NUCLEO-WB55 Board Project

Enjoy the dancing LED’s! ©

life.augmented



P-NUCLEO-WB55 Board Project
| 66

Stop Debugging at the end of each lab and close IAR Embedded Workbench

\

£y E‘@;ﬁ F3 el > @8 r.;_._EETH 510 E_!,..,.

C | stm3 Twhoce Ll erc b TDO |
€) Stop Debugging (Ctrl+Shift+ D)

Siop the current debug session |

life.augmented



BLE Fundamentals

Lys
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M4 domain

—p

Mailbox system t

MO+ domain

Radio domain

Lys
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—

—

BLE Protocol Stack layers

N

ARM CM4

SRAM2 IPCC HSEM

-

ARM CMO+
BLE STACK

-

BLE peripheral

L2CAP

GAP
ATT

Host Control Interface
Link Layer

Radio PHY

~N




Bluetooth Classic (BR/EDR) vs Low Energy (LE)

100X lower =

Comparison of Classic and Low Energy

Classic (BR/EDR)

Low Energy (LE)

Longer range

Fast connection (only 3 advertising channels to scan)

Relaxed RF requirements (lower cost silicon / passives)

Lys
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Application Cell phones, headsets, stereo/audio Smartwatches, sport & fitness, home
streaming, automotive (handsfrea), alectronice, automation, industry,
PCs, etc. heaithcare, smartphones, etc.
Voice Yes No
RF band IS il GHZ 2.4 GHz
Energy consumption Reference \ 0.5...0.01 times Classic as reference
Coverage 10m ) | 2 10m
S
e
Power 3 classes (max.): max. + 20 dBm
¢ #30dAm four informative classes
®  +4dBm
* (0dBm
Connection Inguiry Advertising
Yes, always hopping Connection only if necessary, then
hopping
Connection setup 100 ms T — 6 ms

RF channels 79 with 1 MHz spacing 40 with 2 MHz spacing
® 3 advertising
=) e 37data (+ secondary advertis-
\ II'Ig:I
Modulation GFSK \ e
* BT=05 * BT=05

* Deviation = 160 kHz
* Medindex = 0.28....0.35

4-DOPSK

®  Deviation = 250 kHz or 500 kHz
® Meod index = 0.45...0.55
#  Stab Mod index = 0.495...0.505

BDPSK
Gross data rate 1...3 Mbitfs 1...2 Mbit/s
Application data rate 0.7...2.1 Mbit/s 0.2...0.6 Mbit/s




Lys
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Strategically placed advertising channels

Remaining 37 channels are data channels

-4 _
02MHz - _ 2480MHz

= oWANMTNO~R OO AN MS N OO O AN (=3
Mmoo m=rnOor~odMed ddd dAd A AN AN NN SNNMAN MMM m
T X EELLEFEEE SEE LTI LT 2L T I LT L LT L LT T X
UuuuvuuuuuuLLLuLUDLUDLDLDLDLUDLDLDLDLDLDLDLDLDLDLULUDLDLDLDUL L=

2.4GHz Band

PHY

{ ARM CM4 j
N
H

[Csramz_J[iPcc ]

N\

BLE peripheral h

Link Layer

ARM CMO+
BLE STACK

T Radoriv 1D

</p> <p> BLE Classic

BLE BR EDR
Modulation GFSK 0.45 to 0.55 GFSK 0.28 to 0.35 DQPSK / 8DSPK
Data Rate 1Mbit/s 1 Mbit/s 2 and 3 Mbit/s
Channels 40 79 79
Spacing 2MHz TMHz -=/p= =p=




CRC generation

whitening

TXpayload ,_____________ .
(LSE first) | , |
| encryption i—-—
RXpayload | ]
i decryption e
1 1

CRC checking

Y

RF Interface

Lys
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dewhitening

.

N\

ARM CM4

-,

[Csravz_J[pcc_]

~\

ARM CMO+
BLE STACK

C

BLE peripheral
GAP

>
3
%
H

L2CAP

Host Control Interface
Link Layer

Radio PHY
——— e

~




Link Layer / HCI / L2ZCAP

e Link Layer (LL)
« Radio control
» Defines packet structure
* One or more state machines
» Link-layer-level encryption (via Security Manager)

ARM CM4

J

r

[Csramz_J[pcc_]

( BLE peripheral )
GATT
+
= é
1 5 L2CAP
>
© LI_IJ Host Control Interface
< |
Link Layer

I Radio PHY I
J

Lys
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Link Layer / HCI / L2ZCAP

ARM CM4

J

7

[Csramz_J[pcc_]

N

« Host Control Interface (HCI)

* Bridge between Radio Domain and MO+ Domain

BLE peripheral )

ARM CMO+

Lys
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o L2CAP (Logical Link Control and Adaptation Protocol)

Lys
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Multiplex packets from higher-level protocols (ATT / SMP)
Handles segmentation and reassembly of packets
Quality of Service (Qo0S)

Link Layer / HCI / L2ZCAP

ARM CM4

7

J

[Csramz_J[pcc_]

N

ARM CMO+
BLE §) "ACK

N

BLE peripheral

Al
AT

®
=T

®
(2]
H’ﬂ

L2CAP

Host Control Interface

Link Layer

I Radio PHY I
J




Link Layer State Machine

« Standby state: Sleep, Stop, Standby

~\

ARM CM4

\ I
Advertising w——.-l—b
—
SRAM2 IPCC
[ I ] | "
|

BLE peripheral ) ‘ |
GAP \ /

~

Sk /
ofs L o
; 5 L2CAP S =
x| Slave Role Master Role
- Figure 1.1: State diagram of the Link Layer state machine
,I \ I Radio PHY I )

life.augmented




* Advertising

Lys
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is the key to initiating all BLE communications!

-
<
=
o
=
[
<
—
[Csravz_J[pcc_]
( BLE peripheral )
GATT
+
g §
; 5 L2CAP
=
< |
Link Layer
I Radio PHY I
\_ J

Link Layer State Machine

\ v
Advertising w——.d—h
| A
|

\

Slave Rolé_

Scanning

.‘l
jl
/
e
5

i

o«

Master Role

Figure 1.1: State diagram of the Link Layer state machine




* An Initiator and Advertiser negotiate a Connection

~\

ARM CM4

-———

[Csravz_J[ipcc

~

BLE peripheral
GAP

>
3
%
H

L2CAP

Host Control Interface
Link Layer

ARM CMO+
BLE STACK

Lys =

~\
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Link Layer State Machine

\
y

R

= il .
Slave Role

\ L
Advertising ——.H
| A
|

/

i

Master Role

/

Figure 1.1: State diagram of the Link Layer state machine




Link Layer State Machine

* In a Connection
* The Link-Layer Master is also the GAP Central
* The Link-Layer Slave is also the GAP Peripheral

v
Advertising -
——/
[Csravz_J[pcc_]
‘ \ A
| |

~\

ARM CM4

~\

~

BLE peripheral
GAP

\\\ /"/

- -—

>
3
%
H

L2CAP

Slave Role
Link Layer

‘, I S | Radio PHY | ) Figure 1.1: State diagram of the Link Layer state machine
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ARM CMO+
BLE STACK

Master Role




Discovery: Advertising & Scanning

oms 25ms 50mS 75ms 100ms 125ms
Scanning: Ch 37 Scanning: Ch 38 Scannmg Ch 39 @

0®- —0c
Advertiser & -
— e Ao o
oms 20ms 40mS 6oms 8oms 100mS  120ms  140mS

I I I

Discovery Events

Advertiser Settings:
e Advertising Interval: 20mS

Advertising on Ch 37: S

Advertising on Ch 38:  — Scanner Settings:
Advertising on Ch 39:  ee— » Scan Interval: 50mS

e Scan Window: 25mS

Lys
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Roles and Modes

e Advertising Mode

Lys
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“Winter Cokff

Broadcaster

Sends advertising events
Can include characteristics and service data
Doesn’'t need receiver
Can be discoverable if it does have receiver

GAP (Generic Access Profile)

Observer

Receives advertising events
Listens for characteristics and service data
Doesn’t need transmitter
Can discover devices if it does have transmitter

Advertisingl« |

\

ARM CM4

[Csravz_J[ipcc]

~

BLE peripheral )

I Radio PHY I

ARM CMO+
BLE STACK

\_ J




Roles and Modes

Lys
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Connected Mode

GAP (Generic Access Profile)

)
R TRA
= |

\
Firenean / Pt tnan Y
bl

Warm U ¢ Conf Bawn

PlkAR
# Bluetootli

Peripheral Central
Has transmitter and receiver Has transmitter and receiver
Always slave Always master
Connectable advertising Never advertises

ARM CM4

[Csramz_J[_Pcc_]

\

ARM CMO+
BLE STACK

\.

BLE peripheral

~

ATT

SM

L2CAP
Host Control Interface

Link Layer

I Radio PHY I
J




GATT (Generic Attribute Profile)

GAP Central is also a “GATT Client”

,
ARM CM4 J
\

[Csramz_J[_Pcc_]

~

N

BLE peripheral

_.
@
E’ﬁ

>

T
L2CAP

ARM CMO+
BLE STACK

Host Control Interface

Link Layer

I Radio PHY I

r
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GATT (Generic Attribute Profile)

GAP Peripheral” is also a “GATT Server”

ARM CM4 J

PokAR
3 Bluetootl

7
.

[Csramz_J[_Pcc_]

( BLE peripheral )
[ cap O
+
g §
O L2CAP
=
o H Host Control Interface
<C |
Link Layer

r

‘ ,I I Radio PHY I
STM32 ™
[[[]
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GATT (Generic Attribute Profile)

GAP Central is also a “GATT Client”
GAP Peripheral” is also a “GATT Server”
» Central queries the Services available
» Peripheral Services and Characteristics are exposed via its’ GATT database
What is my heartrate?
( )
- 147 bpm 3
©]
=
e g
What is your Mfr ID? . \ J
[Csramz_J[_Pcc_]
< Polar ( BLE peripheral )
G {
S
°E
= w
=
<C |5
I adio I
k Radio PHY

32™
life.augmented STM\?VEB\



Establish Link

Initiates Connection

Wants Data

Scans Services

GATT: Profiles, Services, Characteristics & Descriptors

wil ATET = 11:28 AM

60beat Monitor

Redline

i Anaerobic

Fat Burning

a\\h

| Link Layer Master ] — (
| GAP Central ] — | |
| GATT Client ) — | |
[ Heart Rate Collector Role ] — [

Ly
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)

-

\3

Heart Rate Service

Device Information
Service

7

Link Layer Slave

GAP Peripheral

GATT Server

Heart Rate Sensor Profile

J
J
)
J

/

) Service
e Heart Rate Service

Characteristic
Heart Rate Measurement

Characteristic
Body Sensor Location

So Characteristic
Heart Rate Control Point

Advertises Capabilities
Accepts Connection
Has Data

Exposes Services




SIG-defined profiles
2

" )

GAP Central

GATT Client

v

( GAP Peripheral \

GATT Server

Heart Rate Sensor
Heart Rate Service

Device Information Service

Lys S
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Bluetooth SIG

®
ea BluetOUth Help & Support Join the SIG

TECHNOLOGY MARKETS DEVELOP WITH BLUETOOTH SPECIFICATIONS RESOURCES

™ ¥ v
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Introducmg Blu __.both'dlrectlon finding =

Read More

www.bluetooth.com




GATT Glucose Profile

GLP Profile defines two roles: Collector & Glucose Sensor

Attribute protocol (Aﬁ)r

Flags (8-bit)

Glucose Measurement

o Characteristic g_Scuence # (16-01)
Operations: UUID: 0x2A18
Read :

Write Declaration
Indicate UUID: 0x1800
Notify

Descriptor
Ilmma Carbohydrate (float) Unit — kg

UUID: 0x2702
Glucose Meas. Context

Device Information Characteristic

—> Meal (8-bit)
service UUID: 0x2A34 Tester (nibble)
UUID: 0x180A
- '
—> .

Glucose Feature
Characteristic
UUID: 0x2A51

.

Glucose service
UUID: 0x1808
Glucose Sensor

Glucose Service
Mobility Solutions -
)) - "
: W Device Information
3 g Service

Collector

Lys
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GATT Database details — Handles, UUID’s & Values

Once the GATT Server’s database information is known to the GATT Client, it can reference data via Handles

*  “What is the temperature reported by the Thermometer

e “What are the units of temperature used?”

Lys

life.augmented

Service?”

ATT read command of Handle 0x0102

ATT read command of Handle 0x0104

Handle [UUID |Description Value
0x0100 |0x2800 | Thermometer service definition UUID 0x1816
o UUID 0x2A2B
0x0101 |0x2803 | Characteristic: temperature
Value handle: 0x0102
0x0102 |0x2A2B | Temperature value 20 degrees
0x0104 |0x2A1F | Descriptor: unit Celsius
0x0105 |0x2902 | Client characteristic configuration descriptor | 0x0000
o , UUID 0x2A08
0x0110|0x2803 | Characteristic: date/time
Value handle: 0x0111
0x0111|0x2A08 |Date/Time 1/1/1980 12:00

<
=
O
=
o
<

[Csramz_J[pcc_]

N

ARM CMO+
BLE STACK

-

w

BLE peripheral

GATT
L2CAP

I Radio PHY I
J




Attribute protocol details (ATT)
[ 0

* Access GATT database information on the Server

* Operations

e Read Read ”
*  Write / Write without response -
* Indicate / Notify Response
« Four elements Write -
e 16-bit Handle «
« Type of attribute (UUID) ACK
D — )
* Value
e Attribute Permissions (Read-only, etc) Write L
Y
<L
e
Handle [UUID  |Description Value lﬂ"&l
0x0100|0x2800 | Thermometer service definition UUID 0x1816 - Indication 4 BLE peripheral N\
0x0101|0x2803 |Characteristic: temperature 3::12:):2?: 0x0102 or > 5 E—
0x0102 |0x2A2B | Temperature value 20 degrees LE) &

: : : 0
0x0104 |0x2A1F | Descriptor: unit Celsius - 5 [ Host Controlinterface
0x0105 |0x2902 |Client characteristic configuration descriptor |0x0000 h Notification < |5
0x0110|0x2803 |Ch teristic: date/ti UUID 0x2A02 I i I

* * aractenistic: catefime Value handle: 0x0111 \_ Ridlo PHY )
0x0111|0x2A08 | Date/Time 17171980 12:00

Lys
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Custom GATT — BLE Drlll

» Battery Monitoring Service (BAS)
91

» Alert Notification Service (ANS)
» Elapsed motor use in minutes
» Unlock the drill via smartphone password

* Add standard Services & Characteristics (16-bit UUID’s from Bluetooth SIG)
» Create custom services (128-bit UUID’s)

Lys

life.augmented Greg Hume [CC BY-SA 3.0 (https://creativecommons.org/licenses/by-sa/3.0)], from Wikimedia Commons




UUID’s: 16-bit or 128-bit

» Universally Unique ldentifiers (UUID’s) are simply 128-bit (16-byte) numbers:
. 10c17863-9471-4427-8d66-82579bf9161a

* Format is typically arranged as 4-2-2-2-6 and hexad ecimal is assumed

Lys
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UUID’s: 16-bit or 128-bit

» To send packets more efficiently, the Bluetooth SIG has adopted a standard 112-bit UUID base:

. 0000XXXX-0000-1000-8000-00805F9B34FB

Ly

life.augmented




UUID’s: 16-bit or 128-bit

* With a 16-bit SIG-identified service, characteristi ¢, etc, you can use this short-form

* For example, the Glucose Service in our CGM profile is:
Glucose service
y 00001508-0000-1000-8000-00805F9B34FB SRIBOEES

Lys
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* Custom services / characteristics / descriptors need a ful ly defined 128-bit UUID

Online UUID Generator

https://www.uuidgenerator.net/

ab03db97-0ef5-4ff3-8d5c-72df085ce891

* There is also a 32-bit UUID specifier option

Lys
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Custom Dirill Profile

| %6
« Standard Services & Characteristics (16-bit UUID’s)

. Name: Battery Service Name: Battery Level
. .
Ba-ttergastteeI;‘VIESV((a?éhSa)raLii:’::s)ncO)(;iggfg Type: org.bluetooth.service.battery_service Type: org.bluetooth.characteristic.battery_level
y ' Assigned Number: 0x180F Assigned Number: 0x2A19

e Alert Notification Service UUID: 0x1811 ege  _as .
e Alert Notification Control Point Characteristic: 0x2A44 Name: Alert Notification Service
. Unread Alert Status Characteristic : Ox2A45 Type: org.bluetooth.service.alert_notification oo v
* New Alert Characteristic : 0x2A46 Assigned Number: 0x1811
e Supported New Alert Category Characteristic: 0x2A47

«  Supported Unread Alert Category Characteristic : 0x2A48 Name: Alert Notification Control Point

Type:
org.bluetooth.characteristic.alert_notification_control_point »

Assigned Number: 0x2A44

» Create custom services (128-bit UUID’s) Name: Supported New Alert Category

Type: -
«  10c17863-9471-4427-8d66-82579bf9161a (Motor run time service) pobste e spperisd nen slereniesen
e 5567fa77-721f-4ela-9875-7ae95ead642d xxx Characteristic Assigned Number: 0x2A47

» 3d78d6f3-7d34-4f89-al4d-ed3cac297438 xxx Characteristic

0226b0db-d9a6-49c8-bcel-fccd3a40e6e2 (Unlock service)
» 997e28a5-f05e-4027-89c7-e84cedceb67ec xxx Characteristic
e b3b7d2al-4eeb-4a39-85ef-7ddd7bledabf xxx Characteristic

Lys
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Security Topics

e Connection : GAP Central connected to a GAP Peripheral (Connection interval = 7.5ms to 4 secs)

J

ARM CM4

7

J

[Csramz_J[_Pcc_]

N

BLE peripheral )

ATl oW |

L2CAP

Host Control Interface
Link Layer

I Radio PHY I

ARM CMO+
BLE STACK

-

J

Lys
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Security Topics

» Pairing : Connected devices exchange encryption keys to encrypt the link. There are now paired .

J

ARM CM4

7
.

[Csramz_J[_Pcc_]

N

BLE peripheral )

ATl sm |

L2CAP

Host Control Interface
Link Layer

I Radio PHY I

ARM CMO+
BLE STACK

-

J
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Security Topics

* Bonding : Paired devices can be bonded — Keys are stored for the next connection.

J

ARM CM4

7
.

[Csramz_J[_Pcc_]

N

BLE peripheral )

ATl sm |

L2CAP

Host Control Interface
Link Layer

I Radio PHY I

ARM CMO+
BLE STACK

-

J
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Security Topics

100

J

ARM CM4

* Whitelisting : Restrict connections from any other than known devices.

. J

[Csramz_J[_Pcc_]

N

BLE peripheral )

ATl oW |

L2CAP

Host Control Interface
Link Layer

I Radio PHY I
J

» Security modes are deployed after a BLE connection is established

ARM CMO+
BLE STACK

* BLE Link Layer uses AES-128 CCM mode for authenticated encryption

-

Lys
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Security Manager (SM)

101

Typical attacks

» Passive eavesdropping:
» Athird device listens in to the data being exchanged between the two paired devices

* Overcome by AES-CCM encryption

ARM

-
e/
I SRAM2 Il IPCC I

BLE peripheral

~\

N\

b [q)
HH
-
9]
gI

L2CAP

Host Control Interface

Eavsdropper

| Radio PHY |
k - )

ARM CMO+
BLE STACK

R —
o

1S 73 W= —
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Typical attacks

« MITM

* A malicious device impersonates the other two legitimate devices

Lys
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MITM

Dev#3 acts like Dev#2 Dev#3 acts like Devit1

Devi#1 and Dev#2 think
they use this link

Security Manager (SM)

102

—

| cap |l _catr |

| Radio PHY |

ARM CMO+
BLE STACK

\.

=

Y

4

.—
Csravz_J[pcc ]

( BLE peripheral )

J/




Security Manager (SM)

103

Typical attacks

—

ARM

———————/

 ldentity tracking Cravz e ]

» Malicious entity associates BLE device address to physically track the user BLE peripheral
* BLE overcomes this is by periodically changing the device address.

N\

~

b [q)
HH
-
9]
gI

L2CAP

Host Control Interface

ARM CMO+
BLE STACK

[—RadopPiv_]
’ L Radio PHY )
............ ‘
T _._ ....... ( T
Lys - [~ -

life.augmented 80:69:CE:DD:2A:54 80:69:CE:DD:2A:54 80:69:CE:DD:2A:54



Security Manager (SM)

104

Pairing Methods

e Just Works ™:
. Still vulnerable to MITM attack

[Csramz J[ipcc ]

~N

~

BLE peripheral
| GATT |

Host Control Interface

| Radio PHY I
— J

ARM CMO+
BLE STACK

\_

life.augmented @
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Security Manager (SM)

105

Pairing Methods

« Out of Band (OOB) Pairing:
« Keys exchanged over a different wireless technology such as NFC

[Csramz J[ipcc ]

~N

~

BLE peripheral
| GATT |

Host Control Interface

| Radio PHY I
— J

ARM CMO+
BLE STACK

\_

&

Lys

life.augmented



Security Manager (SM)

106

Pairing Methods

° PaSSke_)/I_ . Csravz_J[ipcc ]
* 6-digit number entered on each device BLE peripheral

» Assumes keypad capability [ GATT |

Host Control Interface

| Radio PHY I
— Y,

~N

~

ARM CMO+
BLE STACK

\_
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Security Manager (SM)

107

Pairing Methods

[Csramz J[ipcc ]

~N

~

BLE peripheral
| GATT |

Host Control Interface

| Radio PHY I
— J

ARM CMO+
BLE STACK

* Numeric Comparison:
e Similar to Just Works™, but adds a 6-digit confirmation value

« Additional protection from MITM attacks

\_

Lys
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Link Layer Filtering

108

A “White List” can optionally be used to filter device addresses

» Advertising State - An advertiser shall process connection requests only from devices in the White List
e Scanning State — A scanner shall process advertising packets only from White-Listed devices

» Initiating State - An initiator shall process connectable advertising packets only from White-Listed devices

Lys
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Filter Tabs isolate frames by profile or protocol for quick and convenient

viewing of specific kinds of data.

BLE Sniffer

D Fraeme Display - Mordic Dev Kt

File Edit View Formst Fiter Bookmaris ﬂﬂh-.[l Window  Heln

ﬁ E} ‘P ﬂ ﬁﬁ ?’ v; =1 E n Ij u E E‘ E‘ 5 H: Fiter Include each frame where the protocal "ATT" exists ~AMD whvene the protocsi "LE B8° ety

Frame 333 Lere25
LEae
Pa1
Chawenl Indes 11 - 2488 MHz

Mtz Eyodeived File

OOE8CCOD ™

Undiltared | Configused BT low snusgy dewices

-gﬁﬁ:_:‘lsumum.r

Hasebond |
LE B8 | LE PKT | LE ADV | LE DATA | LE LL | L2CAP | SMP Data |

banad with Ao trevare

Beockmas. Framel}
El
4

Aok
Magte
Slave
Master
Save
Mastes
e
Mt
Slave
Master
e
Master
Sl
Master
Slave
Master
Mastee
Master
Slawe

Dpcode

Finac Foguest
[Fiead Resporme:
Fiead Reguest
Fead Frsporas
[Read Requet
Fiesd Respores:
Fead Fnguet
[Fiead Resporae:
Fiead Reguest
Fiaad Fiwepores
[Fiead Rmgquest
[Fimad Flesporne:
Fioad Regaest
[Fiaad Rrspors
Fioxd Requert
Fosd Retpores:
Fiead Finguest
Flead Resporie:
Fiead Aequet

UL
Chasaclpislc
Peipheral Prelened Connection Pa.

Frnpheral Prefetad Connection Fa.

Poipheral Psleosd Connestion Pa
Primay Service

Gerenc Attibute Profie

Fiimaiy Sivacn

Glucose

Cheeactessic

Gllitiroe Mansaniant

Blucore Mexugoment

Gluoore Mess.aemant
Chapactess b Présentahion Fomat
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Charactessiic
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Dalabase
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o= ]
3BEERM]
b
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IREbbES |
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g

HEMBEHHEENNYE

Totsl Frames: 33097 Frames Flured In: 51 Frame o5 Selected: 383 (1 1ot}
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Decode Pane shows comprehensive layered decoders

of each frame/message with clear, concise descriptions.

Summary Pane displays a one line overview of each data

frame/message. Click on any line to reveal detail in mutiple

panes below.




Preamble
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[E=W Configured BT low energy devices | Errors |

LE BB I LE PKT I LE ADY

Advertiser Address Eo Framet Chan Type
059477 7EEL00 323 3 ADV_IND
0x53d777660e00 324 38 ADV_IND
0459477766000 325 x| ADY_IND
0x53d777EEbe00 326 3 ADV_IND
0x53d777660=00 327 38 ADY_IND
0:0080¢221008a 328 33 ADV_IND
0:0080f 2810082 329 37

0

0x53d777EEbe00 33 3 ADY IND

CONNECT_IND PDU

Initiator Addr

Access Addr

Length 0x22=36 bytes

Tx Offset

0x0001*1.25 = 1.25mS

CRC Init \

AddiT ypel Initd/Scand, Add.. Advd Len  Frame

| 0455d777EERe00 17 35

| 04553d7776Ebe00 17 35
rand)  0x59d777EERe00 17 3

| 0453d777EEbe00 17 35

| 0453d77766be00 17 35
pub)  0:0080F2e1008a 33 81
pub)  0:0080fae1008a 33 a1l

[1and)

frandl  0453d7776Ebe00 17 35

Access Addr to use

| aa | d6be898e [45 | 22 J 00be 66 77d759 [ 8a00e1fa8000 | 2e 9b 9a af

Advertiser Addr

Slave Latency

!

0x0000 = No ignored events

Connection request

5-LE BE:
Header Length 13
Header Wersion: 3
CP#1
RF Channel: 0- 2402 MHz
- Channel Index: 37
- Mests Predsfined Filer Crteria for BT low eneimy devices: No
- Receive Status: Received withaut enors
Deciyption Iritiated: No
Signal Stienath: 8 (medium)
FOU Length: 36
Preamble: Oxaa
Access Address: DxBeBSbeds
~LE PKT
i.- Preamble: Oxaa
i becess Address: 0deBTbeds
i CRC: 0812231
LE &0
Channel Selection #2: Not Supported
FOU Type: COMMECT _IND
Advertiser Addiess Type: public
- Inilistor Address Type: random
- Payload Lengih: 3¢
- Inititor Address: (¥534777650200
- Init Type: Resalvable
Advertizer Address: Ok0080fae1 008
Access dddress: OxafdaSh2e
CRC initialization value: Oxesfall
hansmiffindowSize: 376 ms
- hansmitwindowOffset 1.25 ms
- conrlrterval 30,00 me
- connGlaveL atency: 0
connSupervisionTimeout: 720.00 ms
Charnel Map: 000111111 1111111111 111111111 111111111111
master3C4: 31 ppm to 50 ppm
hoplncrement: 7

Channel Map

All 37 data channels enabled

‘ CRC

11 7aee ] 03§ 0100 ] 1800 ] 0000 ] 4800 | ftfiifffif] a7 | 8f2231

Tx WindowSize
0x03*1.25 = 3.75mS

Conn Interval
0x0018*1.25 = 30mS

Conn Timeout
0x0048*10 = 900mS

Hop / Sleep Clk Accuracy




life.augmented

Smart
Phone

End Devicel
Server
Client
(IE Client Server
| —

End Device2

— e e e e e

| BLE_beacon

. BLE_cable_replacernent
| BLE_health_thermometer
| BLE_heart_rate

| BLE_ota

. BLE_p2p_client

. BLE_p2p_routeur

. BLE_p2p_server

. BLE_transparent_mode

BLE Multi-Role Topology

111




Dig Deeper
112

$36 on Amazon

Gettmg

5.0 not covered however Started Wlth “

Blueto oth N
Low Energy

TECHRHIUES FOR

Kevin Townsend, Carles Cufi,
Akiba & Robert Davidson

‘,’ 2014
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Dig Deeper

113

€3 Bluetooth’ https://www.bluetooth.com/

Core Specifications

The Bluetooth® Core Specification defines the technology building blocks that dfvelopers use to create the
interoperable devices that make up the thriving Bluetooth ecosystem. The Blugtooth specification is overseen by the

Bluetooth Special Interest Group (SIG) and is regularly updated and enhanceg by Bluetooth SIG Working Groups to

meet evolving technology and market needs.

Specification Adoption Date
C5 Core Specification 5.0 Active 06 Dec 2016
C3S5 Core Specification Supplement 7 Active 06 Dec 2016
CSA Core Specification Addendum 6 Active 12 Jul 2017

Ly
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Dig Deeper

€3 Bluetooth =

https://www.bluetooth.com/specifications/gatt

Working Groups GATT SpeCiﬁcations

Core Specifications Generic Attributes (GATT) services are collections of characteristics and relationships to other services that encapsulate

the behavior of part of a device.
Mesh Networking Specifications
A GATT profile describes a use case, roles, and general behaviors based on the GATT functionality, enabling extensive

Traditional Profile Specifications innovation while maintaining full interoperability with other Bluetooth® devices.

o The documents in the “Informative document showing changes” column are provided as a courtesy to help readers
Protocol Specifications . . . e . . e -
identify changes between two versions of a Bluetooth specification. When implementing specifications, use the

GATT Specifications adopted versions in the “Adopted Version™ column.

More about GATT

GATT Overview
GATT Characteristics

Profile Specification Version Status Informative document showing changes
GATT Declarations
GATT Descriptors ANP Alert Notification Profile 1.0 Active 13 Sep 201 MN/A
GATT Services
ANS Alert Notification Service 1.0 Active 13 Sep 201 MN/A
Mesh GATT Services XML
Available Schemas AIOP  Automation 10 Profile 1.0 Active 14 Jul 2015 N/A
Errata Service Releases AIOS  Automation 1O Service 1.0 Active 14 Jul 2015 NJA

r’ Qualification Test Requirements BAS Battery Service 1.0 Active 27 Dec 2011 N/A

life.augmented Accinnad hMumbhare [=mtad = P T o S CTEPIPNN . g 4 .V L V. Y. YV | B1aA




Hands-On

Heart-Rate Monitor




Hands-On: HRM example

116

All CubeWB Projects referenced today can be found in the CubeMX Repository folder:

i |

-> 05Disk (C:) » Users » » STM32Cube » Repository » STM32Cube FW_WB V100 »
zlp
Yy Share with « Mew folder
i Mame ) Date modified Type Size
. _htmresc 2/19/2019 9:56 AM File folder
. Documentation 2/19/2019 8:56 AM File folder
0 Drivers 201972019 256 AM File folder
[ | Middlewares 2/19/2019 9:56 AM  File folder
. Projects 2719720199:56 AM  File folder
. Lhilities 2/19/2019 356 AM  File folder
i || how_to_program_wireless_stacks.tt 2/19/2019 B:56 AM Text Docurment 1KE
1 | | packagexml 2/19/2019 256 AM XML Pocument 1 KB
.11 Feadmemd 2/19/20129:56 AM  MD File 2KB
¢ Release_Motes.html 2/19/2019 56 AM Chrome HTML Do... 15 KB

&7 *
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Hands-On: HRM example

117

Open the BLE HeartRate workspace

b 5STM32Cube FW_WB_V1.00 » Projects » NUCLEQ-WES5.Mucleo » Applications » BLE » BLE_HeartRate » EWARM »

. BLE_HeartRate
. settings
7| BLE_HeartRate.dep
| Z| BLE_HeartRate.ewd
E ELE_HeartRate.ewp
> | @| Project.eww
oLal startup_stm32wh550_cmd.s
|| stm32whb55ho flash_cmd.icf

Lys
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Open app_ble.c

Workspace

[ BLE_HeartRate

Files £+
E @ BLE_HeartRate - BLE_HeartRate +
=1 W Application
B EWARM
Lo User
B Core
L5 B STM32_WPAN
51 App
| app_hle.c
| [ dis_app.c
| [] hrs_app.c
M Target
HDoc
Bl Drivers
M tiddlewares
E Cutput

229

Lys
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static const char local name|[]

Hands-On: HRM example

[ AD_TYPE_COMPLETE LOCAL .

Change the local name , using your Magic Number!

(You can change it as you wish, however keep the # of ASCII chars to 5)

PISIF

ITIrllelllrIEI}

118

229  static const char local name[] = | AD_TYPE_CGHPLETE_LGCAL_NM@R' 15T, ID

230 E| uint® t manuf data[ld] = |




Hands-On: HRM example

119
i i Also change the advertised name and the NAME _LENGTH,
[BLE biontRne p d using your Magic Number!
Files .
= @ BLE_HeartRate - BLE_HeartRate +
£ W Application
B EvARM
L'ﬂgsgfm 177  /* Private defines ------——-——-——————oc—-
L5 i STMIZ_WRAN 178 pdefine APPBLE_GAP_DEH:IEE_HM{E_LEHGJ@
51 W App
|

| dis_app.c
| hrs_app.c

= D
-szfers 83l E {
@ & Middlewares g3z const char *I:I.EJI'I‘E
L@ i Output . ..
633 EI acl gap init(role, 0O,

Lys
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Show Advertisement Data

il Verizon = 2:08 PM < 7%

Sort LightBlue | Explorer  Filter

Peripherals Nearby

Ll STM32WB12

-38 1service

Virtual Peripherals

@ Create Virtual Peripheral

Infd® @) Log
Lys

life.augmented

Open your LightBlue Explorer App on iOS

Find your device and tap on it

il Verizon & 12:20 PM . 96% [ 4
< Back Peripheral Clone
UUID: D9C3ES01-3753-290E-DF 7E-2CD2E9F712E8
Connected

ADVERTISEMENT DATA Hide
Yes

Device Is Cennectable

STM12

Local Narme

<01000000 000080e1 26006363>

Manufacturer Data

Heart Rate
Senvice UUIDs

0

Tx Power Level

Device Information

Manufacturer Name String
ST™

Inftp @ Log

Click on the Heart Rate Measurement and Enable Notifications

Heart RazMeasurement
UUID: 2A37
Connected

NOTIFIED VALUES

Listen for notifications

(i) Cloud Connect

DESCRIPTORS
0

Client Charactern

stic Configuration

PROPERTIES

Notify

Inf(’ @

Hands-On: HRM example

il Verizon = 12:21PM  96% [ ¢

£ JTM32WB12 Heart Rate Measure...

Hex

Log

{ STM32WB12 Heart Rate Measure...

STM32WB12
Heart Rate Measurement

UUID: 2A37
Connected

NOTIFIED VALUES

Stop listening

(i) Cloud Connect
1F430023000004

12:21:38.982

X 1F45001 EO00004

21:3

DESCRIPTORS

Inftp @

il Verizon = 12:21PM + 96% [ 4

Hex

Log
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Hands-On: HRM example

* Open your LightBlue Explorer App on Android
 Find your device and tap on it
» Tap on the Heart Rate section and select Heart Rate Measurement

Tap on “SUBSCRIBE” to Enable Notifications

LightBlue® Explorer

STM12 STM12
AONEETIOENENT.DATA PROPERTIES PROPERTIES
] PunchThrough Connection status Device Address Device Address
Canpested BOE126006776 BOE1 26006778
Advertised name. Service UUID Service UUID
e 00001B0d-0000-1000-8000-00805 /90341 000G B04-0000-1005-8¢ 08055034
Enjoying LightBlue® Explorer?
Learn about our Insights inta BLE Advartised secyics (WMDS Characteristic Name
2000180000001 005 3000008055 953655 s
Ermall Addre:
DEVICE INFORMATION Characteristic UUID Characteristic UUID
SUBsCRIGE DS D00025370000-100¢ 8000 00805198547 000028370000 1006 8000.0080513534%5
Device Address
STM12 a1 26005776 . Readable . Readable

e toe raad from Able t0'be raad from
osdem SGE1 26008776

Manufacturer Name String

Writable  Writable
GATT SERVICES & CHARACTERISTICS Supports notifications/indications _ Supports notifications/indications
asoom Generic Attribute ; : :
el Senvice Changed READ/INDICATED VALUES READ/INDICATED VALUES
6dBm  7SEDECSCT524 Generic Access
SUBSCRIBE UNSUBSCRIBE
[ Mo ermed Connection Parameters
Oadtin 2654 IBARFES Novalue read racently 1F 46 00 19 00 0D 04
R T Device Inlnlmimn.rl > Jn One of the buttons above ~ i svailsble = 10 begim Wied Apr 17 140204 COT 2019
oo 230630,1E0G3 AT A0 PR
Heart Rate DESCRIPTORS Wed Apr 17 14:02.03 COT 2019
| Unnamed Heart Riate Moa surament >
Toden 129024353155 Body Sensor Location ? Client Characteristic Configuration 1F 4800 0F 000D 04
Heah ateConmal o DON29079000-1000-8003 0050 Uipaibtete BT
1 Unnamed
o SACCIAR TG Sz TR
1 Unnamed
105cbm  4B56.207500.87 Client Characteristic Configuration
POO25073000 100005 00005 5834

Select a characteristic to explore

Heart Rate Measurement ]

Body Sensor Location

Heart Rate Control Point

ayy
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 Disconnect from the LightBlue Explorer App Hands-On: HRM example

122

» Launch the ST BLE Sensor App
» Tap on your device name

» Write down your Nucleo Bluetooth Device Address.
» Can you find it in the Mfr-Specific advertised data via LightBlue app?

wil Verizon & 11:46 AM < 92% )
Q
Q
x 72 bpm
Energy: 20 kJ
Connect to a device RRInterval: 1.00 s

L W
@
About

ST BLE Sensor
,’ Version: 421

@© Copyright 2019 STMicroelectronics.
All rights reserved.

life.augmented
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WB Architecture

ARM Cortex-M4 FPU/DPS

E4MHz
Power supply -
1.71V 10 3.6V w/DE/DC + LDO Nested Vector Interrupt
PDRIPDR/PVD/BOR Controllar (NVIC)

Crystal oscillators Memary Protected Unit (MPU)

32MHz (Radio)

32,768KHz (LSE) JTAG / SW debug

Intemal RC oscillaors
32 KHz + 4~ 48 MHz +
18 MHz (HSI) + 48MHz

+1-1% acc, over V and T(C) S DMATohannen
SISTAWUECSS Multi-Protocol Radio
Bluetootn 5™
2 g DG W00
Up ta721/0s ARM Cortex-M0+ MPU
Nested Vector Interrupt
Voltage scaling (2 modes) Controller (NVIC)
Analog

1x 12-bit ADC SAR 4, 25Msps. Security

AES 256-bit | PKA

SWdebug

Connectivity

X USART
N, smaricard, IrD,

ol
1x ULP UART

Quad-SP| (XIP)
SA\ (Full duplex)

Control

4x 16-bit 32-bit timers.

2x ULP 16-bit timers
Sensing

Display

8x40 LCD driver




RF System Front-End

124

Balun — Combine TX and RX signals
Matching Network — 50 Q impedance transformation

Harmonic Filter — Reduce out-of-band harmonics

Lys
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RF System Front-End

125

Balun — Combine TX and RX signals

Matching Network — 50 Q impedance transformation

Harmonic Filter — Reduce out-of-band harmonics

RF IC
Transceiver Balun
R

Lys
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RF System Front-End

126

Matching Network — 50 Q impedance transformation

(xxQ) Matching (50Q)

Network

Lys

life.augmented




RF System Front-End

127

Harmonic Filter — Reduce out-of-band harmonics

Antenna (50Q)

Lys

life.augmented




RF System Front-End

128

Balun — Combine TX and RX signals

Matching Network — 50 Q impedance transformation

Harmonic Filter — Reduce out-of-band harmonics

Antenna (50Q)

RF IC
Transceiver Balun
R

Lys

life.augmented




Balun — Combine TX and RX signals

Matching Network — 50 Q impedance transformation

Harmonic Filter — Reduce out-of-band harmonics

RF

—>
T . <>
Matchlng (50Q) .
' Balun Filter
Transceiver N2

Lys
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Basic RF System

Antenna (50Q)

129




Matching Network + Harmonic Filter

., Wi L L Matchin :
i = - 9 Filter
Network
Discrete solution IPD device from ST

life.augmented




‘,’ ife.augmented

Mass Production NOW

IPD Filter

MLPF-WB55-01E3

Datasheet

Versions coming for
upcoming WLCSP / BGA .

packages
Bumpless CSP

Top view (pads down)

L] B
B4 B4
B

Lys
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2.4 GHz low pass filter matched to STM32WB55Cx/Rx

Features

Integrated impedance matching to STM32WB55Cx and STM32WB55Rx

LGA footprint compatible

50 Q nominal impedance on antenna side
Deep rejection harmonics filter

Low insertion loss

Small footprint

Low thickness = 450 ym

High RF performance

RF BOM and area reduction

ECOPACK®2 compliant

Applications

Bluetooth 5

OpenThread

Zighee®

IEEE 802.15.4

Optimized for STM32WBS55Cx and STM32WB55Rx




IPD Filter

BOTTOM VIEW (pads up)
b— x —
e v L
LT | i}
= SIDE VIEW
R = =l = si S |
LT LT [
- Coating 25um
[l -FFF:’
Imm x 1.6mm CSP T
F— A —57
Table 4. CSsP ical data
[Pt | pepion | | |
X X dimension of the die 975 1000 1025 pm
Y Y dimension of the die 1575 1600 1625 pm
A X pitch 500 pm
B Y pitch 587 pm

Figure 13. PCB land pattern recommendations

PCB recommendations

included in datasheet Top ayer

Top_Solder _Mask

Ly
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o
)
<
-
'
4]
=

e (oo O kL

Shared Memory

QSPI - XIP
DMA1 7 Channel
DMA2 7 Channel

DMAMUX

GPIO Ports
AB,C,D,EH

CRC
TSC
AES1
LPTIM1
LPTIM2

SAl1

BLE IP
(AES)

BLE/802.15.4 RF

|

32 kB SRAM2b

Memory

RCC

PWR

196 kB SRAM1

Memory
T °C sensor

ADC1 16-bit ULP
S5msps / 16 ch

LCD

RCC2

LsI2
32kHz

HSE2

Power Supply POR/
PDR/BOR/PVD/PVM

USB FS + RAM

WWDG

DBG

SPI1

SPI2

12C1

12C3

LPUART1

USART1

SYSCFG/COMP/NREF

TIM1, TIM2

Architecture

* 3 autonomous sub-systems
—— « Radio sub-system

» Cortex-M0+ (CPU2)

| __— + Cortex-M4 (CPU1)

[« Common run domain
- Flash, SRAM2, RCC, PWR, EXTI
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» Radio with integrated balun

Output power: +6.0 dBm

BLE RX sensitivity: -96 dBm
802.15.4 RX sensitivity: -100 dBm
RX: 4.5mA

TX: 5.2mA (0dBm)

e -40°C to +105°C

e Packages

QFN48 / 68

» WLCSP100

Lys
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BGA129

Block Diagram

Control

Power supply
1.71V to 3.6V w/ DC/DC + LDO
PDR/PDR/PVD/BOR

Crystal oscillators
32MHz (Radio)
32,768KHz (LSE)

Internal RC oscillators

32 KHz + 4 — 48 MHz +

16 MHz (HSI) + 48MHz
+/- 1% acc, over V and T(°C)

RTC /AWU/ CSS
FILULA SUL
SysTick timer
2 watchdogs (WWDG/ IWDG)
Upto 721/0s

Cyclic Redundancy Check

Voltage scaling (2 modes)
Analog
2x ULP comparators

1x 12-bitADC SAR 4,25Msps

Temperature sensor

ARM Cortex-M4 FPU/DPS
64MHz

Nested Vector Interrupt
Controller (NVIC)

Memory Protected Unit (MPU)

JTAG / SW debug

ART Accelerator™
AHB Bus Matrix
2x DMA 7channels

Multi-Protocol Radio

Bluetooth 5™
|IEEE 802.15.4

ARM Cortex-M0+ MPU
32MHz

Nested Vector Interrupt
Controller (NVIC)

SWdebug

Security

AES 256-bit / PKA
TRNG / PCROP

Memory
Up to 1MB Flash

Up to 256KB SRAM
BOOT ROM

Secure boot loader

Connectivity

2x SPI, 2x I°C

1x USART
LIN, smartcard, IrDA,
Modem control

1x ULP UART
USB 2.0 FS — Crystal less
Quad-SPI (XIP)
SAl (Full duplex)

Control
4x 16-bit 32-bit timers

2x ULP 16-bit timers

Sensing
16-keys Capacitive touch
Display
8x40 LCD driver
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STM32WB55 Series Portfolio

Flash / RAM

1M / 256K STM32WB55CG STM32WB55RG STM32WB55VG

512K / 256K STM32WB55CE STM32WB55RE STM32WB55VE

256K / 128K STM32WB55CC STM32WB55RC STM32WB55VC

v

48 pins 68 pins 100 pins 129 pins
7X7mm 8x8mm 4.39x4.37mm 7X7mm
UQFN (p=0.5) VQFN (p=0.4) WLCSP (p=0.4) BGA (p=0.5)

Lys
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STM32WB55 Module

136

« ST Branded
* Pre-Certified | STmazw_Bss-

« Chip Antenna

S

¢ 10x10mm
* Large GPIO count
* Pin pitch = 2 layer PCB-ready

* Production in early 2020.

Lys
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256KB or 512KB Flash
96KB SRAM

. QFN48
e WLCSP47

Late 2019

Lys

life.augmented

STM32WB35 — Block Diagram

Control
Power supply
1.71V to 3.6V w/ DC/DC + LDO
PDR/PDR/PVD/BOR

Crystal oscillators
32MHz (Radio)
32,768KHz (LSE)

Internal RC oscillators

32 KHz + 4 — 48 MHz +

16 MHz (HSI) + 48MHz
+/- 1% acc, over V and T(°C)

RTC /AWU/ CSS

PLL/FLL

SysTick timer
2 watchdogs (WWDG/ IWDG)
48/ 47 Pins (QFN/CSP)
Cyclic Redundancy Check

Voltage scaling (2 modes)

Control
4x 16-bit timer

2x ULP
16-bit timer

Sensing

Capacitive touch (16 keys)

137

ARM Cortex-M4 FPU/DSP
64MHz

Memory
Up to 512KB Flash

Nested Vector Interrupt
Controller (NVIC)

Up to 96KB SRAM

BOOT ROM
Memory Protected Unit (MPU)
Secure boot loader

JTAG / SW debug

ART Accelerator™

Connectivity

AHB Bus Matrix 2x SPI, 2x 12C

1x USART
LIN, smartcard, IrDA,
Modem control, 12S

2x DMA 7channels

Multi-Protocol Radio
Bluetooth™ 5

1x ULP UART

IEEE 802.15.4 USB 2.0 FS — Crystal less

ARM Cortex-M0+ 32MHz Quad-SPI (XIP)

Nested Vector Interrupt
Controller (NVIC)

Analog

SW debug 1x 12-bit ADC SAR 4.1Msps

Security 2x ULP comparators
AES 256-bit/ PKA/TRNG

Temperature sensor

PCROP / RSS / CKS




Positioning

138

Flash / RAM
Size (bytes)

1M/ 256K STM32WB55CG STM32WB55RG STM32WB55VG

———————————————————————————————————————————————————————————————— STM32WB55

si2 258K STM3ZWB3S
2K /98K

256K / 128K STM32WB55CC STM32WB55RC STM32WB55VC
256K / 96K STM32WB35CC STM32WB35CC

> Pin count
47 pins 48 pins 68 pins 100 pins 129 pins
_ 7X7mm 8x8mm 4.39x4.37mm 7X7mm
WLCSP (p=0.5
(p=0.5) UQFN (p=0.5) VQFN (p=0.4) WLCSP BGA (p=0.5)*
PIN 2 PIN
COMPATIBLE

‘ ,’ * Exact part number on

BGA 129 To be confirmed
life.augmented




STM32WB & BlueNRG Series

111

BLES.0
BLE4.1 BLE4.2 BLES.0 IEEE 802.15.4

BlueNRG-1/2 BlueNRG-LP STM32WB

ARM Cortex-M4F Core

BlueNRG-MS

ARM Cortex-M0 Core ARM Cortex-M0 Core ARM Cortex-M0O+ Core 1MB Elash
256KB RAM
RX: 7.3mA 160KB / 256KB Flash 256KB Flash 12C, SPI, UART, QSPI, USB,
TX: 8.2mA (0dBm) 24KB RAM 48KB RAM ADC, LCD
Sensitivity: -88dBm I2C, SPI, UART, ADC 12C, SPI, UART, ADC
RX: 7.3mA RX: 4.5mA ARM Cortex-MO0+ Core
TX: 8.2mA (0dBm) TX: 5.2mA (0dBm) RX: 4.5mA
Sensitivity: -88dBm Sensitivity: -96dBm TX: 5.2mA (0dBm)
Sensitivity: -96dBm
NETWORK
SINGLE-CORE DUAL-CORE
PROCESSOR - .

APPLICATIONS PROCESSOR

v

Lys
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Cortex-MO+ processor overview

140

- ARMvV6-M architecture Arm Cortex®-M0+

Nested vectored interrupt controller

 VVon Neumann architecture

« 2-stage pipeline

Memory Protection Unit

» Single-issue architecture

watchpoint Serial Wire

« Single-cycle MULTIPLY Debug

life.augmented

IYI http://www.arm.com/products/processors/cortex-m/cortex-m0+-processor.php @




. ® ®
ARM ARM® Cortex® M4 Core

" E_BN
Cortex L
Low-Power Leadership from ARM Single precision
Better code efficiency
Eliminate scaling and saturation
Support meta-language tools (MATLAB, etc)

.y DSP

S Harvard architecture
Single-cycle MAC
Barrel shifter

Easy C programming
Interrupt handling

Cortex-M4
Ultra-low power

KYI http://www.arm.com/products/processors/cortex-m/cortex-m4-processor.php

life.augmented




Dual core — How does that work?

142

IPCC: Inter Processor Communication Controller

HSEM: Hardware Semaphore — prevent shared resource access conflicts

CM4 has a message for you

| have a message for the CMO+
@ #FFEEFFE

@ #FFEEFFE R R
cvms | IPcC 8 CMO+

Message collected

- JRead message then erase

<

Message collected by CM0O+

IPCC works in both directions

&

Lys
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User Flash (1MB)

Updater

Keys secure
Radio Stack

SFSA

Application non-secure

System Flash

Boot loader

non-secure

Lys
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SRAM2b (32KB)

secure

SNBRSA

non-secure

SRAM2a (32KB)

secure

SBRSA

non-secure

Memory Partitioning

SRAM1 (192KB)

non-secure

2 Securable by register bit @

143



User Flash (1MB)

Updater + Keys (40KB)

Radio Stack (172KB)
SFSA = 0x080CB000 ——*

796KB (199 pages)

HRM App = 16KB (4 pages)

Lys
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1024KB (256 pages)

Memory Partitioning: BLE Stack

SRAM2b (32KB) 144

0x2003FFFF

secure

SNBRSA (0x14) = 0x2003D000 ——»

non-secure

0x20038000

SRAM2a (32KB)

0x20037FFF

secure

SBRSA (0x0a) = 0x20032800 ——»

non-secure

0x20030000




Updater + Keys (40KB)
Radio Stack (500KB)

SFSA = 0x08079000 —>

484KB (121 pages)

BLE_Thread_Static App

= 32KB (8 pages)
Lys

life.augmented

Memory Partitioning: BLE+Thread (Concurrent) Stack

User Flash (1MB)

FUS +
Keys +
BLE/Thread

BLE +Thread

1024KB (256 pages)

SRAM2b (32KB) 145

0x2003FFFF

secure

SNBRSA = 0x20038000 ——*

SRAM2a (32KB)

0x20037FFF

secure

SBRSA = 0x20032800 ——

non-secure

0x20030000




Release Notes.html

Release Notes for Update HiStOl'y
STM32WB Copro Wireless Binaries V1.0.0 / 06-February-2019

C ight © 2019 STMi lectroni
opyrig icroelectronics Main Changes

First release

,’ First official release.
Binary Install Address and version : Provides Install address for the targeted binary to be used in "STEP 4" of flash procedure.
114 ~ . . .
iie. chmenfed |Wireless Processor Binary Install address Version Date
stm32wh5x_BLE_Stack_fw.bin Ox0B0CE000 V100 02/06/2019
License stm32wh5x_BLE_HCILayer_fw.bin Ox0B0CDO00 v1.0.0 02/06/2019
stm32whb5x_Thread _FTD_fw.bin Ox0B09F000 v1.0.0 02/06/2019
This software component is licensed by ST under Ultimate Liberty license stm32wb5x_Thread_MTD_fw.bin 0x080B5000 v1.00 02/06/2019
SLADO44, the “License™; stm32wbSx_BLE Thread fw.bin 0x08079000 v1.0.0 02/06/2019
You may not use this file except in compliance with the License. stm32wb5x_Mac_§DZ_15_4_f\mhm - CXUB0E2000 UL E20/Z01)
stm32wb5x_rfmonitor_phy802_15_4 fw.bin 0x080EAQ0D v1.00 02/06/2019
You may obtain a copy of the License at: SLA0044
Purpose
This release covers the delivery of STM32WB Coprocessor binaries.
Here is the list of the supported binaries:
* stm32whb5x_BLE Stack_fw.bin
© Full BLE Stack 5.0 certified : Link Layer, HCIL, L2CAP, ATT, SM, GAP
and GATT database ; m—
o BT SIG Certification listing : Declaration ID D042164 » STM32WE_Copro_Wireless_Binaries i
® stm32whb5x_BLE_HCILayer_fw.bin Help
© HCI Layer only mode 5.0 certified : Link Layer, HCI - Share with Print MNew folder
© BT SIG Certification listing : Declaration ID D042213 =
o Mame
* stm32wb5x_Thread_FTD_fw.bin
o Full Thread Device certified v1.1 ) | @ Release Notes.html
© To be used for Leader / Router / End Device Thread role (full || stm32wh3x_BLE_HCILayer_fw.bin
features excepting Border Router) || stm32wh5x_BLE_Stack_fw.bin
| stm32wh5x_BLE_Thread_fw.bin
For complete documentation on STM32WBsox, visit: [www.st.com/stm32wb] || stm32wh5x_Mac_802_15_4_fw.bin

| stm32wh5x_rfrmonitor_phy802_15_4_fw.bin
‘ | stm32wh5x_Thread_FTD_fw.bin
'I || stm32wh5x_Thread_MTD_fw.bin

life.augmented




Non Invasive

Attacks description

Environment
» Temp / Voltage / Clocks
Fault injection
Exploit debugger
Side channel
Power Analysis

loT Protection Ready
147

STM32WB Countermeasures

Temp sensor

Power supply monitor
Clock security system
Tamper pads

ECC, Parity check
SRAM mass erase
Read out protection
Flash-only boot

Software

R ——

Break the encryption

Extract keys

Exploit debugger / test modes
Malware

Replay

Customer Key Storage

RNG, Crypto accelerator, CRC
Readout / Write memory protections
Memory Protection Unit

Root Security Service

Secure Firmware Update (SFU)
96-bit Unique ID

Lys

life.augmented




OTA Update Scenario
148

V (a

Antenna

Network Application Processor
Processor Cortex-M4
Cortex-MO+ FPU + MPU

2 ikt DSP instruction
64 MHz

o)
5
o
N
I
o
N
o

Modem (BLE, 802.14.5)
ey Storage
AES 128-hit

Customer

V.

| Fw
Empty Flash | Application
| V10

‘,’ Closed Sub-system

life.augmented Radio + Key storage




OTA Update Scenario
149

V (= N\

NI Application Processor .
Processor PP Cortex-Ma New FW package received

C%f;ea-k'\lf'o’f FPU + MPU
- DSP instruction
64 MHz

Antenna

o)
5
o
N
I
o
N
o

Modem (BLE, 802.14.5)

Customer
ey Storage
AES 128-hit

V.

O FW | Fw
Application I Empty Flash | Application
V2.0 I | V10

‘,’ Closed Sub-system

life.augmented Radio + Key storage




OTA Update Scenario

150

V (= N\

Network

Application Processor @ New FW package received

Processor Cortex-M4

Cortex-MO+
32 MHz

Antenna

FPU + MPU
DSP instruction @ New FW detected

64 MHz Update is launched

Modem (BLE, 802.14.5)
ey Storage
AES 128-hit

Customer

V.

O FW I FW,
Application I Empty Flash | Application
V2.0

‘,’ Closed Sub-system

life.augmented Radio + Key storage




OTA Update Scenario
151

\%

Antenna

Network
Processor

Application Processor @ New FW package received
Cortex-M4

Cortex-MO+
< +
32 MHz FPU + MPU

DSP instruction @ New FW dleteCtﬁd
64 MHz Update is launched

App Processor send New

1 @ FW package signature and
encryption key for authentication

Modem (BLE, 802.14.5)

Customer
ey Storage
AES 128-hit

V.

@ FW | I
Empty Flash | Application

Application
V2.0 I | V10

‘,’ Closed Sub-system

life.augmented Radio + Key storage




OTA Update Scenario
152

\%

Network Application Processor i
S oceceor pp Cortex A @ New FW package received
Antenna Cortex-MO+ QP FPU + MPU

32 MHz

DSP instruction @ New FW dleteCtre]d
64 MHz Update is launched

App Processor send New

1 @ FW package signature and
encryption key for authentication

2.4 GHz radio
Modem (BLE, 802.14.5)

Authentication signature

matches preprogrammed key
4 ) it not, the process is

aborted and device resets

Customer
ey Storage
AES 128-hit

V.

@ FW I
Application I Empty Flash | Application

V2.0 I | V10

‘,’ Closed Sub-system

life.augmented Radio + Key storage




\%

Antenna

Lys
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Network
Processor

Cortex-MO+
32 MHz

—

2.4 GHz radio
Modem (BLE, 802.14.5)

ey Storage
AES 128-hit

Customer

V.

OTA Update Scenario

Application Processor
Cortex-M4

FPU + MPU

DSP instruction

Closed Sub-system
Radio + Key storage

Q= FW
Application |
V2.0

Empty Flash

64 MHz

| Application
| V10

®
®

®

©

153

New FW package received

New FW detected
Update is launched

App Processor send New
FW package signature and
encryption key for authentication

Authentication signature
matches preprogrammed key
if not, the process is

aborted and device resets

New FW package is
decrypted with proprietary
Key.




OTA Update Scenario
154

\%

Network Application Processor i
S oceceor pp Cortex A @ New FW package received
Antenna Cortex-MO+ QP FPU + MPU

32 MHz

DSP instruction @ New FW dIEteCtre]d
64 MHz Update is launched

FW package signature and

@ App Processor send New
encryption key for authentication

2.4 GHz radio
Modem (BLE, 802.14.5)

Authentication signature

matches preprogrammed key
4 ) it not, the process is

aborted and device resets

Customer
ey Storage
AES 128-hit

V.

New FW package is
decrypted with proprietary
Key.

Empty Flash Application

V2.0 New Firmware replaces
@ older firmware device re

‘,’ Closed Sub-system

life.augmented Radio + Key storage




AN5156 — Security

AN5156 is a deep-dive into many security topics, some common and some WB-specific 155

Table 4. Attacks types and costs

Boot protection Rk Software Hardware non—invasive Hardware invasive

—

(-]
-]
E; Secure B
& o applications
- User application
i )
-]
Secure Firmware Update Secure key storage . 1 | |
1 Scope Remote orfocal Local boand and device level Local device level
Software bugs Debug port Probing
o | Profocol weaknesses Power Gliches Laser
i i ecnnics
Dfn‘:c; a::;;“ Memory protections | Trojan rorse Faut injection FiB
Eavesdropging. .. Side-channels analysis... Feverse enginesnng. .
@ Costt From wery low o high Cwite low cost. Need only moderately Very expensive. Meed dedicated’
expertise depending on the security ‘sophisticated equipment and knowledpe to | heavy equipment and very spedific
failure targsted impiement skiis
"’“"?j?“:;?‘ﬁde"'i'l aszels Reverse engineening of the device
Objectives {code and data). Access to secret data or device intemal {silicon intellechual property]
’ - 3 Usurpation behavior {algoridm} Aceess to hidden hardware and
Figure 13 Dual-core architecture with CKS service | Dariiat of seriice software secrets {Flash access )

CPU2

AES HW block

ﬁ CPU1 User application

life.augmented




Cortex M4
core

Cortex MO+
core

Lys
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| Prefetch buffer

| Current buffer

D Cache
256 Bytes

D Current buffer

| Cache
32 Bytes

| Prefetch buffer

| Current buffer

D Current buffer

>
=
=)
=
QD
Q
D

ART Accelerator™

» Cortex-M4
» Instruction cache = 32 lines of 4x64 bits
» Data cache = 8 lines of 4x64 bits

Flash * Pre-fetch buffer

memory
128K x 64 bits
(1 MB) * Cortex-MO+
» Instruction cache =4 lines of 1x64 bits
+ Data cache =4 lines of 1x64 bits
* Pre-fetch buffer

156




Radio .
DMA2 S Bus Matrix
157

ARM® Cortex®-M4F Cortex®-MO+

[72]
3
U)- L . ﬁ
@ @
—@
® v ® ® o ¢
@ @ r @ I o
@
.7
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Power schemes

158

VDDRF

VDDA 2 COMP
ADC

VREF+ d I VREF buffer | CPU1, CPU2 Radio RF

== SRAML,2

VFBSMPS Bl

Voltage Regulator Peripherals

I Radio sub-system

VDDSMPS
- = VDDUSB
L

Reset block Backup domain

PLL, HSI, MSI

VLCD VLCD buffer
Standby circuitry

life.augmented

LSE, RTC, backup
registers




SMPS Schematic

159

OPEN: SMPS=0ON
CLOSE: SMPS=0OFF

STM32WBxx

VDD * / gﬂ VDDSMPS

4.7uF i: C1 “é
L VLXSMPS
Murata : GRM155R61A475MEAA VFBSMPS
T 4
VSSSMPS

Wurtz 74479774222

8MHz SMPS configuration
"I For 4AMHZ SMPS configuration change L1 = 4.7uH

life.augmented




Wake-up time
9 cycles

5 ps (20 ps)

14 ps (25 ps)

14 ps (25 ps)
50 us

(..) SMPS mode

Lys
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FlexPowerControl

RUN (Rangel) at 64 MHz 117 (73) pA/ MHz**

SLEEP at 64 MHz 41 pA/ MHz

STOP 2 (full retention) 1.8pA/ 2.2 pA *

STANDBY + 32 KB RAM 320 nA/ 600 nA*

STANDBY 110 nA/ 440 nA* RF Operation

SHUTDOWN 30 nA/ 315 nA*

VBAT 2 nA /300 nA*

Typ @ VDD =1.8V @ 25 °C

* with RTC

** from SRAML High performance

=» CoreMark score = 215

Outstanding power efficiency
= ULPBbench score = 175




HSE (32MHz) required for radio operation

LSE (32.768KHz) required for most BLE applications

augmented

LSI1 RCC 32 kHz ™

to IWDG

LSI2 RCC 32 kHz ﬁ I

LSE to RTC and LCQ

Y

0sC32_oUT

0sC32_IN

to BLE wakeup

o 10802154 wakeup_

Lsif
Lsi2 to CPU1, AHB1, and AHBZ,
LSE to CPU1 FCLE
HSE to CPU1 system time,
Mo 1 SYSCLK
L2
PLLCLK
usi 124816
Ms!
RC48
0sC ouT 124816
E@ OSC_IN 1
to CPU
to CPU2 FCLK
FSTRC
16 MHz to CPU2 system time,
WSTRC
AHBS
100 kHz - 48 MHz SHDUPRE | HCLKS to AHBY
RS M2..512
48 MHz to APB:
s HSI l e
HCLKRF to AHBRE
=
- o
HSE toRE
PLLSYS ms! HSI_V33
PLLSYSSAICLK
@l il RC48 SMPSDIV
toUsg 12346812
' || PLLSYSUSBCLK
. o RN
3
R | PLLSYSCLK PCLKn
SYSCLK to USART1
to LPUART}
HSI HS|
PLLSAI wsay
p || PLLsAlCLK LSE
SAI_EXTCLK
' || PLLSAIUSBCLK PCLKn
HS|
'R || PLLSAIADCCLK to LPTIMY
1o ADG Lsi
SYSCLK LsE




HSE Trimming

» BLE requires very accurate 32 MHz clock 162
10 rail §
- Frequency can vary 5
* Manufacturing process variations _%_ 3 _§_
* Crystal used A3
« PCB design vssxrau Lo |
. OSCINV3I3M
- Integrated load capacitor bank i
» 64 values for fine tuning xm{__{
* MCO clock output pin used for measurement at factory test oscoumvm
« Stored in OTP > | s b
= %
* No need for external capacitance )
* AN5042 provides details
‘_ AN5042
’ ffe-augmented Application note

life.augmented

r HSE trimming for RF applications using the STM32WB Series %




Silicon Cost Savings

163

« Embedded RF balun

All VDD

e Single IPD from ST

Impedance
Matching

* Simple SMPS circuit Filter

* Integrated HSE crystal tuning caps

* Minimal passives needed

LCrystals

* Simple 2 layer PCB design STM32WB55

Simplified Schematic Diagram

life.augmented @




Batch Acquisition Mode (BAM)

164

Peripheral + DMA + SRAM1

Flash in Power-down mode

CortexM4 in Sleep mode

CortexMO+ in Sleep mode

Sensors

Lys
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Hands-On

CubeMonitorRF

Lys

life.augmented

.
sTmz2” I
CubeMonitor-RF




BLE commands

OpenThread commands

BLE & 802.15.4 RF tests

COM-port based

STM32CubeMonitor-RF

Lys

<
sTM3." NP
CubeMonitor-RF




Mode selection

- l— = X =l

167

We will run in BLE mode |
N

life.augmented



Hands-On Time! CubeMonitorRF

168

Open the Transparent Mode workspace

). % 5TM32Cube PW WB V100 » Projects » MUCLEO-WBS5.Mucleo » Applications » BLE » BLE TransparentMode » EWARM »

. BLE_TransparentMode

. settings

| “| BLE_TransparentMode.dep

| “| BLE_TransparentMode.ewd

A BELE_TransparentMode.ewp
———> @ Project.eww

iy startup_stm32whb55_cmd.s

|| stm32whb55i_flash_cmd.icf

Lys
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Build, Debug & Run on your Nucleo board

Hands-On Time!

Proje A
File Edit View Project ST-link Tools Window Help
AR - 1 A T < Q>SE<P >0 RO 0 -idb.
Waorkspace > & X | stm32wbnr_hal.conth | mainc 3 | stm3zwboc hal.c [RO] | stm32wie_halh [RO] | stm3Zwiio halree.c [RO] | stm32wbio nuciea.c [RO] | stm32wii_hal_flash.c [RO] | <
BLE_Transparenttdode - 1]
106 *# gretval int .
Files - LA == s \_ e
E @BLE_TransparentMode - BLE_Tr... + 108 int main({woid)
& B Application A 109 ] {
° |- 110 #* USER CODE BEGIN 1 #/
111 =
3 112 #* USER CODE END 1 */
i ™ 113
| M 114 /% MCU Configurati 7
I hw_timerserver.c e s -y .
hw_uartc a 116 /* Reset of all peripherals, Initializes the Flash interface and the Systick. #/
in.c -- 117 HAL Tnit{);
- 118
B Output . F.
| R opn_commonh 119 #* USER CODE BEGIN Init */
PR s 120 Reset_Device();
| app_cont. 121 Config_HSE();
i app_entnyh 122 /* USER CODE END Init +/
— Bl cmsis_iarh 123
— B core_cmdh 124 /* Configure the system cleck #/
I core_cmFunch 125 SystemClock_Config{):
I core_cmlnstrh 128
i F— Bl core_cmSimd h 127 /* USER CODE BEGIN SysInit +/
— [kl dbg_trace.h 128 PeriphClock_Config{):
— [ DLib_Config_Fullh 129 Init Exti(): /**< Configure the system Pover Mods */
i |— EIDLib Dafaults.h x 130 #* USER CODE END SysInit #/
| [ BLE_TrarspareniMods L i ] ¥l
| Find in Fites v x
i
||| Path Line String Matched
A [ *
Build | Debug Log | Find in Files
||| Ready Ln 576, Col 19 System CAP NUM ovR EEE

CubeMonitorRF

/4
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Connect to CubeMonitorRF

170

Select device on relevant COM port

COM3

ACI (s3] COM32 Beacon
|

life.augmented %




Connect

COMMECT

Connect to start communication

ACl Commands Scripts

Lys
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Connect

172

Command Complete signals successful communications

ACI log Update Autoscroll

No Time Type

0 11:06:50.872 HCI_READ LOCAL VERSION_INFORMATION
1 11:05:5[:-59

2 11:06:50.912 VS_HCL C1_DEVICE_INFORMATION

3 11:06:30.93 mmand Complete

Lys
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Connect

Click on the Command Complete line to get more information on the command sent

0 11:06:50.872 HCI_READ_LOCAL_VERSION_INFORMATION
1 11:06:50.895 Command Complete
2 11:06:50.912 VS _HCILC1_DEVICE_INFORMATION

Parameter Value Litera
HCI packet indicater 021 HCI M4 Event Packet
Event_Code 0:0E Command Complete

Parameter_Total_Length D42
Num_HCI_Command_Packets 0x01

Command_Opcode OxFD62 WS_HCI_C1_DEVICE_INFORMATION
Status 0x00 SUCCESS
Device Revision 0x2000

Device Code Id 0x04935

Device Package 013

Device Type 0x25

Device Company 0:000080E1

UiD64 0x0000D7AS

Device UID96 0x203430...

Safe Boot Information 0x00000000

Rss Information 0x000000...

CMOD and Wireless FW version 0x00020D02
CMD and Wireless FW mem... 0x160C002C
CMO and Wireless FW, Thre... 0x00000000
CMD and Wireless FW, ELE i... 0x00000000
CM4 FW Information 0x00000700

m © e
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Connect

Click on + More for additional detail

0 11:06:50.872 HCIREAD_LOCAL_VERSION_INFORMATION
1 11:06:50.895 Command Complete
2 11:06:50.912 VS_HCLC1_DEVICE_INFORMATION
Parameter Value Litera
HCI packet indicator 0x21 HCI M4 Event Packet
Event_Code 0x0E Command Complete
Parameter_Total_Length Ox42
Num_HCI_Command_Packets 0x01
Command_Opcode O0xFD6Z  VS_HCLC1_DEVICE_INFORMATION
Status 0x00 SUCCESS
Device Revision 0x2000
Device Code Id 0x0495 Command Details
Device Package 0x13
Device Type 0x25 L P e e
Device Company 0xD000B0ET Paramete Value Litera Info
e ibos o0otas HCI packet indicator 0x21 HCI M4 Event Packet
Safe Boot Information 0x00000000 Event_Code 0:0E Command Complete
Rss Information 0x000000... Parameter_Total_Length 042
gmg E": w’eless m version g"?ggggggg Num_HCI_Command_Packets 001 The number of HCl command packets which are allowed tc
CMD ond Wireloss FW, Thre... 0+00000000 Command_Opcode 0xFD62 VS_HCI_C1_DEVICE_INFORMATION Opcode of this command which caused this event.
CMO and Wireless FW, BLE i... 0x00000000 Status 000 SUCCESS Error code. See Core v4.1, Vol. 2, part D.
CM4 FW Information 0x00000100 Device Revision 0x2000 Device revision information (From MCU)
© vore Device Code Id 0x0495 Device Code identifier (From MCU)
Device Package 013 Device Package (from package data register)
Device Type 0x25 Device Type Id (from FLASH UID64)
Device Company 0:000080E1 Device Type Id (from FLASH UID64)
UiDa4 0xD000D7AS UID64 (From flash)
Device UID96 0:203430523036500600350048 UID96 from Unique Device |D register
Safe Boot Information 000000000 Safe Boot Information (from SRAM2)
Rss Information (0:000000000000000000000000 Rss Information (from SRAM2)
CMO0 and Wireless FW version 000020002 CMO+ Wireless FW Information (from SRAMZ)
CM0 and Wireless FW memory size 0x160C002C CMO+ Wireless FW Information (from SRAM2)
CM0 and Wireless FW, Thread information 0x00000000 CMO+ Wireless FW Information (from SRAM2)
CM0 and Wireless FW, BLE information 000000000 CMO+ Wireless FW Information (from SRAM2)
CM4 FW Information 000000100 CM4 FW Information (Coded in user flash)

< b




Lots of categories to choose and filter from

) /4

.augmented

Seitings Device

STM32CubeMonitor-RF

3 . o

ACI Commands

HW RESET

Scripts Beacon RF Tests

AN

“Command
list

HCI Command Packet

HCI packet indicator s

Op_Code 0x0C2D HCI_READ_TRANSMIT_POWER_LE...
Parameter_Total_Length 0x03

Connection_Handle [ox0000 ]

Type [ox0o ¥

3¢ e value | o Add pa p .Stans:f:ptrenmmng

Help

ACI Utilities

Specifies which Connection_Handle's Tr_.
0x00- Read Current Transmit Power Lev.

ACl log ElUpdatE | Autoscroll

JEoNotmewN o =

12
13
14
13
16
17
18
19

ime

M4 version - 0.0.1
[EMO version 1 0.2.13.2

T1:543... HCILREAD_LOCAL VERSION_INFORMA...

11:54:32.059
11:54:32.063
11:54:32 084
11:55:22.005
11:55:22 099
11:55:22.223
11:55:22.226
11:55:22.240
11:55:22.243
11:55:22.256

HCI packetindi... 0x04 HCIEvent Packet

Event_Code

Command Complete
WS_HCI_C1_DEVICE_INFORMATION
Command Complete

HCI_RESET

Command Complete
AGI_HAL_WRITE_CONFIG_DATA
Command Complete
ACI_HAL_SET_TX_POWER_LEVEL
Command Complete

~ ACI_GATT_INIT

O0x0E Command Complete

Parameter_Tota... 0x04
Num_HCI_Com... 0x01
Command_Opc... 0xFDOTACI_GATT_INIT

Status

11:55:22.273
11:55:22.277
11:55:28.487
11:55:28.496
11:55:28.509
11:55:28.513
11:55:28.529
11:55:28.533

0x00  SUCCESS

0 More!
ACI_GAP_INIT
Command Complete
ACI_GAP_DELETE_AD_TYPE
Command Complete
ACI_GAP_DELETE_AD_TYPE
Command Complete
ACI_GAP_UPDATE_ADV_DATA
Command Complete

STM32CubeMonitorRF

Command categories:

HCI

HCI test
HAL
GAP
GATT
L2CAP )

ARM CMO+

User code

BLE stack

Transparent Mode (App)

Profiles Services

Link Layer

Radio PHY




Scripts

Open and Edit the HR_Init. GAP_GATT.txt Script file

(In your installation zip file, Scripts folder)

b STM32ZWE Workshop Installation » /

pd

b STM32WE Workshop Installation » Scripts

i folder
o Mame
| Handetin ewith = Print E-mail Mew folder
i Scripts - K
|| readrmetet
STM32WE Workshop Installation.pdf || BLE Beacon Script eddystone bt
ﬁ‘! STM32WE_Workshop_Tool_Validator.exe =| BLE [O0OP.bet

| | BLE_Pause.txt

| BLE_Sample Script.bet
» | | HR Init GAP_GATT.txt

|| HR_Update Char.txt

Lys

life.augmented




Scripts

177

" 7| HR Init_GAP_GATT.txt - Notepad

File Edit Format View Help
# Use hashtags to add comments

send(HCI_RESET)
Send (ACT_HAL_SET_TX_POWER_LEVEL ; 0x00; 0x18)

#SET Bluetooth Address
SEHd(ACI_HAL_WRITE_CDNFIG_DATA; Ox00;0x06;0x112233445 555)

#CandMArT UAI SCT DANTA ACTTWTTY MASE - DwNOWNR

Set the Bluetooth Address Modify this value as you wish

Send(ACI_HAL_WRITE_CONFIG_DATA;0x00;0x06;0x112233445566)

Ly
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» Change the two characters of the Local Name with your Magic number (e.g.

Scripts

change 0x4257 to 0x3130 for magic number “01”.

#EOx42 57
Ox09 -
0x53 -
Ox54
Ox4D
0x33
0x32
0x57
Ox42

R R R

&7

augmented

Send(ACI_

GAP_SET_DISCOVERABLE ; 0x00; 0x0080; 0x00A0; 0x00; 0x00;0x08;044257B2334D0545309; 0x03; 0x180D02; 0x0000; 0x0000)
32 33 4D 54 53 09 : : :
Locl name * Note Little-Endian byte ordering
”5”
”T”
”M”
FI3PI
r|2r|
”W”
”E”
Hex Char
30 0
” . 7 ASCII chars + 0x09 = 0x08. To add characters, also change the
32 2 LENGTH parameter (x+1)
33 3
34 4
35 5
36 6
37 7
38 8
9

39
* ASCII Character Set for Magic numbers @




Lys
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Scripts
Save and Load your script

ACI Commands Beacon RF Tests Advertising

Script

Generate report

WO ENERE TN ETE e Rt BICTIM32WB Workshop Installation\Scripts\HR_Init_GAP_GATT txt

BROWSE

Start Script ~—~—

START SCRIPT




LightBlue | Explorer App

180

Find your device Show ADV data Enable Notifications

all Verizon LTE 9:06 AM v 29% W) wll Verizon LTE 9:11 AM 9 28%m )

Sort LightBlue | Explorer Filter UUID: 4A33/D50-EFST-EEAY-EAB4-UB3OR/YAZ (38 & bluenrg Heart Rate Measure ment  Hex
Perip Connected biuenrg
J STM32WB
1 1service ADVERTISEMENT DATA Show lI;iJgaERate Measure
Connected
@ Create Virtual Peripheral Heart Rate

READ/NOTIFIED VALUES

Heart Rate Measurement

Read again Listen for notifications
Properties: Read Notify

(i) Cloud Connect
0000

09:10:54.974

DESCRIPTORS
0

Client Characteristic Configuration

PROPERTIES

Read

NI~tify
Info @ Log Info @

Log

Lys
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Now load the HR_Update_Char.txt script to send
Notification Updates

b STM32WE Workshop Installation b Scripts

rewith = Print E-mail Mew folder

-
b

Mame

.| BLE_Beacon Script eddystone.be
. | BLE_LOOP.&xt

| | BLE_Pausetd

.| BLE_Sample Script.tbet

.| HR_Init_GAP_GATT.ht
|| HR_Update_Char.bdt

Lys
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Dummy Heart Rate
Values are sent

STM32CubeMonitorRF

181

il Verizon LTE 9:03 AM v 29% W

( bluenrg Heart Rate Measurement Hex

bluenrg

Heart Rate Measurement
UUID: 2A37
Connected

READ/NOTIFIED VALUES
Read again Stop listening

(i) Cloud Connect

DESCRIPTORS

Info @ Log




Scripts

Application Note AN5270 describes the ACI/HCI commands available

e via CubeMonitorRF
* via Application API's

232 ACI_HAL_WRITE_CONFIG_DATA
Description

This command writes a value to a low level configure data structure. It is useful to setup directly some low level
parameters for the system in the runtime.

Input parameters

Table 108. Input parameters

parsmetr Sze | pesrtion Post vaes

Offset of the element in the configuration data

structure which has to be written. The valid

offsets are:

. 0x00: Bluetooth public address, value
length to be written: 6 bytes

. 0x06: DIV used to derive CSRK, value

length to be written” 2 bytes . 0x00: CONFIG_DATA_PUBADDR_OFFSET

«  0xD8: Encryption root key used to derive |*  0%06: CONFIG_DATA_DIV_OFFSET
LTK and CSRK, value length to be . 0x08: CONFIG_DATA_ER_OFFSET
Offset 1 written: 16 bytes . 0x18: CONFIG_DATA_IR_OFFSET
. 0x18: Identity root key used to derive LTK |« 0x2C: LL_WITHOUT_HOST
and CSRK, value length to be written: 16 |, 0x2E-
bytes CONFIG_DATA_RANDOM_ADDRESS_WR
*+ 0x2C:Link layer without host (for - 0x2F: CONFIG_DATA_WATCHDOG_DISABLE
certification purposes), Value length to be ) - - -
written: 1 byte
. 0x2E: Static random address: 6 bytes
. 0x2F: Disable watchdog (1=disable,
O=enable), value length to be written: 1
byte
Length 1 Length of data to be written -

‘ ’I Value Length | Data to be written -

life.augmented




Lunchtime!




WB55 Dongle Board

The USB Dongle is quite useful as the CubeMonitorRF sniffer

184

This project uses the USB CDC class directly (not the STLINK VCOM port) to parse commands

Although there is no STLINK on board, the USB bootloader can be invoked via BOOTO switch &
CubeProgrammer, and the binary can be programmed

Ko LEDs Extension connector

BOOTO Wil

Selector Extension connector RF UFL
connector

life.augmented



Dongle config
* Move Dongle Switch to Bootloader mode

* Plug in Dongle

Selector

—l

Bootloader active to the right
» Ensure the driver has enumerated “STM32 Bootloader”

Figure 4. STM32 DFU device with STM32CubeProgrammer driver
41§ Universal Serial Bus controllers
¥ Generic USB Hub
§ Generic USB Hub
- i Intel(R) 6 Series/C200 Series Chipset Family USB Enhanced Host Controller - 1C26
- i Intel(R) 6 Series/C200 Series Chipset Family USB Enhanced Host Controller - 1C2D
- H Renesas Electronics USB 3.0 Host Controller
@ Renesas Electronics USB 3.0 Root Hub
@ USB Composite Device
§ USB Root Hub
| @ USBRoot Hub
4 a Universal Serial Bus devices

-1 § STVB2 Bootloader

Lys
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CubeProgrammer User Manual

186
Chapter 1.2.4 details the DFU driver install / update procedure

Old or Native MS drivers must be replaced to properly access the bootloader

Figure 2. Deleting the old driver software

['Canfirm Device Uninstall [ Old Dl’iver i
ST Deveein OFU e New Driver!
o

Waming: You are about to uninstall this device from your system.

[¥] Delete the diiver software for this device

Figure 3. STM32 DFU device yfith DfuSe driver Figure 4. STM32 DFU device wjth STM32CubeProgrammer driver
— 4§ Universal Serial Bus controllers 4§ Universal Serial Bus controllers
== . § Generic USB Hub ... § Generic USB Hub
L. § Generic USB Hub Pk H Generic USB Hub
. § Intel(R) 6 Series/C200 Series Chipset fhmily USB Enhanced Host Controller - 1C26 .y 2 e C:;:: ::]':; el il
- ’ :tel(R] 5E]55rles,f(?20i)j:;r;¢; Eh[ps Family USB Enhanced Host Controller - 1C2D . § Renesas Electronics USE 3b Host Controller
.‘ R Tt N WV Hos)ontrotier - § Renesas Electronics USB/.0 Root Hub
' Renesas Electronics USB 3.0 Rgft Hub L. § USB Compasite Devic
~{§ STM Device in DFU Mode . § USBRoot Hub
i..§§ USB Composite Device . .. USBRoot Hub
= 'I USB Root Hub 4 i Universal Serial Bus devices
“§ USB Root Hub | § STMB32 Bootloader

Lys
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CubeProgrammer
1 Open STM32 CubeProgrammer

Device memory [ Open file

Address | ox08000000 |~ | Size

Data width

0x400 2-bit

Address
0x08000000
0x08000010

0
20001378
08003721

a
08003531
08003725

8
08003811
08003729

c
08003813
00000008

0x08000020 00000000 00000000 00000000 #o03815
0x08000030 08003817 00000000 080028 08003818
0x08000040 08003720 08003731 003735 08003831
0x08000050 08003739 5 D 08003741 08003745

0x08000060 08003743 0800374D 0800381F 08003751 I7..M7...
0x08000070 058 5 08003759 0800375D 08003761 T
08003765 08003769 0800376D 08003771 e7..47..
08003775 08003779 0800377D 08003781 u7..y7..
08003785 08003789 0800378D 08003791 [
0x0800008B0 08003795 08003799 0800379D 080037A1 R
0x080000C0 08003745 08003749 080037AD 080037B1 ¥7..07...
0x080000D0 08003825 08003785 08003789 080037BD HB T T B s
0x080000EQ 080037¢1 080037¢5 080037€9 080037¢D A7..A7..E7..17..
0x080000F0 08003839 08003835 080037D1 080037D5 98..58..N7..07..
0x08000100 080037D9 080037DD 080037E1 0BOO37ES 07 .¥7..57. 47,

Verbosity level @11 ()2 2 information
elect mode an onnect
Address * 0x8000000
: Data read successfully
i Time elapsed during the read operation is: 00:00:00.009

P

Serial num
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CubeProgrammer

Open the BLE_TransparentModeVCP_reference.hex file for Dongle 188

» MNUCLEO-WB55.USBDongle » Applications » BLE » BLE TransparentModeVCP »

Help
Include in library = Share with v New folder
abe_FW_WE_V1.0.0 < Mame : Date
£C :
: . Binary 2719,
wentation -
. Core 2718 ) .
Address > Size Data widtt
. EWARM 2149,
awares
1 STM32 WPAN 2719,
- L SWASTM32 2719
LEOQ-WES5.Mucleo
| readme.txt 2/19
LEO-WB55.USBDongle
32WB_Copro_Wireless_Binaries
Download! Ny mE e - /N ey

@ Connected

& File edition

ELE_TransparentModeVCP_reference.hex ..

0x8000000 ~ | size | 0xd00 Datawidth | 32-bit -

Idress 0 4 8 C ASCIL
1000 20002038 08003A0D 080038E1 0B0038E3 B . .:..a8..3a8..

‘, 1010 08003A29 08003A2D 08003A31 00000000 )8 50=8acilEcconca

life.augmented
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Dongle config
Disconnect from CubeProgrammer

189

Unplug Dongle

Move Dongle Switch back to normal boot mode

Plug Dongle back in for normal boot startup Selactor

<—
Now you should be able to use COMxx in CubeMonitorRF
e (may differ from COM74)

Normal Boot to the left

CONNECT

[ sTM32CubeMonitor-RF

g} STM32CubeMonitor-RF SR DEEL e

ACI Commands Scripts Beacon RF Tests ACI Utilities

Command

| Selectall [v|HCI  [v]HCitest [V]HAL  [/] GAP GATT  [v]LzcAP | Q|




CubeMonitorRF
* Change the Bluetooth Address and Name. (Use your Magic Number!)

» Use Connectable advertising on all channels (37/38/39)

ACl Commands Scripts Beacon RF Tests ACI Utilities ACllog || Update [v] Autoscroll

Mo Time Type
Init L :
.. 1344 HCI_LE READ_ADVERTISING_CHANNEL TX_..
Initialization parameters @ 47 13:44:47920 Command Complete
13:44:47..  HCI_LE_SET_ADVERTISING_PARAMETE...

49 13:44:47930 Command Complete

50 13:44:47948 ACI_GAP_SET _DISCOVERABLE

51 13:44:47950 Command Complete

52 13:44:470958 ACI_GAP_UPDATE_ADV_DATA
53 13:4447962 Command Complete
54 13:4525230 LE Meta Event
55 13:45:25659 LE Meta Event
56 13:4525776 LE Meta Event

Power | 29 (+4dBm) v | 57 13:45:25778 Vendor Specific Event
58
59
60

l:‘ Discover remote services E| Advertising

Address |0x11223344ABCD |

13:45:26.140 Vendor Specific Event
13:47:45.315 Disconnection Complete
13:47:49.103 HCI_RESET

61 13:4749110 Command Complete

eral discoverable 62 13:47:49.118 ACI_HAL WRITE_CONFIG_DATA

63 13:47:49.125 Command Complete

64 13:47:49133 ACI_HAL_SET_TX_POWER_LEVEL

Name |sTM3ZWBWBWE |

Discoverability mode

Adv type | 0x00 - AD{_IND {Connectab&undifected advertising) v 65 13:4749.140 Command Complete
66 13:47:49146 ACI_GATT_INIT
Start Advertising channel map [v] cHaz CH38 CH39 2; Igfi;fig':gg %T’é”:ﬂﬁ;mplm

69 13:4749161 Command Complete
Own address type | 0x00 - Public Device Address - | 70 13:47:49169 ACI_GATT_UPDATE CHAR_VALUE
71 13:47:49175 Command Complete
e e ~. 1347.. HCI_LE_READ_ADVERTISING_CHANNEL_TX_..
(1280 | Min {1280 | Max 73 13:47:49190 Command Complete
~. 13:47:49 . HCILE SET_ADVERTISING_PARAMETE...
75 134749200 Command Complete
76 13:47:49.211 ACI_GAP_SET_DISCOVERABLE
77 13:47:49213 Command Complete
78 13:47:49.221 ACI_GAP_UPDATE_ADV_DATA
79 13:47:49.223 Command Complete
80 13:47:55644 LE Meta Event

81 13:47:56.079 LE Meta Event
82 13:47:56.202 LE Meta Event
' I 83 1347:56.210 Vendor Specific Event

84 13:47:56.560 Vendor Specific Event

Advertising interval (2

Slave connection interval (7.5 to 4000 ms) | Use empty value for non specific Min/Max

life.augmented
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LightBlue Explorer

Use LightBlue Explorer to connect to and interrogate your GAP peripheral

!l Verizon & 1:45 PM 7 ) 78% @) !l Verizon ¥ 1:45 PM 7 ) 78% @)
Sort LightBlue'| Explorer Filter { Back Peripheral Clone
Peripherals Nearby STM 3 \WBWRBWB
Al Unnamed
-76 No services UUID: 66014849-FB8A-F124-3C1F-9C1B42C06A87
Jll LumeCube8802005 Connected

- 1 service
ADVERTISEMENT DATA Hide
Al STM322B
- No services Yes
Device Is Connectable
all Unnamed STM32WBWBWE
-94 No services Lot Nome
Il Unnamed .
-92 No services Tx Power Level
Il STM32WBWBWB

-53 No services

Virtual Peripherals

@ Create Virtual Peripheral

Infcp @ Log Infcp @ Log
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Eile Edit View Project ST-tink JTools Window Help

wom KB D C -l O
]

.
BLE_CableReplacement=Production | » ||
= & Application
i Core
EVW/ARM
 STM3Z_WPAN
(¢l & app
app_blec

hw_ipcec
Doc

- Drivers
Middlewares

Custom GATT & Cable Replacement

BLE_CableReplacement

/4

life.augmented




Hands On Time! Custom GATT

Open, Compile, Program & Run the Nucleo Board CableReplacement example

Add a custom GATT Characteristic for LED control

You can copy/paste the code bits from CableReplacement_Lab.txt file from your install files Labs folder

Ly
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BLE CableReplacement Project
* Open the workspace 104

STM32Cube_ FW_WEB_V1.00 » Projects » MNUCLEQ-WBS5.Mucleo » Applications » BLE » BLE_CableReplacernent » EWARM »

) STM32Cube FW_WEB_V1.0.0 - Mame

| _htrnresc
| 7| BLE_CableReplacement.ewd

PZ BLE CableReplacement.ewp
| @ Project.eww e
e startup_strn32whb55e_cmd.s
|| stm32whb55e_flash_crmd.icf

| Documentation

J Drivers
, Middlewares
J Projects
; MUCLEOD-WES55.Mucleo
J Applications
. BLE

, BLE_Beacon

; BLE_BloodPressure

, BLE_CableReplacement

, Core

, EWARM

. MDK-ARM

) STM32_WPAN
, SWASTM32

[

Lys
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* Build the Project

* Open the following files

Lys

app_conf.h
app_ble.c — Under Application/STM32_WPAN/app
ble_conf.h

crs_stm.h
crs_stm.c 5

N
crs_app.c “eade( " ,‘\\es

e \$)
@ \\ e 0
10 °7 g
e‘l»p‘a(\

life.augmented

BLE CableReplacement Project

File Edit View Project 5T-Link Tools

4@ = KR

=

195

Window Help

el oo

Production

-

Files

=1 B Application
M Core
B EVWARM
Lo @ 5Th32_wWPAN
& & app
| app_blec
Crc_app.c
| Crs_app.c
Lo s target
hw_ipco.c
M Doc
i Dirivers
= 8 Middlewares
Lo 6 STM3z_wWranN
o Wbl
2 E blesve
| Crs_stm.c
| svo_ctlc
M core
B menu
H interface
B utilities

\

B Output

5 .

= -. BLE_CableReplacement - Production -

BLE_CableR eplace‘ment




BLE Role Configuration

196

« STM32WB is the GAP Peripheral / GATT server

« Smartphone is the GAP Central / GATT client.

Compile for GATT Server
» Modify the #define (line# 100 of app_conf.h)

#define GATT_CLIENT 0 /*1=Deviceis G ATT Client, O = Device is GATT Server */

7]
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BLE Device Names
Identify your unique device with your magic number 107

* Modify your local name (line# 204 of app_ble.c)

static const char local_name[] = { AD_TYPE_COMPLETE_LOCAL_NAME, 'C', 'R','S','0','1' };

» Modify your BLE device name (line# 819 of app_ble.c)

const char *name = “BLE-CRS-01";

e Ensure that the BLE device name length in ASCII chars matches (line# 165 of app_ble.c)

#define APPBLE_GAP_DEVICE_NAME_LENGTH 10

Lys
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Cable Replacement Test

* Build and Run the project

» Connect your TeraTerm to the Nucleo’s STLink Virtual COM port

Ly

augmented

#L Tera Term - [disconnected] VT

=
Tera Term: New connection lﬁ

o) TCPAIP

History
Telnet
@ §8H 85H wversion: | §8HZ
Other

otocol: | UNSPEC

Port: [COM29: Standard Serial over Bluetoo v]

COM29: Standard Serial over Bluetooth link [COM29)

0K COM30: Standard Serial over Bluetooth link [COM30]

l ] COMT77: Standard Serial over Bluetooth link [COM77)]
i M7

198




Configure your Serial port for 115,200bps /N /8 /1 Configure Terminal Setup

Wl COM224 - Tera Term VT
File Edit [Setup | Control Window Help

L COM224 - Tera Term VT
File  Edit Setup]_ Contrel  Window  Help

Terminal...
Terminal... Window...
Window... Font...
Font... Keyboard..,
Keyboard.., Serial port...
Serial port... Proxy...
Prowy... 25H..,
S5H...

55H Authentication...

55H Authentication...

Tera Term: Serial port setup lﬂhJ
/ Tera Term: Terminal setup 2 |
Port; coMz24  ~ l A
|7| | gt | Terminal size New-line \ T
Baud rate: 115200 - -
—_— g0 w24 Receive: |CR+LF v|
Data: |B bit v| ‘ Cancel |

V| Term size = win size Transmit: |cR+LF Cancel

Parity: |nune v| A .
ty Auto window resize

Stop: 1 bit = ‘ Help | - Help
i |I:| B ) Terminal ID: |VT100 ~ V| Local echo

Answerback: Auto switch [VT<->TEK)

Flow control: |nune v|

Transmit delay Coding [receive] Coding [transmit]

0 msecichar 0 msecfline W W

‘ ,I locale: american CodePage: 65001

augmented




Connect to your device with LightBlue Explorer

Send and receive ASCII-based messages using the different characteristics

& COMZ224 - Tera Term VT

. . — File Edit Setup Control Window Help
BLE-CRS-0f N
o BAFBART 160001 1.5 A X OxO000FEG2-8E22-4541...
UUID: 16AFB427-7164-0C11-C357-A3C5ED2DAC10 41
UUID: 0000FEB2-8E22-4541-9D4C-21EDAES2ED19
Connected
Connected
ADVERTISEMENT DATA Show
UUID: 0000FEGO- Read again Stop listening Receive:
CC7A-482A-984A-7F2EDS5B3ES8F
i ) Cloud Connect
YOOOFEG 1 -8E22-454 1-0D4C-21EDAEBZED19
Read Wite Without R 4142434445 D E F
A B C
7 8 9
4 5 o
1 2 3 Transmit:
Infd® @) Log %] 0 helloll

Write values to Nucleo

"I Enable Notifications to receive messages from Nucleo

augmented




 Here is the LightBlue Explorer on Android

ADVERTISEMENT DATA

Connection status

Advertised name
cRsm

Advertised service UUIDs
o E77-3400. 2441

DEVICE INFORMATION

Device Address
WD) 26005855

GATT SERVICES & CHARACTERISTICS

Select a characteristic to explore

00001e61-8622 4541 3d4e 2T daab2ed 18

00001e62-8622.4541.0d46.21e dae82ed 10

$ % SR AM

PROPERTIES

Device Address

BOE1 2600686

Service UUID

0000fes0c

39848 T126d5b3e56

Characteristic UUID

0000f 454190462

Readable

Able to be read from

Writable

Able 1o bewrtten 10

Supports notifications/indications
bscribed tofor

READ/INDICATED VALUES

No value read recently
Tap on one o the butions above — f avaliable = to begn

DESCRIPTORS

Glient Characteristic Gonfiguration
2-0000-1000-8000-00

Write values to Nucleo

Enable Notifications to receive messages from Nucleo

Cable Replacement Test

PROPERTIES

Device Address

Service UUID
N0Dfate o748

Characteristic UUID
00001eé 1

Readable

Writable

tobe wiktento

Supports notifications/i

READ/INDIGATED VALUES

... QR

3132333435

6865 6C 6C 6F
Non Apr 15112201 COT2019
DESCRIPTORS

Client Characteristic Configuration

¥ COM224 - Tera Term VT

=

File Edit Setup Control Window Help

Receive:

Transmit

helloll




Custom Characteristic

202

Add a custom characteristic to an existing Service

» Add the UUID definition (line# 74 of ble_conf.h)

#define STM_LED_UUDI128 0x00, 0x00, Oxfe, 0x64, O0x8e, 0x22, 0x45, 0x41, 0x9d, Ox4c, 0x21, Oxed,
Oxae, 0x82, Oxed, 0x19

» Add event element (line# 37 of crs_stm.h)
typedef enum {

STM LED WRI TE_EVT,

CRS_NOTIFY_ENABLED_EVT,

} CRS_Opcode_evt_t;

Lys
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Custom Characteristic

203

* From IAR, right click on the file tab and select “File Properties”

« Uncheck the “Read-only” box

¢ Click OK

oz [l B:x N
F._.Q.. > 5E2¢ 0 > .0 R -, oEE: 0"_ i_lgl_ = o CASTMICubS PW. WE VLT Mddenaas ST
| trs_stm.c RO] | ble_confih; | as stmh [Rfﬁl—v--l—'”-u-ﬂ-f—-'-m“-f-Lm“-"““h-; 243 KB 7490 bytes)
il [ Save crs_strnuh [RO) .
— 400 KE (4.096

- : Close 4,096 byles)

e L | Close All But This Tuesday, February 19, 2014, 3:56:00 FM

3 EEEEE RS R R SRR R ]

i PR e Close All to the Right - Tussday, Febeuay 192015, 356:00 PM

] -

5 * gauthor MCD Applic Open ining Folder... © Today, Bpd 16, 2013, Tmintes ago

8 ¢ @version V0.0.1.alp < File Properties... >

7 4 fdate  D¢-Septemb R )
g8 - | R0y ’ v
]

Ebriar Header for crs_sr.a.s madule
e s R R R R ]
1o * Battention
11 .

Lys
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Custom Characteristic

204

» Add characteristic handle (line# 32 of crs_stm.c)
typdef struct {

uintlé_t CRSRXCharHdle;
uintl6_t LedWriteClientToServerCharHdle;
} CRSContext_t;

» Check for the handle (line# 122 of crs_stm.c)
case EVT_BLUE_GATT_ATTRIBUTE_MODIFIED:

{
attribute_modified = (aci_gatt_attribute_modified_ev ent_rp0*)blue_evt->data;
if(attribute_modified->Attr_Handle == (CRSContext.Le dWriteClientToServerCharHdle + 1))
{
Notification.CRS_Evt Opcode = STM_LED WRITE_EVT,
Notification.DataTransfered.Length = attribute_modif ied->Attr_Data_Length;
Notification.DataTransfered.pPayload = attribute_mod ified->Attr_Data;

r CRSAPP_Notification(&Notification);
> /4 }

life.augmented




Custom Characteristic

205

* Add uuid array (line# 193 of crs_stm.c)
uint8_tled uuid]] ={STM_LED_UUDI128 };

» Change the Max_Attribute_Records parameter (line# 215 of crs_stm.c)
hciCmdResult = aci_gatt_add_service(

UUID_TYPE_128,

(Service_UUID_t *) &uuid,

PRIMARY_SERVICE,

8,

&(CRSContext.SvcHdle));

Lys
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Custom Characteristic

» Add LED characteristic (line# 281 of crs_stm.c)

COPY_CRS_UUID(uuid.Char_UUID_128, led_uuid);

hciCmdResult = aci_gatt_add_char(CRSContext.SvcHdle,
UUID_TYPE_128,
&uuid,
2, [*Char_Value_Length */
CHAR_PROP_WRITE_WITHOUT_RESP,
ATTR_PERMISSION_NONE,
GATT_NOTIFY_ATTRIBUTE_WRITE,/* gattEvtMask*/
10, /* encryKeySize */
1, /*isVariable */

&(CRSContext.LedWriteClientToServerCharHdle));

Lys
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Custom Characteristic

207

» Add event action (line# 194 of crs_app.c)

case STM_LED_WRITE_EVT:
if(pNotification->DataTransfered.pPayload[0] == 0x0 1)
{
BSP_LED_On(LED_BLUE);
}
if(pNotification->DataTransfered.pPayload[0] == 0x0 0)

{
BSP_LED_Off(LED_BLUE);

}

break;

Lys
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Compile and Program

Build Project Download and Debug

Elle Edit View Projet STiink Iools Window Help
DR = XN 2C x4 Q2>82< B0 RO [P
Workspace = B [nstme | opp.biee | rsopp.c | R@ine x| opp contn | bic cont [Jrs oppin [ seduere =
[ Preduction <] |main) f
- Bk 56  static void Resst Backuplomain{ void ); -
L8 . 57  static void Init_RIC( woid );
E @ BLE_CableReplacement - Production ¥ 52 static void SystemClock Config( void );
3 59  static void Reset_Dewvice( void );
= 60  static void Reset_IPCC( void );
61 static void Init_Exti( veid );
Lg 62
2 6 app € s i Definition 7 M
&

2 B app_ble.c E
. — R esEl st
= Th:, L@ Rcrs_appc 66 * gprief Main program
[ ] a7 * @param None
.= b u .] 8 + @retval None
= e sl oy
S e 70 |int mein( void )
= ¥ i
72 HAL Init{):
73
l { x Epp Ma {I i I 74 Reset_Device();
o 75
TEE] sEE
i . P . 77 # When the application is expscted to run at higher speed, it should be better to set the correct system clock
Make the active proje ct [|::| uild fil 78 ¥ e SRS G 5 Hhd B GATRIEL a0 phase. 5, SoribiiF at A aed.
19 - 3
80 SystemClock Config(); /+*#c Configure the system clock #/
needed) o
: 22 Init Exci{ ):
TupDo =
skupDomain ! | [p—
&8s
- - - . 86 APPE_TInit{ ):
87
-t} while(l)
89 -]
an [
BLE_CableReplacement < i il
Buiid v O X
Messages
Building configuration: BLE_CableReplacement- Production
Updating build tree:
Canfiguration is up-o-date.
= q o m I v
- E
Run >y p-I [ - - : [t [P
- E Ready Errors 0, Warnings 0 Ln 70, Col 1 System CAP NUM OvR BE=
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Start LightBlue App

i Y

wil Verizon & 10:01 AM 4 17% M) @»@..
LightBlue® Explorer

* Launch the LightBlue app

Sort LightBlue | Explorer  Filter

Enjoying LightBlue Explorer? ) PunchThrough . , R
!.A L

Learn about our insights into BLE

Enjoying LightBlue® Explorer?
Learn about our insights into BLE.

 Find your device | signup RN

Unnamed
Peripherals Nearby
4 CRsO1
dém  80£1:26.00:68E6

i Unnamed
1000Bn  66:91.0ECO.DBEB

LII[BLE-CRS-01
-54 |1 service

Virtual Peripherals

 Select your device @ Create Virtual Peripheral

Inftp Log

S7

life.augmented




LightBlue App
210

Find your LED characteristic UUID Write new value

wil Verizon 11:00 AM wili Verizon = 11:00 AM v 4% 0

< Back Peripheral

BLE-CRS-01

UUID: 16AFB427-7164-0C11-C357-A3C5ED2D9C10

& CRSO1

< BLE-CRS-01 0x000OFE64-8E22-4... Hex

PROPERTIES
BLE-CRS-01 Device Address

B0E12600586

OxOOOOFEG4-8E22-4541... i

0000fe60-cc7a-482a-984a-7120dsh3e58!

UUID: 0000FES4-8E22-4541-9D4C-21EDAEB2ED19 oo
Connected Readable
Connected X\ Abatobarssdtin
ADVERTISEMENT DATA Show

Writable
Ableto bewritiento

WRITTEN VALUES

Supports notifications/indications
Al b sui

UUID: 0000FEGO-

[ Write new value I READ/INDICATED VALUES
CC7A-482A-984A-7F2ED5B3ES8F
Select a characteristic to explore
OxO000FEG1-8E22-4541-9D4C-21EDAESZED19 0000fe51-8¢22-4541 9d4c2Tedsedzed19 DESCRIPTORS Yoo wivarastirecueily
Properties: Read Write Without Response AR Sk Sl ion RS esToFthecyi T em= e s kel
(WRITTEN VALUES
OXOOOOFEB2-8E22-4541-904C-21EDAEB2ED1Y PROPERTIES
Properties: Read Notify 1
Write Without Response
OxO000FEG4-8E22-4541-9D4C-21EDAESZED19

Properties: Write Without Response

Mon Ape 16 111037 COT2019

01

Inftp @ Log

S7
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Infcp @ Log




LightBlue App

Write a value

- LEDON=1 - - O

« LEDOFF=0

Concurrently, the CableReplacement
characteristics can also be used

Lys
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i ; -» T . , g
- STM32WB Hardware ConslderatlonS-.“‘l
» -

a

nr F—
e !

o
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RSS + BLE Stack

Lys
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RSS + BLE Stack

Delivery State

213

RSS only

Stack must be loaded

48-pin UQFN 68-pin VQFN
(0.5 mm pitch) (0.4 mm pitch)

& &3




Nucleo Hardware Config for Bootloader access

214

Only USB-DFU or USART1 (on PA9/PA10 only) bootloader modes available for secure stack loading!

BOOTO pin HIGH: CN7-5to CN7-7

USART1 on PA9/10 to ST-LINK
This is not the native USART connection to the STLINK!
STL-RX to CN10-19 (PA9)
STL-TX to CN10-31 (PA10)

USB User connector + Power Jumper JP2 to 5-6

life.augmented




Dongle Hardware Config for Bootloader access

As we have seen, configuring the Dongle board for USB-DFU is quite easy.

Move the switch and repower the board

Selector

—_—

Bootloader active to the right

Lys
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AN5185: Firmware Update Services

216

AN5185 details the sequence to create your own secure stack loader project, running on the M4

Command / Response HCI event transactions to the MO+ similar to BLE

FUS commands
FLIS uses same commandsTesponse slruciure 35 wirsiess stacke and based on HCI model. FLIS 1ses a subset
©of the HCI commands, namety:

endor specinc HCI command packet used t-5and command fom Cotax®-344 fo Comax™ g,

. HCi command complets sverd packet used 1o send Tesponse frm Conan™MO: o Conax®™ 1
Also details on the bootloader sequences used

«  \iendor specific HCI event packet used 10 send asynchronous svents from Corex®-Ml+ 1o Cortexfpil
Fifure £. FUS HC1 subsst

Figurs 10, USART spacisl read command
=1

Epecial reac nam_}
Dpwca s o T Sytea] S 4 30

STM32 system bootloader extension for FUS

ACAMACK H Byl] E8T8) BT)

& command st extension Nas bean added to STMI2WE sysbem boolizader in onder 1o suppon FUS opeation.

g oy Vi M b
Packat cmad
EHEIEI AR
HC4 sommand compiste avent packst eu-—nmpm)
Lo oo i s sninizn These COMMants ars IMplemented on USART ant USE-DFL IMmairases and Toilow e 5ame rles 35 xsting
ACKMACK ) Byl 8578 3017 standar booticatar CoTmants.
In order o hedp o understand fhis secton, 3 prior reading of STIE2 micocontoler Sesem memary boot mods
Aroce et | {AN2506) and USART profocsl used in the STRER? hoolicader [AN3155) and USE DFL pratocal used in the
ETIRZ baoaoader [ANI155) documentation is Tequired.

23 e 2 syua
Fachet TubEn
| mm:-| e | T | soce | PR
Paciat parylcas uis W 2 Dyl A4S0, L50)
T ———
[ ————————

ACKMACK 1 Byis] 0781 AP}

Flgure 5. IPCC channela uaed by FUS
Conerman Cormytuge -‘J
Paciat s i M i ne] M, 153
Command w4 ] L L
FOcH2 ™A mm}
Amyne svant TSP ————
A oot s | Dy oo
[ ——
Sufter reisaze notficaton . e £ AT ey
Trace svent noktcaton Floe e
= ==
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AN5165: Hardware design

AN5165 details RF hardware considerations
* PCB stackup recommendations
* RF Front-end (discrete or IPD-based)
* SMPS passives selection

Layout recommendations for the 2-layer PCB

° CIOCkS 612  SMPS

In addition to the recommendations given In Secticn 4.3: SMPS, to avold Important cument
loop when the STM3ZWE Is In SMPS mode, | Is recommended fo piac= C11, C12 and ©13
as close as possible to their respective pins on STM32WB. Do not forget to connect the
s0ider pad to ground to have & strong curment redum patn.

for the SMPS part (UFQFPN4E left, VFRFPNEE right]

2-layer PCB

Wit the Z-ayer PCE (see Figure 27), the RF Signals and routing are on the top ayer while
tne nottem izyer is used for grounding under the RF zonee, and for routing in others parts.
The groand plane must be continuous under the RF zonee, otherwise e retum patn
current can Increass and degrade e AF pefomance.

F-R-R-N-%.]

Flgurs 21. 2-aysr PCB

Copper Layer

Substrate

Copper Layer

Figurs 44, PCE layout with discrets matching nstwork (lsft) and witn IFD {right)

4-layer PCB

memnen T o S ns ne e e 8 UFQFN48/VFQFNG8 reference boards with IPD

»  TOF layer RF signal and routing o the top (ayes.

= INNER1 layer: grounding unger the RF Zones. roating In the others parts.

= INNERZ layer: power and fow frequency rowing. The geal of the IPD [Integrated passive device) Is to replace the discreis matching nebwork

«  BOTTOM layer: low Tequency rowting. plues Bhe Inbegrated bow-pass Miier keeping equivalent TXRX performance. Figue 41 shows
e diffizrences between the a0 3pproacnes.

Figurs 23 d-aysr PCB
TO Layar Figurs £1. Diffsrent g natworks |

Prempregnated

ip ta on the laft. IPD on tha right}

INBERT Layor
core

INMER2 Layer
Praimpregnated

BOTTOM Layer =]

) /4
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AN5290: Minimal BOM

AN5290 details the minimal Bill-of-Materials needed for various scenarios

Figure 5. Optimized solution with IPD
Sk & Ol Table 2. Bill of materlals- Optimized solufion with IPD
Dealgnator | Descripiion Commant Footprint| Manufacturer Part number
i b C1, G, C6.
1 T om Capachor, nat 100nF
- + Céll(l:ECI:?ZSI petarzed (X5R) | decouping capasiors MUt GRMISSREIHIIMKEISD
P 100pF
. o c2 Yageo CCO4IZKRNTRIBE
decoupling capaciiors | pane !
4 Capachor, not 4.3pF -
c3ce o 122 cryeial - GRMISS5CTHARICADID
o MUrEts
c1g, c1 - GRMISSRE1ASTSMEAAD
) R .| ‘decouning capacior
L1 coil Fltaring cail D03 TAFTECH FCM1SIEKF-S01TIG
m
o [ 1
L2 e D05 LONEZ 1PN 1OMTIL
— Inguctor o] Murata
— 5 o
oo L3 [ 402 LOG 1SWE 10N.HIZD
b ot
gt 3] WMHE-HSE | MAIDIG NDLZDESA_IIMHE
vae v Crystal — - MO —
Vb = K2 3ZTEEKHZ-LSE | WIDIZ NO20125A_32-TEEKHE
i —Hg—
comer, | 2 In=grated Maching network | Bumpiess _
e d G o0 5501E
2 L e sl s dovice | ang Ter | oup | STMicosectonics [ MLRFAVBSSO1E3
L : i vt Py low-pass
I e e Vs
e
o SR o (P
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AN5129: PCB Antenna design

AN5129 details a “meander-style” PCB antenna design

Layout pecification ANSTZ3
AN5129 3 Layout specification
The PCE anfennas, incheding the electrical parameters of PCB matenals wsed, are ayout

s2nsltve. If1s recommended 1o use a layout as close 35 possible (o the one shown In

"’ Hie. augmented Application note sene
Low cost PCB antenna for 2.4 GHz radio: Figurs 2. Spharical soordinats system )

meander design for STM32WB Sernies
i
Substrate
- 35 -—
. aF 66 o
Figure 6. Complex impedance of the meanderlike antenna (Smith Chart) I
=~ I:
& = a1
@i
Trc1 EEM Smith Ref1l Cal 1 of 8 (Mae ‘ | 1]
B S i - - AR ]
- i Tel M 2400000 GHz 35756 C LB
Figure 3. PCB cross section at area &1 it e S i 5548 ‘L: 2 | B i
o s //’-- -:ﬂﬂﬁ?'\a 000 GHz 2?; 5 5 | :
b 000 Gl BT Q f 04
Ll ] \\’ e 2 11848 Q) =
Solder Mask, Top — } o 76470 pH -l
) GHE S8867 O 15 }
Copper Trace [ JATET O
17.060 pF
Core I Grourd Flane
1
Solder Mask, Botfomn The elecirical parameters and perfomance of the PSS antenna are also detemmined by the
I substrate used, In particular the thickness of ihe core and dielectric constants.
o
%]
Ol Sat 24 GH P -20 dBm Stop 245 5Hz
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AN5246 details SMPS use cases, component selection, and various typical operating parametrics

Ly

p ANS5246

I augrmanted Application nOte

Usage of SMPS on STM32WB Series microcontrollers

Lys

augmented

Introduction

This document describes how the use the SMPS (switched mode power supply) integrated
in microcentrollers of the STM32WB Series. It is intended to be used by system architects
and by HW and board-level SW developers.

The patented implementation detailed in this document differs from the standard ones
because it is able to maintain the RF transceiver full peformance while, at the same time,
providing the best power figure in burst application like those generally used by Bluetooth®
Low Energy and |IEEE 802.15.4 protocols.

Figure 2. Load impact on Vrggups

Inrush current at power ON

AE the SMPS Etarts in BYPASS mode when powanng up, e DUk capasitance needs 1o be
powered When Vog rises. A1 start up, when the Vpp voltage entars the 07 1o 1 W range, the
SMPS PMOS stars to conduce and Vegpzaps T00WE Vogsyes. THIS leads 1o & temporary
InFLEsn cumant that can 02 35 high a5 1.1 A I tha power sURRY IS Srong Snough.

20 0 a0 50 a0

lgups (MA)

Figura 4. Typleal Inruah current at powsr-on




AN5071: Ultra-Low Power Design

221

AN5071 details the multitude of low-power options available on the WB

c—' ANS5071
” lte.cugrmanted Application note

STM32WB ultra-low-power features overview

Figure 5. Low-power modes possible transitions Figure 3. STM32WB55 - Current consumption for different memory configurations Figure 2. Power distribution architecture
Only available when i
Low power sleep mode RF is nat used YT
l Vbosmps EL—’ SMPS
400 |\ Vixsues
\ = FLASH LP-run +-SRAM1 LP run
\\‘ =+ FLASHRunrange 2 -+ SRAM1 Run range 2 f 3
g . ;. —= FLASHRun range 1 —=—SRAM1 Run range 1 Vesswes l
= 300 ]\
2 o\ Main
Z N\ +
= LY Range 1 Regulator
2 NN\ Range2
3 200 N g
8 e
= -—
- . Voo Low Power
‘ Run mode Sese ] El ’ Regulator
100 :
LPRun Run
LPSleep '\ . Sleep
Stop1 Stop0
0 Stop2
Stop 0 mode Stop 2 mode 100000 1000000 10000000 100000000
CPU1 frequency (Hz) Core logic
MS47268V1

Table 2. STM32WB55 performance with SMPS
Configuration mA/MHz CoreMark® per MHz CoreMark® per mA

FLASH ART On 0.077 325 42

‘ ,’ SRAM1 0.073 240 33
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AN5155 is an exhaustive list of all firmware examples and descriptions

temperature sensor and calculate the femperature in Celsius degrees.

AN5155: CubeWB Examples

222

Thread_Cli_Cmd How to control the Thread® stack via Cli commands. x Cubahb
Thread_Coap_DataTransfer How to transfer large blocks of data through the CoAP messaging protocol. x x
Thread_Coap_Generic How to build Thread® application based on Coap messages. x Cubehx
Thread® Thread_Coap_MultiBoard How to use Coap for sending message to multiple boards. - x
Thread_Commissioning How to use Thread® commissioning process. - X
Thread_FTD_Coap_Multicast How to exchange mufticast Coap messages. x x
Thread_SED_Coap_Multicast How to exchange a Coap message using the Thread® protocol. x x
P
Module Name Project Name Description pan: us
BDongle
. : How to use an ADC peripheral with an ADC analog watchdog to monitor a channel and
ADC_AnalogWatchdog_init detect when the comesponding conversion data is outside the window thresholds. Cubehlx
ADG_ ConfinuousConversion_TriggerSW How to use an ADC peripheral to perform continuous ADC conversions on a channel, from %
3 software start
~ ) How to use an ADC peripheral to perform continuous ADC conversions on a channel, from h h H ITH ” . f I I
ADC_ContusConierson Trggersane | [ S CubeMx denotes that there is an “ioc” CubeMX project file also
ADC—C"”“””"“SCW'E_'EILD‘;‘—T"QgEfSW—L""P"" How 1o use an ADC peripheral with ADC low-power features Cubehix
A0, GroupsReguiarinjecied_in Ji'fcfs:? an ADC peripheral with bath ADC groups (regular and injectsd) in their intended Cubehic
ADC_Oversampling_lnit How to use an ADC peripheral with ADC oversampling. Cubehx
ADC How to use an ADC peripheral to perform a single ADC conversion on a channel, at each
ADC_SingleConversion_TriggerSW_DMA_lnit | software start. This example uses the DMA programming mode! {for polling or intermupt CubeMsx
programming mesdels, refer to other examples).
How to use an ADC peripheral to perform a single ADC conversion on a channel. at each
ADC_SingleConversion_TriggerSW_IT_init software start. This example uses the intermupt programming medel (for polling or DMA CubeMx
programming models, please refer to other examples).
How to use an ADC peripheral to perform a single ADC conversion on a channel at each
ADC_SingleCanversion_TriggerSW_init software start. This example uses the polling programming made! {for intemupt ar DMA Cubehb
programming medels, please refer to other examples).
How to use an ADC peripheral to parform a single ADC conversion on a channel at 2ach
ADC_SingleConversion_TriggerTimer_ DMA_Init | trigger event from a timer. Converted data are indefinitely transferred by DMA into a table Cubehx
(circular mode).
ADG_TemperatureSensor How to use an ADC peripheral to perform a single ADC conversion on the intemal %

) /4
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AN5292 shows how to get started using BLE Mesh

Figure 7. Internal project folder

| MNUCLEQ-WB55.Mucleo |

AppltcahonsJ

BLE_Thrend
FatFe
Fre=RT0O%

Pac 802 154
Thread
USE_Device

STM3IZWExS s=stup sowrce and
I — | include fie

BLE MeshLightingDemo I

FiCore | 4“’:_/_———-"‘/1

EWARM =3 r‘____' Appiication source and include files |
- app:

STM32_WPAN

IAR project workspace

Mailbox source file for communication
between MO and M4

1! target ‘

) /4
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AN5292: BLE Mesh

223

Figure 14. Read command from a remote node

User-Action to
switch on remote
node lights

FraFaeeCetn gl

] T

Mesh Library g Mesh Library

Source Destination

The response data from the node is sent via the ELEMesh_3sndRe=pon=e function.

Figure 10. VCOM window

1l COMG65:115200bps - Tera Term VT

er  Edition Configuration Contréle Fenétre(W) Aide !
LE-Mesh Lighting Demo vil.B8%.86060 -

LE-Mesh Library vl.09.000
AC Address = [801:[el]:[261:0001:[2d1:[8f]

MAC address management

Each node in the mesh network requise a unic MAC address. The following table describes the available options
to configure the MAC addresses for a node

Table 2. MAC address management

Number ‘Comments

MAC address
Management

User can program the nodes with desired unigue MAC address. This is stored at
specific location in the flash. It is the user's responsibility to make sure that the
programmed MAC address in the device is compliant with the Bluetooth
communication requirements.

b | Using external MAC address

i It is possible to configure the MAC address of the device using the unique serial
2 Using the unique device number available in each device.

serial number
This is the default sefting.

Using static random MAC | It is possible to configure the MAC address of devices using the static random MAC
address




Hands-On

Over-the-Air Firmware Update

Lys
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|| OTA Updater

SEARCH FOR DEVICES

‘ 0xBOE126005363 - PZPSR12 - OTA enabled

Advertising filter

| S




| BLE_Beacon
BLE_BloodPreszure
BLE_CableReplacement
BLE_DataThroughput
ELE_HealthThermometer
. BLE_HeartRate
@E Heartﬂat@

.. BLE_HeartRateFreeRTOS S

.. BLE_Hid

.. BLE_MeshLightinglerno ~~~

.. BLE_p2pClient

. BLE_pZpRouteur

'-—'-'-'-'-'-

|\ BLE_pZpServer

@E_p}lpﬂewer_ﬂta

. BLE_Proximity
.. BLE_TransparentfMode

Lys
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Over-The-Air Firmware Updates

User Flash (1MB) 2

Updater + Keys (40KB)
212KB (53 pages)
Radio Stack (172KB)

BLE
Secure
Stack

SFSA = 0x080CB000 ——*

768KB (192 pages) 1MB = 1024KB (256 pages)

OR Ssq
Swa
HRM App = ~16KB (4 pages)

BLE+OTAApp

28KB (7 pages)

OTA Loader App

0x08007000 ——*




OTA Loader App

226

Flash Nucleo board with BLE_Ota_reference.hex using CubeProgrammer

[ sTM32CubeProgrammer I Repository » STM32Cube FW_WB_VLOO » Projects » NUCLEO-WBS5.Nucleo » Applications » BLE » BLE Ota » Binary
sma @ L
CubeProgrammer v Shaewith~  Newfolder
dition o MName : Date modified Type Size
[ BLE_Ota_reference.hex 2/19/20199:56 AM__ HEX File 45 KB

# Address | Ox080 Open file

Open memory tab
Address

AoonoAARRAN AanAnmaCo no

[Z] STM32CubeProgrammer

stz

CubeProgrammer

Address 0xE000000 - Size 0x400 Data width 32-bit - @

L ASCH

Address 0 4 g
0x08000000 20002368 08003DCD 08003CES 08003CE7 h#. I=..a<..c<..

‘ ,I 0 0x08000010 08003DE9 08003DED 08003DF1 00000000 é=,.i=..A=......
0x08000020 00000000 00000000 00000000 08003CE9 B

life.augmented




P2P Server + OTA project

Load and personalize your BLE_p2pServer_ota.eww project 227

sitory » S5TM32Cube FW_WB_V1.0.0 » Projects » NUCLEQO-WE5S5.Mucleo » Applications » BLE » BLE p2pServer ota » EWARM »

ools  Help
pen ¥ Share with » MNew folder
-
s i MName Date modified Type Size
. BLE_pZ2pServer 4/10/2019 2:52 PM File folder
| settings 471072019 2:52 PM File folder
7] BLE_p2pServer_ota.ewd 2/19/20199:56 AM  EWD File 32KE
W BLE_p2pServer_ota.ewp 2/19/20199:56 AM  Embedded Wizard... 47 KB
| @ Project.eww 2/19/2019 9:56 AM AR IDE Workspace 1KB

In app_ble.c

240 #if (FZF_SEEVERL != 0}

241 static const char local name[] = | ED_IYPE_COHPI.EIE_LOCAL_NM@'P', 'sr, 'RD
242 uintd_t manuf data[l4] i

Aan e e E fmme= a_a_v

S|

AT MITTUT  MRATITIR MSTTTRTT ATMOAT T AT

178 #define APFBLE GAF DEVICE NAME LENWGTH 9

T2 : const char *name = "3TM32ZWBl2";

Lys
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Server + OTA App
Flash your newly created BLE p2pServer_ota.bin to 0x08007000 228

Device memeory | BLE p2pServer ota_reference.bin - ST-11

Address 0x0 Size Ox400 Data width 32-bit Downle 3d

Address 0 4 g c ascn  Read
0x00000000 20002740 0800E325 0800E 345 0800E 347 @'. %a..E3..Ga.. Save As ..
0x00000010 0800E349 0800E348 0800E34D 00000000 Ta..KA..Mi...... Verify
0x00000020 00000000 00000000 00000000 0800E34F .oooovno. ... 0i.. Add
0x00000030 0800E351 00000000 0800E353 0800E355 Qd...... Si..Ua. . —

Repository » 5TM32Cube FW WB ¥1.00 » Projects » NUCLEO-WES5.Mucleo » Applications » » BLE pZpServer ota » EWARM » BLE pZpServer » Exe

Mew folder

-~

Marme Date modified Type Size

5 | 7| BLE_p2pServer.out 4/10/2019 3:00 PM QUT File 1,092 KB

|| BLE_p2pServer_ota.bin 4/10/2019 3:00 PM FTE Binary Export .., 31 KB

Lys
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Server + OTA App

Verify functionality on the ST BLE Sensor app 229

Device Server 1

.)) -47 [dBm]
,‘\ No alarm received

Once seen, disconnect
You should also see OTA capability from your device

Clic the image to change the led status
7~ N\
¥ o
(o]

r Ota Config Cloud Logging Rssi & Batter! y

life.augmented
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Connect to OTA-enabled device

Connect the Dongle and select OTA Updater
ﬂsrmazcmm\

STM32CubeMonitor-RF Help
OTA Updater
ACI Commands Scripts Beacon RF Tests ACI Utilities

Search and Select your Device | o1 updater
(you can see your local name & BLE Address) '\

SEARCH FOR DEVICES Advertising filter

Select device -

qQ 0xBOE126005363 - P2ZPSR12 - DY A enabled |
Inﬂuyu_—umuu:m-‘ﬂmq—‘_mm !

Image file path [ | . BROWSE

Lys
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Update BLE Application

Browse for the other OTA binary Update image
« BLE HeartRate ota reference.bin

OTA Updater OTA Updater
SEARCH FOR DEVICES [ | Advertising filter | [ ] Advertising ilter |
i i
OxB0ET260053.. - i il
i i
" i i
Image base address (hex)  [0x7000 ] i Image base address (hex})  0x7000 i
i il
Image file path &_ota\Binany\BLE_HeartRate_cta_reference bin| Browse U Image file path CAlsers\alec bath\STM32Cube\Repository\S N
i Ll
5 ¥
i i
f i
uppATE I [im—— Flashi I
i lashing.... i
= Y

Repository » STM32Cube FW_WB_V1.0.0 » Projects » NUCLEQ-WB55.Nucleo » Applications » BLE » BLE_HeartRate_ota » Binary

v  Tools Help

Include in library « Share with + Mew folder
-
it MName Date modified Type Size
H || BLE_HeartRate_ota_reference.bin 2/19/2019 9:56 AM FTE Binary Export ... 15 KB

Lys
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OTA capability detected

Click to start Erase & Reboot

First Sector to delete:
7
Number of sector to delete:
19
65 bpm

Energy: 20 kJ
RR Interval: 1.00 s

Reboot
—
¥ e
L O L) £ O L)
Ota Config Cloud Logging _Rssi & Battery Heart Rate Cloud Logging Rssi & Battery

Lys
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Update via ST BLE Sensor app

Select Smartphone file (iCloud, etc)

atll Verizon & 2:39PM
{ iCloud Drive ST
STM32Cube_FW_WB-0OTA Q Search
Version: 1.0.0
Mcu type: STM32WBXX
Address: Ox 7000 ﬁ

BLE_HeartR BLE_p2pSe
ate_..ence rver_...ence
2/19M19 2/1919
15 KB 32 KB

Flashing begins

< 98% @) 4
Cancel
STM32Cube_FW_WB-0TA

Version: 1.0.0
Mcu type: STM32WBXX

Address: 0x 7000

Flashing the new firmware

1860/31996 bytes

2 items, 26.05 GB available on iCloud




ANDS247

ANS5247 details the OTA application in further detail.

Figure 3. OTA procedure sequence

‘—"‘ ANG24T7
” Rl ol e Application note 3 Reboot service
System reset

Over-the-air application and wireless firmware update for
STM32WB Series microcontrollers

Introduction 1 No
OTAclient .) User app OTA request?

Tris document descibas the procedure for over-the-air [OTA) fraare Lpdate on STIZWE
devices witn BLE connaction. R expiains how io use ihe OTA application provided within e

STMWIZCUDE STYRErE Package.
4 Yes

This 3ppilcation can update bow the ussr appiication and the wirsiess Ammwars. 2 OTA request
OTA client .))) OTAapp |5 OTA app active

Figure 1. STM32WB dual core FW architecture
& User FW or
wireless stack 7 Updale
CPU2 Wireless stack RSS pdate re st
- Updatable by Hpdale.maque [ 1
OTA
- s — Application Wireless
Not updatable update service update service
BLE OTA by Ot J,
cPU1 Sh e
application application RSS wireless
MSS1778VI Up‘datﬂ sarvice
MS51780W1
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Use your phone to scan the QR code or type the link into your browser.

https://www.surveymonkey.com/r/PLYWMDC
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