
Pairing



Pairing introduction

• BLE_HeartRate_pairing application can support Simple pairing (Legacy 

pairing) or Secure Connection depending on the security feature supported 

by the phone

• If Legacy pairing : STM32WB application returns PIN code 123456, same 

value must be entered on telephone.

• If Secure Connection : STM32WB application and Android application 

generate a numeric value that must be acknowledged on the phone.

• The numeric value will be displayed on the phone screen and debug console (terminal).

• If an OLED screen is present on STM32WB it will also be displayed on it.
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Pairing requested by master 3

1

Select Pairing option

4

Wait to be connected then press PAIR

5

5

Confirm pairing request with PIN

or numeric comparison
PIN code : 123456

3

Connection with STM32WB

Device paired, you can unpair

or disconnect

6

2

Select device in the list



Pairing requested by master sequence (Legacy) 4

aci_gap_IO_capability
(keyboard/display)

aci_gap_set_auth_requirement
(MITM, no fixed pin, 

bonding=1,SC_Support=0x00)

aci_gap_IO_capability
(keyboard/display)

aci_gap_set_auth_requirement (MITM, 
fixed pin=123456, 

bonding=1,SC_Support=0x00)

aci_gap_set_discoverable

connection_complete

Android device

Central (master)
Peripheral (slave)

connection_complete

CONNECT_REQ
Aci_gap_create_connection

Device initialization

Create connection

Pairing/ authentication/ encryption

aci_gap_send_pairing_req

hci_encryption_change(encryption enabled)

event_blue_gap_pairing_complete

hci_encryption_change(encryption enabled)

event_blue_gap_pairing_complete

aci_gap_pass_key_req_event

aci_gap_pass_key_resp
(123456)
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aci_gap_IO_capability (display 
yesno)

aci_gap_set_auth_requirement
(MITM, no fixed pin, 

bonding,SC_Support=SC only 
mode)

aci_gap_IO_capability
(display yesno)

aci_gap_set_auth_requirement (MITM, 
no fixed pin, bonding,SC_Support=SC 

only mode)

aci_gap_set_discoverable

aci_gap_create_connection
(peripheral address) 

Aci_gap_proc_complete_event

Android device

Central (master)
Peripheral (slave)

Aci_gap_proc_complete_event

CONNECT_REQ

ADV_IND

.

.



Pairing requested by master sequence (Secure) 2/3
6

aci_gap_send_pairing_req

Android device

Central (master)
Peripheral (slave)

Aci_gap_numeric_comparison_value_event

aci_gap_numeric_comparison_value_
confirm_yes_no(yes)

PAIRING REQUEST(IO capability, AuthReq, Initiator key distribution, 
Responder key distribution)

PAIRING RESPONSE(IO capability, AuthReq, Initiator key distribution, 
Responder key distribution)

PAIRING CONFIRM
(confirm value  calculated using the confirm value generation 

function)

Pairing Public key

Pairing Public key

Pairing features exchange

Aci_gap_numeric_comparison_value_event

aci_gap_numeric_comparison_value_
confirm_yes_no(yes)



Pairing requested by master sequence (Secure) 3/3 7

aci_gap_pairing_complete_event
Encryption enabled

aci_gap_pairing_complete_event
Encryption enabled

Android device

Central (master)

Peripheral (slave)

Pairing DHKey Check

Pairing DHKey Check

PAIRING RANDOM
(random value used to calculate the confirm value=Srand)

PAIRING RANDOM
(random value used to calculate the confirm value=Mrand)



Pairing requested by slave 8

4

Don’t press PAIR and wait to be connected

5

Press SW2 on STM32WB to

initiate slave pairing request

6

6

Confirm pairing request with PIN

or numeric comparison
PIN code : 123456

1

Select Pairing option

3

Connection with STM32WB

2

Select device in the list


