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Features applications

« Web server based on raw API:
« GOAL> Implement a web server based on the LwIP Socket APl with FreeRTOS.
« Use Case: Connect to the STM32 MCU from a web client and to load HTML pages
* The web server application implements the following features:
« URL parsing
CGI (Common Gateway Interface)
SSI (Server Side Includes)

Dynamic Header generation
« HTTP Post request
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From Scratch

C t I . t .
E E : ~ : E Board Filters
* [‘é E:' o) Features Large Picture Docs & Resaurces [ patashest [ Buy
Commercial Wiz STM32HT Series
» Select the - oar v = L
$TM32 Nucleo-144 development board with STM32H723ZG MCU, supports Arduino,
= UCLEO-H723ZG ) o B
Q ST Zio and morpho connectivity
PRODUCT INFO v Part Number - NUCLEG-HT237G HnltPrics S92
. . ProduCtES if s prodadion Commercial Part Number : NUCLEO-H72326 S E—————
* Ive It a name >
T 3 ; “45  The STM32 Nucleo-144 board provides an affordable and flexible way for users to try out new
L concepts and build prototypes by choosing from the various combinations of performance and
MCU / MPU Series > - X - power consumption features, provided by the STM32 microcontroller. For the compatible
4 . i boards, the internal or external SMPS significantly reduces power consumption in Run mode.
g . . Marketing Status > e 4
* |nitialize the peripherals > e jctOptr
£ 2
el 8 Initialize all peripherals with their default I
MEMORY v f i

Ext. Flash = 0 (MBit)
@

0

Ext. EEPROM = 0 (kBytes)

-

0

Ext RAM =0 (MBi)

E

0
FEATURES v i Expot

4y ~ommercial Part No Unit Price (US$) _X| _Mounted Device X]

Embedded Sensor

User Button > NUCLEO-H7232G  Nucleo-144 Active 290
Camera >

CAN > X

Connector >
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« Configure the MPU base settings and
2 regions to store the Ethernet

descriptors

~ Corex Memory Protection Unit Region 1 Settings

MPU Region

MPFU Region Base Address
MPU Region Size

MPU SubRegion Disable
MPU TEX field level

MPLU Access Permission

MPU

Enabled

030000000
2568

0x0
level 0
ALL ACCESS PERMITTED

A2¢ CORTEX_MT7 Mode and Configuration MPU Instruction Access EMABLE
— MPU Shareability Permission DISABLE
System Care — MPU Cacheable Permission DISABLE
N _ ] MPU Bufferable Permission
w ~ Cortex Memory Protection Unit Region 2 Settings
@ Parameter Settings User ants MPU Reginn Enabled
o Fonfoue the below pRrametE MPU Region Base Address 0x30004000
DA flsp:l e MPU Region Size 16KB
g;«;:\ﬁECC Speculation default mode Enabled ] MPU SubRegion Disable 00
> Esg ~ Cortex '(;"‘jegalé‘:i‘:“i”gs — MPLU TEX field level level 1
WWDGH CPU DCache E”M‘ MPU Access Permission ALL ACCESS PERMITTED
~ Cortex Memory Protection Unit Control Settings MPU Instruction Access ENABLE
HEH Pt A MPU Shareability Permission
MPU Cacheable Permission DISABLE
MPU Bufferable Permission DISABLE

Ly,
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* The First Tx Descriptor Addr:
«  0x30000080

» The Rx Descriptior Addr:
« 0x30000000

« Reduce Rx buffers lenght:
- 1000

Ly,
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Pinout & Configuration

al

Categories

&

Timers >

Connec hd

FDCAN2
FDCAN3
FMC

12C1

12C2

12C3

12C4

12C5
LPUART1

@ MDIOS

QCTOSPNH
OCTOSPI2
SDMMCA
SDMMC2
SPI

SPI2

SPI3

SPI4

SPIS

SPI6

ETH Mode and Configuration

Ethernet

Clock Configuration

v Software Packs

lode [RuI

~]

[ Activate Rx

Reset Configuration

Parameter Settings

Configure the below parameters -

afwa @ra ] © O
~ General - Ethernet Configuration
Warning
Ethernet MAC Address
Tx Descriptor Length
First Tx Descriptor Address
Rat Descriptor Length
First Rx Descriptor Address
Rx Buffers Length

The ETH can work only when RAM ...
00:80:E1:00:00:00

4

4

0x30000000

95




Ethernet

« Since we are using an RTOS, enable
the global eth IT in the NVIC

Configuration

Reset Configuration

@ User Constants L] N"u"'lC Spmngs @ GPIO Settings

-
-

NVIC Interrupt Table

Ethernet global interrupt 0
Ethernet wake-up interrupt through EXTI line 86 O N |j

Ky 6
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System

* Free up the SYSTICK for the RTOS by
changing the HAL timebase
« We can use TIM6

Q & SYS Mode and Configuration

l Timebase Source |TIME |

System Core ™

BDMA
CORTEX_MT7
DMA

GPIO

WDG1
MDMA

NVIC
RAMECC

(i —
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FreeRTOS

* In the middlewares tab, select  Also increase the heap size and
FreeRTOS and choose CMSIS V2 enable stats formatting functions.
interface.

e Increase stack size and enable FPU.

a ] FREERTOS Mode and Configuration N
Categories | A->Z | Mode RECORD_S1ACK_HIGH_ADDRESS Lisabled
System Core > Interace [CMSIS v2_| -] ~ Memory management settings
Configuration Meguorg Allacation [hynamic f Static
Analog > -~ -
[ TotaL_HEAP siZE 30720 Bytes |
Timers ’ s e Memory Management scheme heap 4
Connectwity > " ~ Hook function related definitions
Multimedia 3 Configure the below parameters - USE_'DLE_HOOK Disabled
oy M= 0 o P USE_TICK_HOOK Disabled
CMSIS-RTOS version 2.00 USE_MALLOC_FAILED_HOOK Disabled
Computing N | AL . USE_DAEMON_TASK_STARTUP_HOOK Disabled
v [Ewece rru Enabled | CHECK_FOR_STACK_OVERFLOW Disabled
. - v Kemel ZZ';_QSREEMPTION Erabied ~ Run time and task stats gathering related definitions
- FATES CPU_CLOCK HZ SystemCoreClock GENERATE_RUN_TIME_STATS Disabled
4 IR e USE_TRACE FACILITY Enabled
W [MminmAL_sTack_size 256 Words ] [ USE_STATS_FORMATTING_FUNCTIONS
MAX_TASK_NAME_LEN 16 " s
23] USE 16 BIT TICKS Disabled ~ Co-routine related definitions
L] IDLE_SHOULD_YIELD Enabled o ~ne RO ITie o Mimaklad

Ky o
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LwIP

« Enable the LwIP middleware
° |n the p|atform Settings enab|e the phy Pinout & Configuration Glock Configuration

v Software Packs

driver for LAN8742 — '

Lomputin v

g Enabled
’ Middleware and Software Packs I ~

FATFS

)

&
FREERTOS

Configuration

Reset Configuration

© Platform Settings

@
® HTTP

Platform proposal
BSF

TLL EEEERE

Name IPs or Components Found Solutions BSP API

Driver_PHY [LANB742 v | lLAngT4z | [pSP_COMPONENT_DRIVER

£} i-CUBE-Al

Ky %9
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LwIP

* Increase the heap size and change it's < Increase a few Pbuf and TCP
address parameters

Configuration

Reset Configuration

ttings @ Key Options

Configure the below parameters - c;l:l @ ® [ Show Advanced Parameters @
Ckl:l © O] [ Show Advanced Parameters (@ MEMP_NUM_TCP_SEG (Number . 16
v Infrastructure - OS5 Awarness Option MEMP_MUM_LOCALHOSTLIST (... 1
NO_SYS (DS Awarness) ~ Pbuf Options
~ Infrastructure - Timers Options PBUF_POOL_SIZE (Number of Buf...

PBUF_POOL_BUFSIZE (Size of ea... 1536 Byte(s)
~ |Pwd - ARP Options

LWIP_TIMERS (Use Support For ... Enabled

~ Infrastructure - Core Locking and MPU O... LWIP_ARP (ARP Functionality) ~ Enabled
SYS LIGHTWEIGHT PROT (Me... Disabled « Callback - TCP Options

~ Infrastructure - Heap and Memory Pool TCP_TTL (Number of Time-To-Live ... 265 Node(s)
MEM_SIZE (Heap Memory Size) 14 * 1024 Byte(s) TCP_WND (TCP Receive Window . 5840 Byte(s)
LWIP_RAM_HEAP_POINTER (R... 0x30004000 TCP_QUEUE_OOSEQ (Allow Out-_ Enabled

~ Infrastructure - Internal Memary Pool Sizes LWIP TCP SACK QUT (Allow Se... Disabled
MEMP_NUM_PBUF (Number of . 16 TCP_MSS (Maximum Segment Size) 1460 Byte(s)
MEMP MM RAW PCR (Mumha 4 TCP_SND_BUF (TCP Sender Buffe... 5840 Byte(s)

TCP_SND_QUEUELEM (Mumber of... 16 Byte(s)

~s Matwnrk Intarffarae Mntinne
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LwIP

 Change the TCPIP thread  Also increase the number of TCP

priority to 40 PCBs

@ Platfon

Configure the below parameters : ® PE @ HTTPD

Q | © ) [ Show Advanced Parameters ﬂ

LWIP_METIF_STATUS _CALLBAC... Disabled  LwiP Version
LWIP_METIF_EXT_STATUS_CALL... Disabled VIP Version (Version of LwlP . 2.1.2

Versio VErsior

LWIP_NETIF_LINK_CALLBACK (C... Enabled * IPv4 - DHCP Options
~ NETIF - Loopback Interface Options LWIP_DHCP (DHCP Module) Enabled
LWIP_NETIF_LOOPBACK (NETIF . Disabled + RTOS Dependency

~ Infrastructure - Threading Options RTOS US
TCPIP_THREAD_MAME (TCPIP Th... "tcpip_thread” « Platform Settings

ARSTACKSIZE LIC 1024 Word(s) PHY Driver Choose/LANET42

TCPIP_THREAD_PRIO (TCPIP Thr... 40

~ Protocols Options
LWIP_ICMP (ICMP Module Acti... Enabled
LWIP_IGMP (IGMP Module) Disabled

te(s)

DEFAULT_THREAD_NAME (Defau... "lwiP" LWIP_DNS (DNS Modle) —
DEFAULT THREAD STACKSIZE (... 1024 Word(s) B LWIP_UDP {UDP Module) Enabled
MEMP_NUM_UDP_PCB (Num... 4
LWIP TCP (TCP Module) En d
[ MEMP_NUM_TCP_PCB (Numb... maﬁ
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LwIP

* Inthe HTTPD, enable it and show the « Scroll all the way down and enable the
advanced parameters custom data setting

Configuration

LWIP_HTTPD_KILL_OLD_ON__.. Disabled

LWIP_HTTPD_OMIT_HEADER... Disabled

HTTPD_LIMIT_SENDING TO_... Enabled
~ HTTPD - File System Options
~ _ LWIP_HTTPD_CUSTOM_FILE... Disabled
Qfsearch @t | © O Show Advanced Parameters @ LWIP_HTTPD_DYNAMIC_FILE__ Disabled
~ HTEEDOpticn LWIP_HTTPD_FILE_STATE (F... Disabled
LWIP_HTTPD (LwiP HTTPD S... HTTPD_PRECALCULATED_C... Disabled
TP _ATTPO CGT AP CGl U!sameu WP Q'I_I'F'D £S ASYNC _R Disabled
LWIP_HTTPD CGI_SSI (HTTP... Disabled
LWIP_HTTPD_SSI (HTTP Serv... Disabled HTTPD_USE_CUSTOM_FSDA. .

LWIP_HTTPD_SS|_RAW (HTT... Disabled

Reset Configuration

Configure the below parameters :
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Check Point - Configuration wrap up I

on Tool - STM32CubelDE

i Generate the COde Project  Run  Window Help Hello Lucas
$idis B * g B F

 Don’t build it yet © onfiguration

ut & Configuration

"I 103
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* There’s currently a bug in

STM32CubelDE 1.15.0 bug found

« To fix this, left click the Project and

STM32CubelDE 1.15.0 where the create a new source folder called

Middleware folder may not be a source  Middlewares
folder
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main.c — USER CODE BEGIN and PFP

* Add 2 includes and the putchar
Implementation

/* USER CODE BEGIN Includes */
#include "lwip/tcpip.h"

#include "stdio.h"

/* USER CODE END Includes */

/* USER CODE BEGIN PFP */
int __io_putchar(int ch) {

HAL_UART_Transmit(&huart3, (uint8_t*) &ch, 1, OxFFFF);
return ch;

}
/* USER CODE END PFP */

S7
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main.c — USER CODE BEGIN 2 and 5

* Inthe USER CODE 2 section, add a » Use the default task to start the http
few application start prints server, then Kill the thread.

I
L

http server_ socket init(};

/* USER CODE BEGIN 2 */ 2
printf("LwIP_HTTP_Server_Socket RTOS\n"); { i)
printf("NUCLEO-H723ZG board\n"); osThreadTerminate{defaultTaskHandle);

1
¥

printf("State: Ethernet Initialization ...\n");
/* USER CODE END 2 */

/* USER CODE BEGIN 5 */

http_server_socket_init();
/* Infinite loop */

for(;;)
{

osThreadTerminate(defaultTaskHandle);
}

(37 /* USER CODE END 5 */
Y/ 106
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main.h — USER CODE BEGIN EC

In the exported constants section, add
the static IP gateway and netmask
adresses.

/* USER CODE BEGIN EC */
#define IP_ADDRO  ((uint8_t)192U)
#define IP_ADDR1 ((uint8_t)168U)
#define IP_ADDR2 ((uint8_t)0U)
#define IP_ADDR3  ((uint8_t)10U)

*"NETMASK*/

#define NETMASK_ADDRO ((uint8_t)255U)
#define NETMASK_ADDR1 ((uint8_t)255U)
#define NETMASK_ADDR2 ((uint8_t)255U)
#define NETMASK_ADDR3 ((uint8_t)0U)
/*Gateway Address*/

#define GW_ADDRO ((uint8_t)192U)
#define GW_ADDR1 ((uint8_t)168U)
#define GW_ADDR2 ((uint8_t)0U)
#define GW_ADDR3 ((uint8_t)1U)
/* USER CODE END EC */
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lwip.h — USER CODE BEGIN 0

« On lwip.h add the dhcp states, thread
and the 2 application threads

/* USER CODE BEGIN 0 */

/* DHCP process states */ (uints_t)
#define DHCP_OFF (uint8_t) 0 (uints_t)
#define DHCP_START (uint8_t) 1 S
#define DHCP_WAIT_ADDRESS (uint8_t) 2 e
#define DHCP_ADDRESS_ASSIGNED  (uint8_t) 3 (uints_t)
#define DHCP_TIMEOUT (uint8_t) 4

#define DHCP_LINK_DOWN (uint8_t) 5 A8

/* Exported functions -----------=--=-mmmcm oo */

#if LWIP_DHCP

void DHCP_Thread(void *argument);

#endif

void http_server_socket_init(void);
void DynWebPage(int conn);
/* USER CODE END 0 */

"I 108
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wip.c — USER CODE BEGIN 0

« Add the necessary includes, the dhcp
variables and a page hits Variable.

/* USER CODE BEGIN 0 */
#include "lwip/opt.h"
#include "main.h"

#if LWIP_DHCP
#include "lwip/dhcp.h"
#endif

#include "lwip/api.h"
#include "lwip/inet.h"
#include "lwip/sockets.h"
#include "lwip/apps/fs.h"
#include "FreeRTOS.h"
#include "task.h"
#include <stdio.h>

#if LWIP_DHCP

#define MAX_DHCP_TRIES 4

__ 10 uint8_t DHCP_state = DHCP_OFF;
#endif

u32_t nPageHits = 0;

S7
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LWIP_ DHCP

LWIP_DHCP

4
DHCP_state

nPageHits = @;

DHCP_OFF;
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wip.c — USER CODE BEGIN 0

« Add the page header const

* From provided material
« Add the server prototype
 Add the priority define

#define WEBSERVER_THREAD_PRIO ( osPriorityAboveNormal )

void http_server_serve(int conn);

( osPriorityAboveNormal )

A
ann )y
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wip.c — USER CODE BEGIN 1

e |Inthe USER CODE 1 section create 2
thread handles and their attributes

/* USER CODE BEGIN 1 */
osThreadld_t EthLinkHandle;

osThreadld_t DHCPHandle; s lbere

const osThreadAttr_t EthLinkThread_attributes = { EthiinkThread sttributes
.name = "EthLink", il
stack_size = 256 * 4, BriortiNommal
.priority = osPriorityNormal '

b

DHCPThread attributes =

const osThreadAttr t DHCPThread_attributes = {
.name = "DHCP",
.stack_size = * 4,
.priority = osPriorityBelowNormal

b

/* USER CODE END 1 ¥/
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« Add the main application code, starting
by the DCHP process thread

/* USER CODE BEGIN 2 */
#if LWIP_DHCP
void DHCP_Thread(void *argument)
{
struct netif *netif = (struct netif *) argument;
ip_addr_t ipaddr;
ip_addr_t netmask;
ip_addr_t gw;
struct dhcp *dhcp;
uint8_t iptxt[20];
for (;;)

switch (DHCP_state)

{
case DHCP_START:

{
printf("State: Looking for DHCP server ...\n");
HAL_GPIO_WritePin(LED_GREEN_GPIO_Port, LED_GREEN_Pin, GPIO_PIN_RESET);
HAL_GPIO_WritePin(LED_YELLOW_GPIO_Port, LED_YELLOW_Pin, GPIO_PIN_RESET);
ip_addr_set_zero_ip4(&netif->ip_addr);
ip_addr_set_zero_ip4(&netif->netmask);
ip_addr_set_zero_ip4(&netif->gw);
dhcp_start(netif);
DHCP_state = DHCP_WAIT_ADDRESS;

}

break;
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wip.c — USER CODE 2

LWIP_DHCP

*Inetif_get client data(netif,
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wip.c — USER CODE BEGIN 2

° CO Nt. LiZP_DHCP

case DHCP_WAIT_ADDRESS:
{
if (dhcp_supplied_address(netif))
{

DHCP_state = DHCP_ADDRESS_ASSIGNED;

sprintf((char *)iptxt, "%s", ip4addr_ntoa(netif_ip4_addr(netif)));

printf("IP address assigned by a DHCP server: %s\n", iptxt);

HAL_GPIO_WritePin(LED_GREEN_GPIO_Port, LED_GREEN_Pin, GPIO_PIN_SET);

HAL_GPIO_WritePin(LED_YELLOW_GPIO_Port, LED_YELLOW_Pin, GPIO_PIN_RESET);
}

else

{
dhcp = (struct dhcp *)netif_get_client_data(netif, LWIP_NETIF_CLIENT_DATA_INDEX_DHCP);
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e Cont.

/* DHCP timeout */
if (dhcp->tries > MAX_DHCP_TRIES)
{
DHCP_state = DHCP_TIMEOUT;
/* Static address used */
IP_ADDR4(&ipaddr, IP_ADDRO ,IP_ADDR1 , IP_ADDR2, IP_ADDRS3);
IP_ADDR4(&netmask, NETMASK_ADDRO, NETMASK_ADDR1, NETMASK_ADDR2,
NETMASK_ADDRS3);
IP_ADDR4(&gw, GW_ADDR0, GW_ADDR1, GW_ADDR2, GW_ADDR3);
netif_set_addr(netif, ip_2_ip4(&ipaddr), ip_2_ip4(&netmask), ip_2_ip4(&gw));
sprintf((char *)iptxt, "%s", ip4addr_ntoa(netif_ip4_addr(netif)));
printf("DHCP Timeout !!\n");
printf("Static IP address: %s\n", iptxt);
HAL_GPIO_WritePin(LED_GREEN_GPIO_Port, LED _GREEN_Pin, GPIO_PIN_SET);
HAL_GPIO_WritePin(LED_YELLOW_GPIO_Port, LED_YELLOW_Pin, GPIO_PIN_RESET);

}
}
}

break;
case DHCP_LINK_DOWN:
{
DHCP_state = DHCP_OFF;
HAL_GPIO_WritePin(LED_GREEN_GPIO_Port, LED_GREEN_Pin, GPIO_PIN_RESET);
HAL_GPIO_WritePin(LED_YELLOW_GPIO_Port, LED_YELLOW_Pin, GPIO_PIN_SET);

}
break;
default: break;
}
/* wait 500 ms */
osDelay(500);

}

}
#endif /* LWIP_DHCP */
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wip.c — USER CODE 2

NETMASK_ADDR3) ;

ipa(&gw));

sprintf((
printf(
printf( i t)s
HAL GPIO WritePin(LED GREEN GPIO LED_GREEN_Pin,
HAL_GPIO WritePin(LED_YELLOW GPIO Port, LED YELLOW Pin,
}
3
!
1
1
3
DHCP_LINK_DOM
r

DHCP_state = DHCP_OFF;
HAL_GPIO WritePin(LED_GREEN GPIO Port, LED_GREEN Pin, GPI
HAL_GPTO_WritePin(LED_YELLOW_GPIO_Port, LED_YELLOW_Pin, @

osDelay(
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* Next is the server function, where the
assets will be accessed and served

void http_server_serve(int conn)
{
int buflen = 1500;
int ret;
struct fs_file file;
unsigned char recv_buffer[1500];

/* Read in the request */
ret = read(conn, recv_buffer, buflen);
if(ret < 0) return;

/* Check if request to get ST.gif */
if (strncmp((char *)recv_buffer,"GET /STM32H7xx_files/ST.qgif",27)==0)

fs_open(&file, "/STM32H7xx_files/ST.gif");
write(conn, (const unsigned char*)(file.data), (size_t)file.len);
fs_close(&file);

}
/* Check if request to get stm32.jpeg */

else if (strncmp((char *)recv_buffer,"GET /STM32H7xx_files/stm32.jpg",30)==0)

{
fs_open(&file, "/STM32H7xx_files/stm32.jpg");

write(conn, (const unsigned char*)(file.data), (size_t)file.len);
fs_close(&file);

}
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wip.c — USER CODE 2
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- Cont. wip.c — USER CODE BEGIN 2

/* Check if request to get ST logo.jpeg */
else if (strncmp((char *)recv_buffer,"GET /STM32H7xx_files/logo.jpg", 29) == 0)

{
fs_open(&file, "/STM32H7xx_files/logo.jpg");
write(conn, (const unsigned char*)(file.data), (size_t)file.len);
fs_close(&file);

}
else if(strncmp((char *)recv_buffer, "GET /STM32H7xxTASKS.html", 24) == 0)

/* Load dynamic page */
DynWebPage(conn);

}
else if((strncmp((char *)recv_buffer, "GET /STM32H7xx.html", 19) == 0)||(strncmp((char
*recv_buffer, "GET /", 6) == 0))
{
/* Load STM32H7xxpage */
fs_open(&file, "/STM32H7xx.html");
write(conn, (const unsigned char*)(file.data), (size_t)file.len);

fs_close(&file); A 0
} 1 ¢
else 4 o
{ o5 < *)recv_buffer, T 2 html*, 19) == @) |(strnamp((

/* Load 404 page */

fs_open(&file, "/404.html");

write(conn, (const unsigned char*)(file.data), (size_t)file.len);
fs_close(&file);

}

/* Close connection socket */
close(conn);

}
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* The server socket thread will handle :
the TCP connection, binding to port 80 lwip.c — USER CODE 2

and listening to port 5

static void http_server_socket_thread(void *arg)
{

int sock, newconn, size;

struct sockaddr_in address, remotehost;

/* create a TCP socket */ =EL ((sock = socket(Al 1ok @)
if ((sock = socket(AF_INET, SOCK_STREAM, 0)) < 0) 331
{

return;
}
/* bind to port 80 at any interface */
address.sin_family = AF_INET;
address.sin_port = htons(80);
address.sin_addr.s_addr = INADDR_ANY; 3
if (bind(sock, (struct sockaddr *)&address, sizeof (address)) < 0) 3448 ( *)Raddress,

. INADDR_ANY;

return;

}

/* listen for incoming connections (TCP listen backlog = 5) */

listen(sock, 5);

size = sizeof(remotehost);

while (1)

{
newconn = accept(sock, (struct sockaddr *)&remotehost, (socklen_t *)&size);
http_server_serve(newconn);

} 5 newconn = accept( *}&remotehost, (

} http server serve
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{remotehost);
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void http_server_socket_init()
{

sys_thread_new("HTTP", http_server_socket_thread, NULL,
DEFAULT_THREAD_STACKSIZE * 4, WEBSERVER_THREAD_PRIO);

}

void DynWebPage(int conn)

{
portCHAR PAGE_BODY[512];
portCHAR pagehits[10] = {0};

memset(PAGE_BODY, 0,512);

/* Update the hit count */

nPageHits++;

sprintf( pagehits, "%d", (int)nPageHits );

strcat(PAGE_BODY, pagehits);

strcat((char *) PAGE_BODY, "<pre><br>Name State Priority Stack Num");
strcat((char *) PAGE_BODY, "<brs------mmmmmmmmmmm oo <br=");

/* The list of tasks and their status */

vTaskList((char *)(PAGE_BODY + strlen(PAGE_BODY)));

strcat((char *) PAGE_BODY, "<br><brs--mnmmmm oo ");

strcat((char *) PAGE_BODY, "<br>B : Blocked, R : Ready, D : Deleted, S :
Suspended<br>");

/* Send the dynamically generated page */
write(conn, PAGE_START, strlen((char*)PAGE_START));
write(conn, PAGE_BODY, strlen(PAGE_BODY));

}
/* USER CODE END 2 */

S7

life.augmented

wip.c — USER CODE 2

* The final functions are responsible for
the HTTP thread init and the dynamic
webpage

it()

, http server socket thread, NULL, FAULT_THREAD ¢ * 4, WEBSERVER THREAD PRIO};

sys_thread new("HTTF

nPageHits++;

sprint
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wip.c — USER CODE BEGIN H7 OS

 |nitizalise the DHCP thread in the
LWIP_Init function

#if LWIP_DHCP

/* Start DHCPClient */

DHCPHandle = osThreadNew(DHCP_Thread, &gnetif, &DHCPThread_attributes);
#endif
/* USER CODE END H7_OS_THREAD_NEW_CMSIS_RTOS_V2 */
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netif set link_callback(&gnetif, ethernet link status_updated);

¥
£ Batteihiitachs
5 P

LWIP DHCP

DHCPHandle = osThreadNew(DHCP Thread, &gnetif, &DHCPThread attributes);

dhep_start(&gnetif);
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wip.c — USER CODE BEGIN 5

 Lastly, add the final DHCP state
machine code on the link update

function
17 (netif is up(netif))
/* USER CODE BEGIN 5 */ 143 I
#if LWIP_DHCP ot :
/* Update DHCP state machine */ : LWIE DHCP
DHCP_State = DHCP—START; DHCP_state DHCP_START;

#endif /* LWIP_DHCP */
/* USER CODE END 5 */

else /* netif is down */

{ 5
/* USER CODE BEGIN 6 */ : LWIP DHCP
#if LWIP_DHCP . =
/* Update DHCP state machine */ i DHCP state = DHCP_LINK DOWN;
DHCP_state = DHCP_LINK_DOWN; -

#endif /* LWIP_DHCP */

/* USER CODE END 6 */
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ethernetif.c — USER CODE BEGIN 2

« Add semaphores for the packets and

allocating the Rx section

/* USER CODE BEGIN 2 */
__attribute__ ((section(".Rx_PoolSection"))) extern u8_t
memp_memory_ RX_POOL_base[];

osThreadld _t EthlfHandle;
const osSemaphoreAttr_t RxPktSemaphore_attributes = {
.name = "RxPktSemaphore"
b
osThreadld _t EthlfThread; /* Handle of the interface thread */
const osThreadAttr_t Ethif attributes = {
.name = "Ethlf",
.priority = (osPriority_t) osPriorityRealtime,
.stack_size =6 * INTERFACE_THREAD_STACK_SIZE
b

const osSemaphoreAttr_t TxPktSemaphore_attributes = {
.name = "TxPktSemaphore"

/* USER CODE END 2 */

S7
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{{section(".Rx_PoolSection”)))

EthIfHandle;
RxPktSemaphore attributes

EthITfThread;
EthIf_attributes

r |

Ir'.'TER':.»'l.tE_THF:_. D 5

TxPktSemaphore attributes

memp._memory RX _POOL_base

[1s
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LINKER SCRIPT

* In the linker file add the descriptor
sections on the RAM_D2 memory

Jwip_sec (NOLOAD) : {
. =ABSOLUTE(0x30000000);
*(.RxDecripSection)

.= ABSOLUTE(0x30000080);
*(.TxDecripSection)

. =ABSOLUTE(0x30000100);
*(.Rx_PoolSection)
} >RAM_D2 AT> FLASH

"—I 122
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fsdata custom.c

« Afile named fsdata_custom.c must be + Copy the provided data from the txt file
created inside the inc folder to this. These will be our webpages.

ew Source File file NULL,

Source File

Source folder: validation/Core/Inc Browse...

Source file: fsdata_custom.c

Template: Default C source template

Configure...

file_ STM32H7xx
data__484_html,
data__ 4064 html +
(data__4e4_html) -
FILE_FLAGS_HEADER_INCLUDED | FS_FIL

Cancel

3

SISTENT,
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fsdata custom.c

« The fsdata file must not be built with the project, only loaded. Left click it and
follow the steps bellow

'H IBE Exclude from build O

Exclude object(s) from build in the following configurations

B Debug
B FRelease

Alt+Shift+W >

Cirl+C

Delete

Rename...

Impeort...

3 Export..

Build Project

Refresh 5. 2|'s HELIN LORS

Index

Select All

Resource Configurations
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life.augmented



The moment of truth

« Compile the project
« We expect 0 erros and 0 warnings

validatin.elf
dump -h alidatin.elf

"I 125
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How to test it?

 To test the web server application, follow these steps:
 Build and program the code we’ve just made.
« Open your preferred virtual com terminal software and connect to the micro’s COM port

« On the remote PC, open a web client (Mozilla Firefox. Google Chrome or Internet Explorer) and
type the board IP address in a web browser.




How to test it?

« The webserver home page is like this:

v S STMI2HTx

€ € @  ANotseure 1921681597

Lys
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STM32H7xx Webserver Demo
Based on the IWIP TCP/IP stack
STM32 H7 Series

The STM32H723xx devices are based on the high performance ARM®
Cortex®-M7 32-bit RISC core operating up 0 300 MHz frequency

Taking advantage of an L1 cache, STM32HT devices deliver the maximum
theoretical performance of the Cortex-M7 core, regardless if code s exccuted
from embedded Flash or external memory: 2525 CoreMark /1075 DMIPS at
500 MHz Fepu

The STM32H7 series unleashes the Cortex-M7 core:

* AXI and multi-AHB bus matrixes for core, herals and

» 16 Kbytes +16 Kbytes of I-cache and D-cache
» Up to 1 Mbytes of embedded dual-bank Flash memory, with ECC and Read-While-Write capability

« Ahigh-speed master direct memory access (MDMA) controller, two dual-port DMAs with FIFO and request router capabilities for optimal
peripheral management, and one additional DMA

» Chrom-ART acceleration for efficient 2D image copy and double-precision FPU are also part of the acceleration features available in the
device

« Peripheral speed independent from CPU speed (dual-clock support) allowing system clock changes without any impact on peripheral
operations

« Even more peripherals, such as four serial audio interfaces (SAI) with SPDIF output support, three full-duplex I'S interfaces, a SPDIF
input interface supporting four inputs, two USB OTG with dedicated power supply and Dual-mode Quad-SP! interface, two FD-CAN
controllers, a high-resolution timer, a TFT-LCD controller, a JPEG codec, two SDIO interfaces and many other analog peripherals
including three fast 14-bit ADCs, fvo comparators and two operational amplifiers

+ 1 Mbyte of SRAM with a scattered architecture.

+ 192 Kbytes of TCM RAM (including 64 Kbytes of [TCM RAM and 128 Kbytes of DTCM RAM for time-critical routines and data), 512
Kbytes, 288 Kbytes and 64 Kbytes of user SRAM, and 4 Kbytes of SRAM in backup domain to keep data in the lowest power modes.

The STM32H7xx home page

f B
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How to test it?

 Clicking the ‘list of tasks’ button will take us to the dynamic page we created,
containing our RTOS stats

v @ STM32H7TASKS x +

« C M A\ Notsecure  192.168.15.97

s) beST-Home /sp GPM-Home [B ST [Ef Developer docume.. [ STWiki [Ef STM32 Education [ Community oLs Chat GPTST  » YouTube [l Bud

STM32H7xx List of tasks and their status

Mumber of page hits: 7

Nai State Priority Stack  Num
HTTP X 32 239 3
IDLE R a 222 2
tcpip_thread B 42 2 4
DHCP B 16 a3 7
EthLink B 16 63 6
EthIf B 48 1 5
Tmr Svc B 2 471 3

B : Blocked, R : Ready, D : Deleted, 5 : Suspended
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